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Introduction

About This Guide

Yealinkadministrator guide is intended for administrators who need to properly configure,
customize, manage, and troubleshoot the DECT IRphone system rather than end-users. This
guide will help you understand the Voice over Internet Protocol (VolP) network and Session
Initiation Protocol (SIP components, and provides descriptions of all available phone features.

This guide describes threemethods for configuring DECT IRphones: central provisioning, web
user interface and handset user interface. It will help you perform the following tasks:
Configure your DECT IRphone on a provisioning server
Configureyour DECTp hone g s f efenttions dasweldhardiset user interface
Troubleshoot some common phone issues

Many of the features described in this guide involve network settings, which could affect the
DECTImPhoneds performance in the network.da$mor an under st

knowledge of IP telephony concepts are necessary.

The information detailed in this guide is applicable to firmware version 81 or higher. The
firmware format is like x.x.x.x.rom.The second x from left must be greater than or equal to 81

(e.g., the firmware version of:77.81.0.1Qrom).

Chapters in This Guide

This administrator guide includes the following chapters:

Chapt @mdud QveviewDZ d e s ¢ r DECE Igphands.e

Chapt &ettin@Start§dDZ d e s bowiYdakls DECTphones fit in your network and
how to install and connect DECT IPphones, and also gives you an overview of DECT IP

p h o nigit@lization process.

Chap t e rSetBng Ug Your SystenDZ descri bes some essenti al i nfor mai

up your phone network and set up your DECTphone with a provisioning server.
Chapter 4, JConfiguring the HandsetDdescribes how to configure the registered handset.

Chapter 5,] Configuring Basic FeaturePZ descri bes how to configure the
DECT IRphones.

Chapter 6, Cgnfiguring Advanced FeaturedDZ descri bes how to configure th
features on DECT IRphones.

Chapter 7, Cgnfiguring Audio FeaturedZ descri bes how to configure the
DECT IRphones.
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Chapter 7, Cgnfiguring SecurityFeaturedDZ descri bes how to configure the
on DECT IRphones.

Chapter 8, TrjubleshootingDZ descr i bes h o vwECTdRphonmesandprogide$ o o t
some common troubleshooting solutions.

Chapter9, AppendixDZ pr ov i d e sy, timézwneg frustedsextificates, auto
provisioning flowchart, reference information about DECT IRphones compliant with RFC

3261, SIP call flowsand some other function lists (e.g., Time Zones).

Related Documentations

This guide coversW60 DECT IRphones. The following related documents are available:

Quick Start Guides, which describe how to assembleDECT IRphones and configure the
most basic features available onDECT IFphones.

User Guides, which describehow to configure and use the basic and advanced features
available on DECT IPphones via handset user interface.

Auto Provisioning Guide, which describes how to provision DECT Iphones using the boot
file and configuration files.

The purpose of Aufo Provisioning Guide is to serve as a basic guidance for provisioning
Yealink DECT IRphones with a provisioning server. If you are new to this process, it is
helpful to read this guide.

Description of Configuration Parameters in CFG Files, whichdescribes all configuration

parameters in configuration files.

Note that Yealink administrator guide contains most of parameters. If you want to find out
more parameters which are not listed in this guide, please refer to Description of
Configuration Parameters in CFG Fileguide.

y000000000000.boot template boot file.
y000000000077.cfg and <MAC>.cfg template configuration files.

Deployment Guide for BroadSoft UG-One Environment, which describes how to configure
BroadSoft features on the BroadWorks web portal and DECT IRphones.

DECT IPphone Features Integrated with BroadSoft UG One User Guide, which describes

how to configure and use DECT IPphone features integrated with Broad Soft UG- One on
Yealink DECT IPphones.

When the SIP server type is set to BroadSoftplease refer to these two guides to have a

better knowledge of configuring and using features integrated with Broadsoft UC -One.

For support or service, please contact yourYealink reseller or go to Yealink Technical Support
online: http://support.yealink.com/ .
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Conventions Used in Yealink Documentations

Yealink documentations contain a few typographic conventions and writing conventions.

You need to know the following basic typographic conventions to distinguish types of in -text

information:

Convention

Description

Bold

Highlights the web/handset user interfaceitems such as menus,
menu selections, soft keys,or directory names when they are
involved in a procedure or user action (e.g.,Click on

Settings ->Upgrade .).

Also used to emphasize text (e.g.,Important! ).

/talics

Used to show the format of examples (e.g., ittp(s)./[IPv6
address}, or to show the title of a section in the reference
documentations available on the Yealink Technical Support
Website (e.g., Triggering the DECT IFbhone to Perform the Auto

Provisioning).

Blue Text

Used for cross references to other sections within this
documentation (e.g.,refer to Call Waiting on page 213), for
hyperlinks to non-Yealink websites €.g.,RFC 3315 or for
hyperlinks to Yealink Technical Support website

Blue Text in Italics

Used for hyperlinks to Yealink resources outside of this
documentation such as the Yealink documentations (e.g.,Yealink
DECT IRPhones Description of Configuration Parameters in CFG
Files_V&.xIsy.

You also need to know the following writing conventions to distinguish conditional information:

Convention

Description

<>

Indicates that you must enter information specific to phone or
net wor k. For example, when you
12-digit MAC address. If you see<phonelPAddress>, enter your
phoneds ILP address

Indicates that you need to select an item from a menu. For
example, Settings ->System Settings indicates that you need to
select System Settings from the Settings menu.

Reading the Configuration Parameter Tables

The feature descriptions discussed inthis guide include two tables. One is asummary table of

provisioning methods that you can use to configure the features. The other is a table of details

of the configuration parameters that you configure to make the features work.

vii
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This brief section describes the conventions used in the summary table and configuration
parameter table. In order to read the tables and successfully perform configuration changes, an

understanding of these conventions is necessary.

Summary Table Format

viii

The following summary table indicates three provisioning methods (central provisioning, web
user interface and handset user interface, refer to Provisioning Methods for more information )
you can use to configure a feature. Note that the types of provisioning methods available for

each feature will vary; not every feature uses all these three methods.

The central provisioning method requires you to configure parameter s located in CFG format
configuration files that Yealink provides. For more information on configuration files, refer to
Configuration Files on page 85. As shown below, the table specifies the configuration file name
and the corresponding parameters. That is, the <MAC>.cfg file contains the
account.Xdnd.enable, account. X.dnd.on_codeand account X.dnd.off_codeparameters, and the
y000000000077.cfg file contains the feature.dnd_refuse_codeparameter.

The web user interface method requires you to configure features by navigating to the specified
link. This navigation URL can help you quickly locate the webpagewhere you can configure the
feature.

Configuration file name  Feature explanation

@nﬁgure DND'in-the custom mode)

Parameters:-
<MAC> cfg+ account.X.dnd.enable+
accountX.dnd.on_code ——Parameter name

account.X.dnd.off_codes
.
Configure the DND refuse code.~
<y000000000077 > dg) Parameter:+

features.dnd_refuse_codes

Central-Provisioning
(Configuration-File)<

Pl'ovisioning Configure DND.+
method Navigate to+

— Web:User Interface th//<phone]PAddress>,r’serv\E‘t?p:f\ . R
— Navigation name

eatures-forward&iq=load« /

—(Handse'lruser'interlaca Configure DND.#

The above table also indicates three methods for configuring the feature.

Method 1: Central Provisioning

This table specifies the details of account X.dnd.enableparameter, which enables or disables the
DND feature. This parameter is disabled by default. If you want to enable the DND feature, open
the MAC.cfg file and locate the parameter name account X.dnd.enable Set the parameter value
t o Dp énablethe DNDf e at ur ¢o disable theDDDID feature.

Note that some parameters described in this guide contain one or more variables (e.g., X or Y).
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But the variables in the parameters described in the CFGile are all replaced with specific value
in the scope of variable. You may need to assigna value to the variable before you search and
locate the specific parameter in the CFG file

For example, if you want to enable the DND feature for account 1, you need to locate the
account.1.dnd.enablein the MAC.cfg file and then configure it as required (e.g.,
account.1.dnd.enable = 1).

The following shows a segment of MAC.cfg file:

MAC.cfg ] —# Configuration file name

S gidtdididdtt it it td it A AR A A AR AR AR R A AR AR R A A AR AR A A AR AR AR A A A AE
i DND

HifiHH R TR T R R R R R

W

[ Y
ok o

#Enable or disable the DND feautre for account?; 0-Disabled (default), 1-Enabled;
44 @cccunt .1.dnd.enakble

Parameter name

account.l.dnd.on code
iM\account.l.dnd.off code

45

=]

FEFFdddsdddsdddsdddsdddsdddsdddsdddad A4 s At AR AR AR AR AR AR AR AR R A e
1 &% Register Rdvanced

N Lt et e et e e e e e e e e e e e et e e e e e
# gccount.l.sip server type =

74 gcecount.l.unregister on reboot =
7 account.l.proxy require =
3¢ goceount.l.srv ttl timer enable =
7 account.l.register expires overlap =

Bi B3I ORI R K3 RS K3 B3 BRI RE ORI ORI RS R K3 ORI ORI ORI ORI ORI ORI
€ oen oenoen o ;o I 5

Method 2: Web User Interface

As described in the chapter Summary Table Format, you can directly navigate to the specified
webpage to configure the feature. You can alsofirst log into the web user interface, the default
user name and password for the administrator are b o t ddminDgase sensitive).Yealink DECT
IP phones support both HTTP and HTTPS protocols for accessing the web user interface. For

more information, refer to Web User Interfaceon page 82.
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The following web user interface takes Features->Forward&DND as an example

Togout

Englsh(Engish) -

Yealink lwsos

‘ Account Network Settings || Directory Security || Applications

Forward&DND fooes NOTE
Account 4603 v
General Call Forward
Information Always Forward On @ off 1t allows users to redirect an
incoming call to a third party.
. Target 4609
Audio Call Forwand
Busy Forward on © off Phone: Call forward feature is
Transfer effective for the IP phone.
Target 4607 Custom: Call forward feature
be configured for each or all
all Pid can
Call Pickup "o o Forsrard on © off accounts.
Phone Lock After Ring Time(0~1205) 12 - Corresponding Disturb (DND)
configuration P ::ones to ignore
Power LED Target 4607 iing cal

DND DND Mode
Phone: DND feature is effective
Account 4603 - for the IP phone.
Custom: DND feature can be
DND Status on © Off configured for each or all

accounts.

[ Confirm | [ concel | @ You can cick here to get
more guides.

Method 3: Handset U ser Interface

An administrator or a user can configure and use DECT IRphones via handset user interface. Not
all features are available on handset user interface. You can only access some features when the
handset disconneds with the base station.

Recommended References

For more information on configuring and administering other Yealink products not included in

this guide, refer to product support page at Yealink Technical Support

To access the latest Release Notes or other guides for Yealin®OECT IRphones, refer to the

Document Download page for your phone at Yealink Technical Support

If you want to find Request for Comments (RFC) documents, type
htto.//www.ietf.org/rfc/rfeNNNN.txt (NNNN is the RFC number) into the location field of your

browser.

For other references, look for the hyperlink or web info throughout this administrator g uide.

Understanding VolIP Principle and SIP Components

This section mainly describes the basic knowledje of VolP principle and SIP conponents, which
will help you to have a better understandingoft he phoneds depl oyment

scenar.i

0 ¢
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VolP Principle

VolP

VolIP (Voice over Internet Protocol) is a technology using the Internet Protocol instead of

traditional Public Switch Telephone Network (PSTN) technology for voice communications.

It is a family of technologies, methodologies, communication protocols, and trans mission
techniques for the delivery of voice communications and multimedia sessions over IP networks.
The H.323 and Session Initiation Protocol (SIP) are two popular VoIP protocols that are found in

widespread implementation.

H.323

H.323 is a recommendation from the ITU Telecommunication Standardization Sector (ITUT)
that defines the protocols to provide audio -visual communication sessions on any packet
network. The H.323 standard addresses call signaling and control, multimedia transport and
control, and bandwidth control for point -to-point and multi - point conferences.

It is widely implemented by voice and video conference equipment manufacturers, is used
within various Internet real-time applications such as GnuGK and NetMeeting and is widely
deployed by service providers and enterprises for both voice and video services over IP

networks.

SIP

SIP( Session |Initiation Protocol) is the Internet Engir
multimedia conferencing over IP. It is an ASCHbased, application-layer control protocol

(defined in RFC 326) that can be used to establish, maintain, and terminate calls between two

or more endpoints. Like other VolIP protocols, SIP is designed to address functions of signaling

and session management within a packet telephony network. Signaling allows call information

to be carried across network boundaries. Session management provides the ability to control

attributes of an end-to-end call.

SIP provides capabilities to:

Determine the location of the target endpoint -- SIP supports address resolution, name
mapping, and call redirection.

Determine media capabilities of the target endpoint -- Via Session Description Protocol

(SDP), SIP determines the Jlowest | evel DZof common
Conferences are established using only media capabilities that ca be supported by all

endpoints.

Determine the availability of the target endpoint -- A call cannot be completed because
the target endpoint is unavailable, SIP determines whether the called party is already on
the DECT IRphone or does not answer in the allotted number of rings. It then returns a

message indicating why the target endpoint is unavailable.

Establish a session between the origin and target endpoint -- The call can be completed,

Xi
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SIP establishes a session between endpoints. SIP also supports mhicall changes, such as
the addition of another endpoint to the conference or the chang e of a media characteristic
or codec.

Handle the transfer and termination of calls -- SIP supports the transfer of calls from one
endpoint to another. During a call tran sfer, SIP simply establishes a session between the
transferee and a new endpoint (specified by the transferring party) and terminates the
session between the transferee and the transferring party. At the end of a call, SIP

terminates the sessions between dl parties.

SIP Components

SIP is a peerto-peer protocol. The peers in a session are called User Agents (UAs). A user agent

can function as one of following roles:

User Agent Client (UAC)-- A client application that initiates the SIP request.

User Agent Server (UAS}- A server application that contacts the user when a SIP request is

received and that returns a response on behalf of the user.

User Agent Client (UAC)

The UAC is an application that initiates up to six feasible SIP requests tdche UAS. The six
requests issued by the UAC are: INVITE, ACK, OPTIONS, BYE, CANCEL and REGISTER. When the
SIP session is being initiated by the UAC SIP component, the UAC determines the information
essential for the request, which is the protocol, the port and the IP address of the UAS to which
the request is being sent. This information can be dynamic and will make it challenging to put
through a firewall . For this reason, it may be recommended to open the specific application type
on the firewall. The UAC isalso capable of using the information in the request URI to establish
the course of the SIP request to its destination, as the request URI always specifies the host
which is essential. The port and protocol are not always specified by the request URI. Tha if the
request does not specify a port or protocol , a default port or protocol is contacted. It may be
preferential to use this method when not using an application layer firewall. Application layer
firewalls like to know what applications are flowing th rough which ports and it is possible to use
content types of other applications other than the one you are trying to let through what has

been denied.

User Agent Server (UAS)

UAS isa server that hosts the application responsible for receiving the SIP requests from a UAC,
and on reception it returns a response to the request back to the UAC. The UAS may issue
multiple responses to the UAC, not necessarily a single response. Communication between UAC
and UAS is client/server and peertogpeer.

Typically, a SP endpoint is capable of functioning as both a UAC and a UAS, but it functions only
as one or the other per transaction. Whether the endpoint functions as a UAC or a UAS depends

on the UA that initiates the request.

Xii
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Product Overview

Product Overview

Yealink DECT IRphone is a SIP Cordless Phone System designed for small business, which
consists of base station and cordless handset. YealinkDECT IPphone supports the following
features:

Up to 8 handsets for one base depending on your needs.

Up to 4 different bases to register per handset.

Up to 8 simultaneous calls per base station.

Up to 2 simultaneous calls per handset

Increase range with up to 6 repeaters (RT10) or 5repeaters (RT20/RR0U).

Energy-saving ECO features.

This chapter contains the following information about DECT IRphones:

Base Station
Handset Models

Battery Information
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Base Station

Yealink

Physical Features:

3 LEDs on Base: power, 1*network, 1* registration
1*RJ45 10/100MbpsEthernet port

1 dedicated hard key (Paging key)

8 VolIP accounts

Indoor range: 20m~50m (The ideal distance is 50m)
Outdoor range: 300m (In ideal conditions)

Power adapter: DC 5V/600mA output

Power over Ethernet (IEEE 802.3af)
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Handset Models

W56H

2.409 240x320 pixels color display
10 numerical keys, 6 function keys, 5 navigation keys, 2 softkeys, # key, * key
1 earphone jack (3.5 mm)

14 key backlight

Energy-saving ECO mode/ECO Mode+

Power adapter: DC 5V/600mA output

W52H

Yealink
il e
Handsst]

3am

Yealink

1.800 128x160 pixels color display
10 numerical keys, 6 function keys, 5 navigation keys, 2 softkeys, # key, * key
1 earphone jack (2.5 mm)

18 keys backlight

Energy-saving ECO mode/ECO Mode+

Power adapter: DC 5V/600mA output
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Battery Information

For W56H

Applicable Standards : GB/T 182875K2013/GB 312412014

Voltage : 3.7V

Capacity: 1460mAh

Maximum charging voltage : 4.2V

Charge Temperature: 0~45N

Charging time: approximately 3.5~4 hours (from fully discharged to full capacity).
Standby time: up to 400 hours when the backlight is disabled.

Talk time: up to 30 hours active talk time (with full charged battery).

For W52H

Technology : Nickel Metal Hydride (NiMH)

Size: AAA

Voltage : 1.2V

Capacity: 800mAh

Charging time : approximately 6 hours (fully discharged to full capacity).
Standby time : up to 100 hours when the backlight is disabled.

Talk time : up to 10 hours active talk time (with full charged batteries).

Note Due to their construction, they will undergo some wear and tear. The lifetime of batter y also depends
on correct maintenance. Charging and discharging are the most important factors.
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Getting Started

This chapter describes where YealinkDECT IPphones fit in your network and provides basic

installation instructions.

This chapter providesthe following sections:
What DECT IPPhones Need to Meet
Connecting the DECT IFPhones
Initialization Process Overview

Verifying Startup

What DECT IPPhones Need to Meet

In order to oper ate as SIP endpoints in your network successfullyDECT IPbhones must meet
the following requirements:

A working IP network is established.

VolP gateways are configured for SIP.

The latest (or compatible) firmware of DECT IFphones is available.

A call server is active and configured to receive and send SIP messages.

Connecting the DECT IPPhones

Connecting the Base Station

You have two options for power and network connection of the base station. Your system
administrator will advise you which one to use.
AC power (Optional)

Power over Ethernet (PoE)

Note Please pay attention to the radio coverage of the base station. It is up to 300m in unobstructed
outdoor areas and up to 50m inside buildings.

Set up the base station and the charger cradle at a central location on a flat, non -slip surface in
your house or apartment.
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AC Power (Optional)
To connect the AC power:

1. Connect the DC plug on the power adapter to the DC5V port on the base stationand
connect the other end of the power adapter into an electrical power outlet.

2. Connect the supplied Ethernet cable between the Internet port on the base station and the

Internet port in your network or the switch/hub device port.

o

Imterrst

NNILEADZ

Note The base station should be used with original power adapter (5V/600mA) only. The use of the
third -party power adapter may cause the damage to the phone.

Power over Ethernet

Using a regular Ethernet cable, the base station can be powered from a PoEcompliant (IEEE
802.3af) switch or hub.

To connect the PoE:

1. Connect the Ethernet cable between the Internet port on the base station and an available

port on the in -line power switch/hub.

IEEE 802.3af compliant
Pok Hub/Switch

[ |

\\ el

Note If in-line power is provided, youdon § t n eoartkct theoAC adapter. Make surethe switch/hub
is POE compliant.

Important! Do not remove the power and network to the base station while it is updating
firmware and configurations.
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Setting up the Handset

To insert battery into the handset:

1. Open the battery cover.
2. Insert the battery and press it down.

3. Close the battery cover.

Not e Do not short-circuit the battery, as short-circuiting the terminals may damage the battery or the
handset.

Do not use a damaged battery, as this may cause an explosion.

Before replacing the battery, please turn off the handset to prevent memory loss.

Setting up the Charger Cradle

For W56H

1. Connect the USB plug on the charger cradle to the DC5V port on the power adapter.

2. Connect the power adapter into an electrical power outlet.

You can also mount the charger cradle on the wall, as shown below:
1. Drive the screws into the wall using the wall template as shown below.

2. Mount the charge cradle securely on the screws.
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For W52H

1. Connect the DC plug on the power adapter to the DC5V port on the charger cradle.

2. Connect the other end of the power adapter into an electrical power outlet.

Charging the Handset

To charge the handset:

1. After setting up the handset and charger cradle, place the handset in the charger cradle.

Note The handset should be used with Yealink original power adapter (5V/600mA) only. The use of
third -party power adapter may cause the damage to the phone.

Registering the Handset

You can register up to 5 handsets to one base station by default. The W60B base station
supports a maximum of 8 registered handsets, you canchange the number of registered
handsets, refer to Number of Registered Handsets/Accounts on page 149 for more information.
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To register a new handset manually:

When the handset LCD scr eee n2 sp rtohnepnt spr]ePsrsegb.aD;Ze | poangg

on the base station till the registration LED flashes.

Easy Registration :

1. Press theReg soft key on the handset to register quickly.

Normal Registration

1. Press theOK soft key on the handset, and then select Register Handset.

2.  Select the desired base andthen press the OK soft key. The handset begins searching the
base.

3. Press theOK soft key after searching a base successfully.

4.  Enter the base PIN (default: 0000), and then press theéDone soft key to complete
registration.

After the success of registration, the handset LCD s
jBase NO. (The |l ast 4 characters of connected Baseg@s

After initializing data successfully, an icon with internal handset number and handset name
appears on the LCD screen.

To register to multiple base stations:

1. Press theOK key to enter the main menu.
2.  SelectSettings ->Registration ->Register Handset .
3. Repeat steps 24 mentioned in normal registration to register multiple base stations.

You can also enable the registration mode of the base station via web user interface at the path
Status->Handset&VolP ->Register New Handsets .

Note I f the handset LCD screen pr ompifysurhaseetatiorcihi n g
powered on.

Initialization Process Overview

The initialization process of the DECT IRphone is responsible for network connectivity and
operation of the DECT IPphone in your local network.

Once you connect your DECT IPphone to the network and to an electrical supply, the DECT IP
phone begins its initialization process.

During the initialization process, the following events take place:
Loading the ROM file

The ROM file resides in the flash memory of the DECT IRphone. The DECT IRphone comes from
the factory with a ROM file preloaded. During initialization, the DECT IRphone runs a bootstrap
loader that loads and executes the ROM file.
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Configuring the VLAN

If the DECT IFphone is connected to a switch, the switch notifies the DECT IRphone of the VLAN
information defined on the switch (if using LLDP or CDP). TheDECT IRphone can then proceed

with the DHCP request for its network settings (if using DHCP).For more information on VLAN,

refer to VLAN on page 31.

Querying the DHCP (Dynamic Host Configuration Protocol)  Server

The DECT IRphone is capable of querying a DHCP server. DHCP is enabledn the DECT IP
phone by default. The following network parameters can be obtained from the DHCP server

during initialization :
IP Address
Subnet Mask
Default Gateway
Primary DNS(Domain Name Server)
Secondary DNS

You need to configure network parameters of the DECT IRphone manually if any of them is not
supplied by the DHCP server.For more information on configuring network parameters

manually, refer to Configuring Network Parameters Manually on page 23.
Contacting the provisioning server

If the DECT IRphone is configured to obtain configurations from the provisioning server, it will
connect to the provisioning server, download the boot file (s) and configuration file(s) during
startup. The DECT IPphone will be able to resolve and update configurations writte n in the
configuration file (s). If the DECT IRphone does not obtain configurations from the provisioning
server, the DECT IPphone will use configurations stored in the flash memory. For more

information, refer to Setting Up Your Phoneswith a Provisioning Serveron page 73.
Updating firmware

If the access UR of firmware is defined in the configuration file, the DECT IFphone will
download firmware from the provisioning server. If the MD5 value of the downloaded firmware
file differs from that of the image stored in the flash memory, the DECT IPphone will perform a

firmware update.
You can manually upgrade firmware if the DECT IFphone does not download firmware from the
provisioning server. For more information, refer to Upgrading Firmware on page 93.

Downloading the resource files

In addition to configuration file(s), the DECT IRphone may require resource files before it can
deliver service. These resource files are optional, but if some particular features are being

deployed, these files are required.

The followings show examples of resource files:

Language packs
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Ring tones

Contact files

For more information on resource files, refer to ResourceFileson page 86.

Verifying Startup

Note

After connected to the power and network, the base station begins the initializing process by

cycling through th e following steps:

1.
2.

After connected to the power, the power i ndicator LED illuminates solid green.

After connected to the available network, the network indicator LED illuminates solid
green.

After at least one handset registered to the base station, the registration LED illuminates
solid green.

If the base station has successfully passeé through these steps, it starts up properly and is ready

for use.

You can view the system status on your handset.Available information of the system status

includes:

Base station status (IPv4 status orlPv6 status firmware version, MAC address and device
certificate status, RFPland network information )

IPv4 uses a 32bit address.

IPVv6 is an updated version of the current Internet Protocol to meet the increased
demands for unique IP addresses, using a 128bit address.

Handset status (handset model, hardware version, firmware version, IPUI code SN code

and area)

Line status

SN code is not availbale on W52H handset.

11
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Setting Up Your System

This section describes essential information on how to set up your phone network and set up your
phones with a provisioning server. It also provides instructions on how to set up a provisioning
server, how to deploy Yealink DECT IFphones from the provisioning server, how to upgrade
firmware, and how to keep user personalized settings after auto provisioning .

This chapter providesthe following sections:

Setting Up Your Phone Network

Setting Up Your Phoneswith a Provisioning Server

Setting Up Your Phone Network

Yealink DECT IRphones operate on an Ethernet local area network (LAN). Local area network
design varies by organization and Yealink DECT IRphones can be configured to accommodate a
number of network designs.

In order to get your DECT IRphones running, you must perform basic network setup, such as IP
address and subnet mask configuration. You can configure the IPv4 or IPv6 network parameters
for the phone. You can also configure the appropriate security (VLAN and/or 802.1X
authentication) and Quality of Service (QoS) settings for the DECT IFphone.

This chapter describes how to configure all the network parameters for DECT IRphones, and it

provides the following sections:

DHCP

DHCP Option

Configuring Network ParametersManually
Web ServerType

VLAN

IPv6 Support

VPN

Network Address Translation (NAT)
Quality of Service(QoS)

802.1X Authentication

DHCP

DHCP (Dynamic Host Configuration Protocol) is a network piotocol used to dynamically allocate

13
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network parameters to network hosts. The automatic allocation of network parameters to hosts
eases the administrative burden of maintaining an IP network. DECT IRphones comply with the
DHCP specifications documented inRFC 2131 If using DHCP,DECT IPphones connected to the
network become operational without having to be manually assigned IP addresses and
additional network parameters.

Procedure

DHCP can be configuredusing the following methods.

Configure DHCP on the DECT IPphone.
Central Provisioning
<MAC>.cfg Parameter:
(Configuration File)
static.network.internet_port.type

Configure DHCP on the DECT IPphone.

Navigate to:
Web User Interface

http://<phonelPAddress>/servlet?p=network

&g=load

Handset User Interface Configure DHCP on the DECT IPphone.
Details of Configuration Parameter

Parameter Permitted Values Default
static. network.internet_port.type Oor2 0
Description :
Configures the Internet port type for IPv4.
0-DHCP
2-Static IP Address
Note : I't works only if tstatnealvoekof pthddpes

(IPv4) or 2 (IPv4 & IPv6). If you change this parameter, theDECT IFphone will reboot to

make the change take effect.
Web User Interface:
Network->Basic->IPv4 Config
Handset User Interface :

OK->Settings->System Settings->Network (default PIN: 0000 ->Basic->IPv4>IP Address
Type



http://www.ietf.org/rfc/rfc2131.txt

Setting Up Your System

To configure DHCP via web user interface:

1. Click on Network ->Basic.

2. Inthe IPv4 Config block, mark the DHCP radio box.

=
Log Out
English(English) v

Yealink | wsos

Account Directory
Cirfe Internet Port NOTE
Mode(IPv4/IPv6) P4 v
NAT DHCP
IPv4 Config DHCP (Dynamic Host
Configuration Protocol) is a
Advanced ®  DHCP network protocol used to
dynamically allocate natwork
Static IP Address parameters to IP phones.
l— Static IP Address
1P Address Specifies the network parameters
Subnet Mask l— of IP phones manuzlly.
PPPoE
Dsfault Gateway It allows users to share 2

3. Click Confirm to accept the change.
A dialog box pops up to prompt that the settings will take effect after a reboot.

4. Click OK to reboot the phone.
To configure DHCP via handset user interface :

PressOK to enter the main menu.
Select Settings ->System Settings ->Network (default PIN: 0000) ->Basic.
Press ¥ to selectlPv4, and then press the OK soft key.

Press«q orp to selectDHCP from the IP Address Type field.

I N o

Press theSave soft key to accept the change.

The DECT IRphone reboots automatically to make settings effective after a period of time.

Static DNS

Static DNS address(es) can be configured and used even thougDHCP is enabled.
Procedure

Static DNS can be configured using the following methods.

Configure the static DNS feature.
y000000000077.cfg | Parameter :

static.network.static_dns_enable

Central Provisioning

) ) ) Configure static DNS address.
(Configuration File)

Parameters:
<MAC>.cfg
static.network.primary_dns

static.network.secondary_dns

Configure the static DNS feature.
Web User Interface
Configure static DNS address.

15
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Navigate to:

http://<phonelPAddress>/servlet?p=netwo
rk&g=load

Configure the static DNS feature.
Handset User Interface

Configure static DNS address.

Details of Configuration Parameters:

Parameter s Permitted Values Default

static. network.static_dns_enable Oor1l 0

Description :

Triggers the static DNS feature to on or off.

0-Off

1-On

If it is set to 0 (Off), the DECT IFphone will use the IPv4 DNS obtained from DHCP.
If it is set to 1 (On), the DECT IRphone will use manually configured static IPv4 DNS.

Note: |1t works only if tsteicnealwoe kof ntleenpar
0 (DHCP). If you change this parameter, theDECT IPphone will reboot to make the change

take effect.

Web User Interface:
Network->Basic->IPv4 Config->Static DNS
Handset User Interface :

OK->Settings->System Settings->Network (default PIN: 0000) ->Basic->IPv4->IP Address
Type: DHCP>DNS Type: Manual

static. network.primary_dns IPv4 Address Blank

Description :

Configures the primary IPv4 DNS server.
Example:

static.network.primary_dns = 202.101.103.55

Note : It works only if the value of the parameter " static.network.static_dns_enable" is setto 1
(On). If you change this parameter, the DECT IRphone will reboot to make the change take
effect.

Web User Interface:
Network->Basic->IPv4 Config->Static IP Address>Primary DNS
Handset User Interface :

OK->Settings->System Settings->Network (default PIN: 0000 ->Basic >IPv4->IP Address
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Parameter s Permitted Values Default

Type: DHCP>DNS Type: Manual>Primary DNS

static. network.secondary_dns IPv4 Address Blank

Description :

Configures the secondary IPv4 DNS server.
Example:

static.network.secondary_dns = 202.101.103.54

Note : It works only if the value of the parameter " static.network.static_dns_enable" is set to 1
(On). If you change this parameter, the DECT IRphone will reboot to make the change take
effect.

Web User Interface:
Network->Basic->IPv4 Config->Static IP Address>Secondary DNS
Handset User Interface :

OK->Settings->System Settings->Network (default PIN: 0000) ->Basic->IPv4>IP Address
Type: DHCP>DNS Type: Manual>Secondary DNS

To configure static DNS address when DHCP is used via web user interface:

1. Click on Network ->Basic.

2. Inthe IPv4 Config block, mark the DHCP radio box.
3. Inthe Static DNS block, mark the On radio box.
4

Enter the desired values in the Primary DNS and Secondary DNS fields.

Log Out
English(English) v

Yealink | weoe

Account Directory

Basic Internet Port NOTE

Mode(IPv4/IPvE) Pvd v
NAT DHCP
IPv4 Config DHCP (Dynamic Host
Configuration Protocol) is a
® DHCp network protocol used to
dynamically allocate network
Static IP Address parameters to IP phones.

Advanced

. Static IP Address
1P Address Specifies the network parameters
Subnet Mask of IP phones manually.

PPPoE

Default Gateway It allows users ta share 2
common DSL connection to the
Static DNS ® On Off Internet.
Primary DNS 202.101.103.54
IPv6 Support
Secondary DNS 202.101.103.54 1P is develaped to deal with

the long-anticipated problem of

5. Click Confirm to accept the change.
A dialog box pops up to prompt that the settings will take effect after a reboot.

6. Click OK to reboot the phone.
To configure static DNS when DHCP is used via handset user interface :
1. PressOK to enter the main menu.

17



Administrator @ Guide for W60 DECT IFPhones

2. SelectSettings ->System Settings ->Network (default PIN: 0000) ->Basic.

3. PressV¥ to selectlPv4, and then press the OK soft key.

4. Press« orp toselect Manual from the DNS Type field when DHCP is selected from
the IP Address Type field.

5. Enter the valid value in the Primary DNS and Secondary DNS field respectively.

6. Press theSave soft key to accept the change.

The DECT IRphone reboots automatically to make settings effective after a period of time.

DHCP Option

18

DHCP provides a framework for passinginformation to TCP/IP network devicesNetwork and

other control information are carried in tagged data items that are stored in the options field of

the DHCP message. The data items themselves are also called options.

DHCP can be initiated by simply connecting the DECT IRphone with the network. DECT IP
phones broadcast DISCOVER messages to request the network information carried in DHCP

options, and the DHCP server responds with specific values in corresponding options.

The following table lists common DH CP options supported by DECT IPphones.

Parameter DHCP Option Description
Subnet Mask 1 Specify the clientgs su
) Specify the offset of the client's subnet in seconds
Time Offset 2 ) ) ]
from Coordinated Universal Time (UTC).
Specify a listof IP addresses for routers on the
Router 3 )
client@s subnet.
Time Server 4 Specify a list of time servers available to the client
Domain Name 6 Specify a list of domain name serversavailable to
Server the client.
Host Name 12 Specify the name of the client.
] Specify the domain name that client should use
Domain Server 15 ) )
when resolving hostnames viaDNS.
Network Time 2 Specify a list of NTP servers available to the client
Protocol Servers by IP address
Vendor-Specific ) o ]
) 43 Identify the vendor-specific information.
Information
Vendor Class )
- 60 Identify the vendor type.
Identifier
TETP Server Name 66 Identify a TFTP server when the 'sname’ field in

the DHCP header has been used for DHCP
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Parameter DHCP Option Description

options.

For more information on DHCP options, refer to RFC 2131or RFC 2132

If you do not have the ability to configure the DHCP options for discovering the provisioning
server on the DHCP server, an alternate méhod of automatically discovering the provisioning
server address is required. Connecting to the secondary DHCP server that responds to DHCP
INFORM queries with a requested provisioning server address is one possibility. For more
information, refer to RFC 3925If a single alternate DHCP server responds, this is functionally
equivalent to the scenario where the primary DHCP server responds with a valid provisioning
server address.If no DHCP serves respond, the INFORM query process will retry and eventually
time out.

DHCP Option 66 and Option 43

During the startup, the phone will automatically detect the custom option, option 66 or option
43 for obtaining the provisioning server address. The priority of obtaining the provisioning
server address is as follows: custom option>option 66 ( identify the TFTP serve) ->option 43.

The IP phone can obtain the Auto Configuration Server (ACS)address by detecting option 43
during startup.

To obtain the server address via DHCP option, make sure the DHCP option is properly
configured on the phone. The option must be in accordance with the one defined in the DHCP

server.

Procedure

DHCP Aive can be configured using the following methods.

Configure DHCP active.
Parameter:

Central static.auto_provision.dhcp_option.enable

Provisioning y000000000077.¢fg | configure the custom DHCP option.

(Configuration File) Parameter:

static.auto_provision.dhcp_option.list_user_o

ptions

Configure DHCP Adive.
Configure the custom DHCP option.

Web User Interface Navigate to:

http:// <phonelPAddress>/servlet?p=settings
-autop&qg=load

19
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Details of Configuration Parameter

Parameter Permitted Values Default

static. auto_provision.dhcp_option.enable Oor1l

Description :
Triggers the DHCPactive feature to on or off.

0-Off

1-On, the IP phone will obtain the provisioning server address by detecting DHCP options.

If it is set to 1 (On), the DECT IRphone will obtain the provisioning server address by

detecting DHCP options.
Web User Interface:
Settings->Auto Provision->DHCP Active

Handset User Interface :

None
Integer
static.auto_provision.dhcp_option.list_user_options from Blank
128 to 254
Description :

Configures the custom DHCP option for requesting provisioning server address.
Multiple options are separated by commas.

Note: 1t wor ks only if the value of the
is setto 1 (On).

Web User Interface:

Settings->Auto Provision->Custom Option(128-254)

Phone User Interface:

None

par af

To configure the DHCP active feature via web user interface:

1.  Click on Settings ->Auto Provision .

2.  Mark the On radio box in the DHCP Active field.
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Yealink | weos

Account Network

Auto Provision

Togout |
English(English) ¥

Directory Security

Auto Provision Server URL

_ User Name
Configuration

Password

Preference NOTE
PNP Active on Off
Time & Date Auto Provision
DHCP Active on Off The IP phone can interoperate
- with provsioning server using
Call Display Custom Option(128~254) auto provisioning for deploying
the 1P phones.
Upgrade DHCP Option Value yealink

When the IP phone triggers to
perform auto provisioning, it will
request to download the
configuration files from the
provisioning server. During the
auto provisioning process, the 1P
phone will download and update

3. ClickConfirm to accept the change.

To configure the custom DHCP option via web user interface:

1.  Click on Settings ->Auto Provision .

2. Enter the desired value in the Custom Option(128~254)

Yealink | weos

Account Network

Auto Provision

field.

Log Out
English(English) ¥

Features Directory Security

Preference NOTE
PNP Active on Off
Time & Date Auto Provision
DHCP Active on Off The IP phone can interoperate
- with provsioning server using
Call Display | Custom Option(128~254) auto provisioning for deploying
the 1P phones.
Upgrade DHCP Option Value yealink

3. ClickConfirm to accept the change.

DHCP Option 42 and Option 2

Yealink DECT IRphones support using the NTP server address offered by DHCP.

DHCP option 42 isused to specify a list of NTP servers available to the client by IP addressNTP

servers should be listed in order of preference. DHCP option 2 is used to pecify the offset of the

c | i sesmbhedin seconds from Coordinated Universal Time (UTC).

To update time with the offset time offered by the DHCP server, make sure the DHCP Time

feature is enabled at the web path Settings ->Time & Date ->DHCP Time. For more

information on how to configure DHCP time feature, refer to NTP Time Serveron page 164.

DHCP Option 12 Hostname on the DECT IPPhone

This option specifies the host name of the client. The name may or may not be qualified with the

local domain name (based on RFC 213). SeeRFC 1035for character restrictions.

Procedure

DHCP option 12 hostname can be configured using the following methods.

Central Provisioning
y000000000077.cfg
(Configuration File)

Configure the DHCP option 12

hostname.
Parameter :

static.network.dhcp_host_name

21
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Web User Interface

Configure the DHCP option 12
hostname.

Navigate to:

http:// <phonelPAddress>/serviet?p=f
eatures-general&g=Iload

Details of Configuration Parameter

Parameter

Permitted Values Default

static. network.dhcp_host_name

String within 99
SIP-W60B

characters

Description :

Configures the DHCP option 12 hostname on the DECT IRphone.

Note : If you change this parameter, the DECT IFphone will reboot to make the change take

effect.

Web User Interface:

Features>General Information->DHCP Hostname

Handset User Interface :

None
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To configure DHCP option 12 hostname on the DECT IPphone via web user interface:

1. Click on Feature->General Information

2. Enter the desired host name in the DHCP Hostname field.

Log Out

English(English) ¥

Yealink | wsos

Account Network Features Settings Directory Security

Forward&DND General Information NOTE
Call Waiting Enabled v
General call waiting
Information Call Waiting On Code It allows IP phones to receive a
new incoming call when there is
. Call Waiting Off Code already an active call.
Audio
Key As Send 2 v Auto Redial
Transfer LI It allows IP phones to
automatically redial 2 busy
B =t Encbled ’ number after the first attempt.
Call Pickup
. Key As Send
Assigns "#” or "*” a5 the send
Phone Lock . key.
.
Hotline
prallEy 1P phone will automatically dial
DHCP Hostname SIp-weos out the hotline number when
lifting the handset, pressing the
Reboot in Talking Disabled A speakerphone key or the line
key.
Display Methad on Dialing User Name M
Call Completion
End Call On Hook Always v It allows users to monitar the
busy party and establish a call
Number O Active Handsets 4 v when the busy party becomes
available to receive a call.
| Confim | | Cancel |

3. Click Confirm to accept the change.
A dialog box pops up to prompt that the settings will take effect after a reboot.

4. Click OK to reboot the phone.

Configuring Network Parameters Manually

If DHCP is disabled orDECT IRphones cannot obtain network parameters from the DHCP server,
you need to configure them manually. The following parameters should be configured for DECT
IP phones to establish network connectivity:

IP Address
Subnet Mask
Default Gateway
Primary DNS

Secondary DNS

Procedure

Network parameters can be configured manually using the following methods.

Configure network parameters of the DECT IP

phone manually.

Central Provisioning
<MAC>.cfg Parameters:

(Configuration File) . )
static.network.internet_port.type

static.network.ip_address_mode
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static.network.internet_port.ip
static.network.internet_port.mask
static.network.internet_port.gateway
static.network.primary_dns

static.network.secondary_dns

Configure network parameters of the DECT IP

phone manually.
Web User Interface Navigate to :

http://<phonelPAddress>/serviet?p=network&q
=load

Configure network parameters of the DECT IP
Handset User Interface

phone manually.

Details of Configuration Parameters:

Parameter s Permitted Values Default

static. network.internet_port.type Oor2 0

Description :

Configures the Internet port type for IPv4.
0-DHCP

2-Static IP Address

Note : It works only if tshmcnealwoekof pthddpes
(IPv4) or 2 (IPv4 & IPv6). If you change this parameter, theDECT IFphone will reboot to

make the change take effect.
Web User Interface:
Network->Basic->1Pv4 Config
Handset User Interface :

OK->Settings->System Settings->Network (default PIN: 0000 ->Basic->IPv4>IP Address
Type

static. network.ip_address_mode 0,1or2 0

Description :

Configures the IP address mode.
0-1Pv4

1-1Pv6

2-1Pv4 & IPv6

Note: If you change this parameter, the DECT IRphone will reboot to make the change take
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Parameter s Permitted Values Default

effect.

Web User Interface:

Network->Basic->Internet Port ->Mode(IPv4/IPv6)
Handset User Interface :

OK->Settings->System Settings->Network (default PIN: 0000 ->Basic->IP Mode

static. network.internet_port.ip IPv4 Address Blank

Description :

Configures the IPv4 address.

Example:

static.network.internet_port.ip = 192.168.1.20

Note: |1t works only if tstacnealwoekof pthddpeaes
(IPv4) or 2 (IPv4 & IPv6), andstaticn et wor k. i nt er net _ (Static P Addregs)e
If you change this parameter, the DECT IRphone will reboot to make the change take effect.

Web User Interface:
Network->Basic->IPv4 Config->Static IP Address>IP Address
Handset User Interface :

OK->Settings->System Settings->Network (default PIN: 0000 ->Basic->IPv4->IP Address
Type: Static>IP Address

static. network.internet_port.mask Subnet Mask Blank

Description :

Configures the IPv4 subnet mask.

Example:

static.network.internet_port.mask = 255.255.255.0

Note: 1t wor ks only i f t hetatiznael tuneo rokf. itph_ea dpdarreasn
(IPv4) or 2 (IPv4 & IPv6), andstaticn et wor k. i nt er rsetto 2 (Static P Addregs)e
If you change this parameter, the DECT IFphone will reboot to make the change take effect.

Web User Interface:
Network->Basic->IPv4 Config->Static IP Address>Subnet Mask
Handset User Interface :

OK->Settings->System Settings->Network (default PIN: 0000 ->Basic->IPv4->IP Address
Type: Static>Subnet Mask

static. network.internet_port.gateway IPv4 Address Blank

Description :

25
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Parameter s Permitted Values Default

Configures the IPv4 default gateway.
Example:
static.network.internet_port.gateway = 192.168.1.254

Note : I't works only if tstachealwoekofpthddpes
(IPv4) or 2 (IPv4 & IPv6), andstaticn et wor k. i nt er net _(Static P Addregs)e
If you change this parameter, the DECT IRphone will reboot to make the change take effect.

Web User Interface:
Network->Basic->IPv4 Config->Static IP Address>Default Gateway
Handset User Interface :

OK->Settings->System Settings->Network (default PIN: 0000 ->Basic->IPv4->IP Address
Type: Static>Default Gateway

static. network.primary_dns IPv4 Address Blank

Description :

Configures the primary IPv4 DNS server.
Example:

static.network.primary_dns = 202.101.103.55

Note : It works only if the value ofthe p ar a metateme fwor k. i p_addr es
(IPvd)or2( Pv4 & | Btatiénet vaardk .ji nt e risrset to 2 (Static P Addsess)e

If you change this parameter, the DECT IFphone will reboot to make the change take effect.
Web User Interface:

Network->Basic->IPv4 Config->Static IP Address>Primary DNS

Handset User Interface :

OK->Settings->System Settings->Network (default PIN: 0000 ->Basic->IPv4->IP Address
Type: Static>Primary DNS

static. network.secondary_dns IPv4 Address Blank

Description :

Configures the secondary IPv4 DNS server.
Example:

static.network.secondary_dns = 202.101.103.54

Note : I't works only if tstacheadawoekof pthddpes
(IPvd)or2( Pv4 & | Btatibnetworkanted nje t _ p o is $et td 2(ftadiddPR Address).

If you change this parameter, the DECT IFphone will reboot to make the change take effect.

Web User Interface:

Network->Basic->IPv4 Config->Static IP Address>Secondary DNS
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Parameter s Permitted Values Default

Handset User Interface :

OK->Settings->System Settings->Network (default PIN: 0000 ->Basic->IPv4->IP Address
Type: Static>Sewmndary DNS

To configure the IP address mode via web user interface:

1. Click on Network ->Basic.

2. Select desired value from the pull-down list of Mode(IPv4/IPv6) .

Log Out

English(English) v

Yealink | wsos

Account Features Settings Directory Security

Basic Internet Port NOTE

Made(IPv4/IPv6) Pvd v
NAT DHCP
IPv4 Config DHCP (Dynamic Host
Configuration Protocol) is
®  DHCP network protocol used to
dynamically allocate network
Static IP Address parameters to IP phones.

Advanced

3. Click Confirm to accept the change.
A dialog box pops up to prompt that the settings will take effect after a reboot.

4. Click OK to reboot the phone.
To configure a static IP v4 address via web user interface:

1. Click on Network ->Basic.
2. Inthe IPv4 Config block, mark the Static IP Address radio box.

3. Enterthe desired values in the IP Address, Subnet Mask, Default Gateway, Primary DNS
and Secondary DNS fields.

[

English(English) v

Yealink | wsoe

Account Features Settings Directory Security

s Internet Port NOTE
Mode(IPv4/IPv6) IPv4 v
NAT DHCP
IPv4 Config DHCP (Dynamic Host
Configuration Protocal) is 2
Advanced DHCP network protocol used to
dynamically allocate network
® static IP Address parameters to IP phones.
Static IP Address
IP Address 192.168.1.20 Specifies the network parameters
Subnet Mask 255.255.255.0 of 1P phones man.ally.
PPPoE
Default Gateway 192.168.1.254 It allows users to share 2
common DSL connection to the
Static DNS On off Internet.
Primary DNS 202.101.102.55
IPv6 Support
Secondary DNS 202.101.103.54 IPv6 is developed to deal with
the long-anticipated problem of

4. Click Confirm to accept the change.
A dialog box pops up to prompt that the settings will take effect after a reboot.

5. Click OK to reboot the phone.
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To configure the IP address mode via handset user interface :

1. PressOK to enter the main menu.

2. SelectSettings ->System Settings ->Network (default PIN: 0000) ->Basic.
3. Press « or P to select IPv4, IPv6 or IPv4&IPv6 from the IP Mode field.
4. Press theSave soft key to accept the change.

The DECT IPphone reboots automatically to make settings effective after a period of time.
To configure a static IP v4 address via handset user interface :

1. PressOK to enter the main menu.
Select Settings ->System Settings ->Network (default PIN: 0000) ->Basic.
Press ¥ to selectlPv4, and then press the OK soft key.

Press « or P> to select Static from the IP Address Type field.

o > w D

Enter the valid value in the IP Address, Subnet Mask , Default Gateway , Primary DNS
and Secondary DNS field respectively.

6. Press theSave soft key to accept the change.

The DECT IRphone reboots automatically to make settings effective after a period of time .

Web Server Type

Users can configure the user or administrator features of the phone via web user interface. Web
server type determines access protocol of the DECT IPphone@ s we b us eDECTIIRt er f ace.
phones support both HTTP and HTTPS protocols foraccessing the web user interface.This can
be disabled when it is not needed or when it poses a security threat. For more information on

accessing the web user interface, refer toWeb User Interface on page 82.

HTTP is an application protocol that runs on top of the TCP/IP suite of protocols. HTTPS is a web
protocol that encrypts and decrypts user page requests as well as pages returned by the web
server. Both HTTP and HTTPS port numbers are configurable.

Access web user interface of theDECT Iphone using the HTTP/HTTPS protocol as the following

shown (take HTTPprotocol for example):

=Rl e

[ Vealink WG0B Phone X

¢ o [romm ]

Login DECT Base for WE0B

Username |admin
Password |-+
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Procedure

Web server type can be configured using the following methods.

Configure the web access type, HTTP
port and HTTPS port.

Parameters:

Central Provisioning ) .
y000000000077.cfg static.wui.http_enable

(Configuration File) )
static.network.port.http

static.wui.https_enable

static.network.port.https

Configure the web access type, HTTP
port and HTTPS port.

Web User Interface Navigate to :

http://<phonelPAddress>/serviet?p=

network-advé&q=load

Details of Configuration Parameters:

Parameter s Permitted Values Default

static. wui.http_enable Oor1l 1

Description :

Enables or disables the user to access web user interface of thdECT IRphone using the
HTTP protocol.

0-Disabled
1-Enabled

Note : If you change this parameter, the DECT IRphone will reboot to make the change take

effect.

Web User Interface:
Network->Advanced->Web Server->HTTP
Handset User Interface :

None

static. network.port.http Integer from 1 to 65535 80

Description :

Configures the HTTP port for the user to access webuser interface of the DECT IRphone
using the HTTP protocol.

Note : Please take care whenchoosing an alternate port. If you change this parameter, the

29



Administrator @ Guide for W60 DECT IFPhones

30

Parameter s Permitted Values Default

DECT IRphone will reboot to make the change take effect.
Web User Interface:

Network->Advanced->Web Server>HTTP Port(1~65535)
Handset User Interface :

None

static. wui.https_enable Oor1l 1

Description :

Enables or disables the user to access web user interface of thdECT IPphone using the
HTTPS protocol.

0-Disabled
1-Enabled

Note : If you change this parameter, the DECT IRphone will reboot to make the change take
effect.

Web User Interface:
Network->Advanced->Web Server->HTTPS
Handset User Interface :

None

static. network.port.https Integer from 1 to 65535 443

Description :

Configures the HTTPS port for the user to access web user interface of theDECT IPFphone
using the HTTPS protocol.

Note : Please take care when choosing an alternate port.If you change this parameter, the
DECT IPphone will reboot to make the change take effect.

Web User Interface:
Network->Advanced->Web Server->HTTPS Port(1~65535)
Handset User Interface :

None

To configure web server type via web user interface:

1. Click on Network ->Advanced .

2. Select the desired value from the pull-down list of HTTP.

3.  Enter the desired HTTP port number in the HTTP Port(1~65535) field.
4

Select the desired value from the pull-down list of HTTPS




Setting Up Your System

VLAN

5. Enter the desired HTTPS port number in the HTTPS Port(1~65535) field.

Log Out |

English(English) ¥

Yealink lwees

Account Directory

Active Enabled v
NAT VLAN
Packet Interval (1~3600s) 60 It is used to logically divide a
physical netwark into several
Advanced VLAN broadcast domains. VLAN
membership can be configured
WAN Port Active Disabled v through saftware instezd of
physically relocating devices or
VID (1-4094) 1 connections.
The priority of VLAN assignment
Priority 0 v method (from highest to lowest)
:LLDP/CDP->manual
DHCP VLAN Active Enabled v configuration->DHCP VLAN
Option (1-255) 132 NAT Traversal
It is a general term for
technigues that establish and
maintain IP connections
- traversing NAT gateways. STUN
is one of the NAT traversal
technigues.
You can configure NAT traversal
UEB e for the IP phone.
B Enabled v Quality of Service (QoS)
. It is the ability to provide
HTTP Port (1~65535) 80 different priorities for different
packets in the network, zllowing
HTTPS Enabled hd the transport of traffic with
special reguirements.
HTTPS Port (1~65535) 443

6. Click Confirm to accept the change.
A dialog box pops up to prompt that the settings will take effect after a reboot.

7. Click OK to reboot the phone.

VLAN (Virtual Local Area Network)is used to logically divide a physical network into several
broadcast domains. VLAN membership can be configured through software instead of
physically relocating devices or connections.Grouping devices with a common set of
requirements regardless of their physical location can greatly simplify network design. VLANs
can address issues such as scalability, security and netwdk management.

The purpose of VLAN configurations on the DECT IFphone is to insert tag with VLAN
information to the packets generated by the DECT IFphone. When VLAN is properly configured
for Internet port on the DECT IRphone, the DECT IFphone will tag all packets from these ports
with the VLAN ID. The switch receives and forwards thetagged packets to the corresponding
VLAN according to the VLAN ID in the tag as described in IEEE Std 802.3

In addition to manual configuration, the DECT IPphone also supports automatic discovery of
VLAN via LLDP, CDP or DHCP. The assignment takes effect in this order: assignment via

LLDP/CDP, manual configuration, then assignment via DHCP.

For more information on VLAN, refer to VLAN Feature on YealinkiP phones.

Procedure

VLAN assignment method can be configured using the configuration files .

Central Provisioning Configure the VLAN assignment
y000000000077.cfg
(Configuration File) method.
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Parameter:

static.network.vlan.vlan_change.enable

Details of Configuration Parameter

Parameter Permitted Values Default

static. network.vlan.vlan_change.enable Oorl 0

Description :

Enables or disables theDECT IRphone to obtain VLAN ID using lower priority of VLAN
assignment method or disable VLAN feature when the DECT IRphone cannot obtain VLAN
ID using the current VLAN assignment method.

0-Disabled
1-Enabled
The priority of each method is: LLDP/CDP>Manual>DHCP VLAN.

If it is set to 1 (Enabled), the DECT IPphone will attempt to use the lower priority of VLAN
assignment method when failing to obtain the VLAN ID using higher priority of VLAN
assignment method. If all the methods are attempted, the phone will disable VL AN feature.

Note: If you change this parameter, the DECT IFphone will reboot to make the change

take effect.

Web User Interface:
None

Handset User Interface :

None

LLDP (Linker Layer Discovery Protocolis a vendor-neutral Link Layerprotocol, which allows
DECT IPphones to receive and/or transmit device -related information from/to directly
connected devices on the network that are also using the protocol, and store the information
about other devices.

When LLDP feature is enabled onDECT Iphones, the DECT IPphones periodically advertise

their own information to the directly connected LLDP -enabled switch. TheDECT IPphones can

al so receive LLDP packets from the connebEC&dFd switch.
IP phones decide whether to update the VLAN configurations obtained from the LLDP packets.

When the VLAN configurations on the DECT IRphones are different from the ones sent by the

switch, the DECT IRphones perform an update and reboot. This allows the DECT Iphones to be

plugged into any switch, obtain their VLAN IDs, and then start communications with the call

control.
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Procedure

LLDP can be configuredusing the following methods.

Configure LLDP feature.
Central Provisioning Parameters:

y000000000077.cfg
(Configuration File) static.network.lldp.enable

static.network.lldp.packet_interval

Configure LLDP feature.

Navigate to :
Web User Interface

http://<phonelPAddress>/serviet?p=
network-advé&q=load

Handset User Interface Configure LLDP feature.

Details of Configuration Parameters:

Parameter s Permitted Values Default

static. network.lldp.enable Oorl 1

Description :

Enables or disables the LLDP (Linker Layer Discovery Protocol) feature on thBECT IP

phone.
0-Disabled
1-Enabled

If it is set to 1 (Enabled), the DECT IFphone will attempt to determine its VLAN ID through
LLDP.

Note: If you change this parameter, the DECT IFphone will reboot to make the change
take effect.

Web User Interface:

Network->Advanced->LLDP->Active

Handset User Interface :

None
. ] Integer from 1 to
static. network.lldp.packet_interval 60
3600
Description :

Configures the interval (in seconds) for the DECT IRphone to send the LLDP (Linker Layer

Discovery Protocol) request.

Note: 1 't wor ks only if t hetativretivarkdldperdabldDBE é sp sred
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Parameter s

Permitted Values

Default

take effect.

None

Web User Interface:

Handset User Interface :

(Enabled). If you change this parameter, theDECT IRohone will reboot to make the change

Network->Advanced->LLDP >Packet Interval (1~3600s)

To configure LLDP feature via web user interface:

1. Click on Network ->Advanced .

2. Inthe LLDP block, select the desired value from the pull-down list of Active .

3. Enter the desired time interval in the Packet Interval (1~3600s) field.

Yealink | wsos

Basic

NAT

Advanced

Account |

LLDP

Active

Packet Interval (1~3600s)

Enabled v

60

VLAN

WAN Port Active

Disabled v

Log Out
English(English) v

NOTE

VLAN

It is used to logically divide a
physical network into several
broadcast domains. VLAN
membership can be configured
through software instead of
physically relocating devices or

4. Click Confirm to accept the change.

A dialog box pops up to prompt that the settings will take effect after a reboot.

5. Click OK to reboot the phone.

Manual Configuration for VLAN in the Network

34

VLAN is disabled onDECT IRphones by default. You can configure VLANfor the Internet port
manually. Before configuring VLAN on the DECT IRphone, you need to obtain the VLAN ID from

your network administrator.

Procedure

VLAN can be configured using the following methods.

Central

Provisioning

(Configuration File)

y000000000077.cf
9

Configure VLAN for the Internet port

manually.

Parameters:

static.network.vlan.internet_port_enable
static.network.vlan.internet_port_vid

static.network.vlan.internet_port_priority
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Configure VLAN for the Internet port

manually.
Web User Interface Navigate to :

http://<phonelPAddress>/serviet?p=network
-adv&g=load

Configure VLAN for the Internet port
Handset User Interface

manually.
Details of Configuration Parameters:
Parameter s Permitted Values Default
static. network.vlan.internet_port_enable Oorl 0

Description :

Enables or disablesVLAN for the Internet port.
0-Disabled

1-Enabled

Note: If you change this parameter, the DECT IFphone will reboot to make the change

take effect.

Web User Interface:
Network->Advanced->VLAN->WAN Port->Active
Handset User Interface :

OK->Settings->System Settings>Network (default PIN: 0000) ->VLAN->VLAN
Parameter->Status

. . ) Integer from 1 to
static. network.vlan.internet_port_vid 4004 1

Description :
Configures VLAN ID for the Internet port.

Note: If you change this parameter, the DECT IFphone will reboot to make the change

take effect.

Web User Interface:
Network->Advanced->VLAN->WAN Port->VID (1-4094)
Handset User Interface :

OK->Settings->System Settings>Network (default PIN: 0000) ->VLAN->VLAN

Parameter->Status: Enabled >VID

static. network.vlan.internet_port_priority Integer from 0Oto 7 0
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Parameter s Permitted Values Default

Description :
Configures VLAN priority for the Internet port.
7 is the highest priority, 0 is the lowest priority.

Note: If you change this parameter, the DECT IFphone will reboot to make the change
take effect.

Web User Interface:
Network->Advanced->VLAN->WAN Port->Priority
Handset User Interface :

OK->Settings->System Settings>Network (default PIN: 0000) ->VLAN->VLAN
Parameter> Status: Enabled> Priority

To configure VLAN for Internet port via web user interface:

1. Click on Network ->Advanced .
In the VLAN block, select the desired value from the pull-down list of WAN Port Active .
Enter the VLAN ID in theVID (1-4094) field.

p wD

Select the desired value (G7) from the pull -down list of Priority .

Log Out
English(English) ¥

Yealink | weos

Account Directory

Basic LLop NOTE
Active Enabled v
NAT VLAN
PacketInterval (1~3600s) 60 It is used to logically divide a
physical network into several
Advanced VLAN broadcast domains. VLAN
membership can be configured
WAN Port Active Disabled v through saftware instead of
physically relocating devices or
VID (1-4094) 1 connections.
The priority of VLAN assignment
Priority 0 M method (from highest to lowest)
:LLDP/CDP-=manual
DHCP VLAN Active Enablad v configuration->DHCP VLAN
Option (1-255) 132 NAT Traversal

5. ClickConfirm to accept the change.
A dialog box pops up to prompt that the settings will take effect after areboot.

6. Click OK to reboot the phone.
To configure VLAN for Internet port via handset user interface :

1. PressOK to enter the main menu.

2. SelectSettings ->System Settings ->Network (default PIN: 0000) ->VLAN->VLAN

Parameter.
3. Press « or P to select Enabled from the Status field.
4.  Enter the valid value in the VID and Priority field respectively.
5. Press theSave soft key to accept the change.

The DECT IPphone reboots automatically to make settings effective after a period of time.
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DHCP VLAN

DECT IPphones support VLAN discovery via DHCP. When the VLAN Discovery method is set to
DHCP,the DECT Iphone will examine DHCP option for a valid VLAN ID. The predefined option
132 is used to supply the VLAN ID by default. You can customize the DHCP option used to
request the VLAN ID.

Procedure

DHCP VLAN can be configuredusing the following methods.

Configure DHCP VLAN discovery

feature.

Central Provisioning
y000000000077.cfg Parameters:
(Configuration File) )
static.network.vlan.dhcp_enable

static.network.vlan.dhcp_option

Configure DHCP VLAN discovery
feature.

Web User Interface Navigate to :

http://<phonelPAddress>/serviet?p=
network-advé&q=load

Configure DHCP VLAN discovery
Handset User Interface

feature.
Details of Configuration Parameters:
Parameter s Permitted Values Default
static. network.vlan.dhcp_enable Oor1l 1

Description :

Enables or disablesDHCP VLAN discovery feature on theDECT IRphone.
0-Disabled

1-Enabled

Note: If you change this parameter, the DECT IFphone will reboot to make the change
take effect.

Web User Interface:
Network ->Advanced->VLAN->DHCP VLAN>Active
Handset User Interface :

OK->Settings->System Settings>Network (default PIN: 0000) ->VLAN->VLAN
DHCP>Status
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Parameter s Permitted Values Default

static. network.vlan.dhcp_option Integer from 1to 255 132

Description :

Configures the DHCP option from which the DECT IFphone will obtain the VLAN settings.
You can configure at most five DHCP options and separate them by commas.

Note: If you change this parameter, the DECT IFphone will reboot to make the change
take effect.

Web User Interface:
Network->Advanced->VLAN->DHCP VLAN->Option (1 -255)
Handset User Interface :

OK->Settings->System Settings>Network (default PIN: 0000) ->VLAN->VLAN
DHCR>Status: Enabled>Options

To configure DHCP VLAN discovery via web user interface:

1. Click on Network ->Advanced .
2. Inthe DHCP VLAN block, select the desired value from the pull-down list of Active .

3.  Enter the desired option in the Option (1-255) field.

Log Out
English(English) v

Yealink | wsoe

Account Directory
- LLDP
Basic NOTE
Active Enabled v
NAT VLAN
PacketInterval (1~3600s) 60 It is used to logically divide a
Ad d physical network into several
pasoe VLAN broadcast domains. VLAN
membership can b_e configurad
WAN Port Active Disabled v through saftware instead of
physically relocating devices or
VID (1-4094) 1 connections.
The priority of VLAN assignment
Priority 0 T method (from highest to lowest)
:LLDP/CDP-=manual
DHCP VLAN Active Enabled M configuration-=DHCP VLAN
Option (1-255) 132 NAT Traversal

4. Click Confirm to accept the change.
A dialog box pops up to prompt that the settings will take effect after a reboot.

5. Click OK to reboot the phone.
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To configure DHCP VLAN discovery via handset user interface :

1. PressOK to enter the main menu.
SelectSettings ->System Settings ->Network (default PIN: 0000) ->VLAN->VLAN DHCP.
Press « or P to select Enabled from the Status field.

Enter the valid value in the Options field.

a > w DN

Press theSave soft key to accept the change.

The DECT IRphone reboots automatically to make settings effective after a period of time.

IPv6 Support

Because Internet Protocol version 4 (IPv4) uses a 3dit address, it cannot meet the increased
demands for unique IP addresses for all devices that connect to the Internet. Therefore, Internet
Protocol version 6 (IPv6) is the next generation network layer protocol , which designed as a

replacement for the current IPv4 protocol.

IPv6is developed by the Internet Engineering Task Force (IETF) to deal with the longanticipated
problem of IPv4 address exhaustion.Yealink DECT IRphone supports IPv4 addressing mode,
IPv6 addressing mode, as well as an IPv4&IPv6 dual sick addressing mode. IPV4 uses a32-bit
address, consisting of four groups of three decimal digits separated by dots; for example,
192.168.1.1001Pv6 uses a 128bit address, consisting of eight groups of four hexadecimal digits
separated by colons; for example, 2026:1234:1:1:215:65ff:felf:caa

VolIP network based on IPv6 can provide endto-end security capabilities, enhanced Quality of
Service (Qo0S), a set of service requirements to deliver performance guarantee while transporting

traffic over the network.

If you configure the network settings on the phone for an IPv6 network, you can set up an IP
address for the phone either by using SLAAC (ICMPv6pr by manually entering an IP address.
Ensure that your network environment supports IPv6. Contact your ISP fg@ more information.

IPv6 Address Assignment Method
Supported IPv6 address assignment methods:

Manual Assignment: An IPv6 address and other configuration parameters (e.g., DNS
server) for the DECT IPphone can be statically configured by an administrator.

Stateless Address Autoconfiguration  (SLAACY ICMPv6: SLAACIs one of the most
convenient methods to assign IP addresses to IPv6 nodes SLAACrequires no manual
configuration of the DECT IPphone, minimal (if any) configuration of routers, and no
additional servers.To uselPv6 SLAACthe DECT IRphone must be connected to a network
with at least one IPv6 router connected. This router is configured by the network
administrator and sends out Router Advertisement announcements onto the link. These
announcements can allow the on-link connected DECT IPphone to configure itself with
IPv6 address, as specified in RF@862.
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How the DECT IPphone obtains the IPv6 address and network settings?

The following table lists where the DECT IFphone obtains the IPv6 addressand other

network settings:

SLAAC
(ICMPv6)

How the DECT IPphone obtains the IPv6 address and
network settings?

Disabled

You have to manually configure the static IPv6 address and

other network settings.

Enabled

The DECT IPphone can obtain the IPv6 address via SLAAC
but the other network settings must be configured manually.

Procedure

IPv6 can be configured using the following methods.

(Configuration File)

Configure the IPv6 address assignment
method.

Parameters:
static.network.ip_address_mode
static.network.ipv6_internet_port.type
static.network.ipv6_internet_port.ip

<MAC> .cfg static.network.ipv6_prefix

Central Provisioning static.network.ipv6_internet_port.gateway

Configure the IPv6 static DNS address.
Parameters:
static.network.ipv6_primary_dns

static.network.ipv6_secondary_dns

Configure the IPv6 static DNS.
<MAC> .cfg Parameter:

static.network.ipv6_static_dns_enable

Configure the IPv6 address assignment

method.

Configure the IPv6 static DNS address.

Web User Interface Configure the IPv6 static DNS.

Navigate to :

http://<phonelPAddress>/servlet?p=net
work&q=load

Handset User Interface

Configure the IPv6 address assignment
method.
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Configure the IPv6 static DNS address.

Configure the IPv6 static DNS.

Details of Configuration Parameters:

Permitted
Parameter s Default
Values
static. network.ip_address_mode 0,1or2 0

Description :

Configures the IP address mode.

0-1Pv4

1-1Pv6

2-1Pv4 & IPv6

Note: If you change this parameter, the DECT IFphone will reboot to make the change
take effect.

Web User Interface:

Network->Basic->Internet Port->Mode (IPv4/IPv6)

Handset User Interface :

OK->Settings->System Settings->Network (default PIN: 0000 ->Basic->IP Mode

static. network.ipv6_internet_port.type Oorl 0

Description :

Configures the Internet port type for IPv6.
0-DHCP

1-Static IP Address

Note: 1t wor ks only i f t hetatiwmad tuveo rokf. itph_ea dodarrea
1 (IPv6) or 2 (IPv4 & IPv6). If you change this parameter, theDECT IRphone will reboot to
make the change take effect.

Web User Interface:
Network->Basic->IPv6 Config
Handset User Interface :

OK->Settings->System Settings->Network (default PIN: 0000 ->Basic->IPv6->IP Address
Type

static. network.ipv6_static_dns_enable Oor1l 0

Description :
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Permitted
Parameter s Default
Values

Triggers the static IPv6 DNS feature to on or off.

0-Off

1-On

If it is set to O (Off), the DECT IRphone will use the IPv6 DNS obtained from DHCP.
Ifitis setto 1 (On), the DECT IPphone will use manually configured static IPv6 DNS.

Note: 1t wor ks only i f t hetatiwmad tuveo roki. itphvwe6 piamrta
set to 0 (DHCP).If you change this parameter, the DECT IRphone will reboot to make the
change take effect.

Web User Interface:
Network->Basic->IPv6 Config->IPv6 Static DNS
Handset User Interface :

OK->Settings->System Settings->Network (default PIN: 0000 ->Basic->1Pv6->IP Address
Type: DHCRP>DNS Type: Manual

static. network.ipv6_internet_port.ip IPv6 address Blank

Description :

Configures the IPv6 address.

Example:

static.network.ipv6_internet_port.ip = 2026:1234:1:1:215:65ff.felf.caa

Note: 1t wor ks only i f t hetatiwmad tuveo rokf. itph_ea dodarrea
1 (IPv6) or 2 (IPv4 & IPv6), and Static.network.ipv6_internet_port.type" is set to 1 (Static IP
Address). If you change this parameter, theDECT IFphone will reboot to make the change
take effect.

Web User Interface:
Network->Basic->IPv6 Config->Static IP Address>IP Address
Handset User Interface :

OK->Settings->System Settings->Networ k (default PIN: 0000 ->Basic->IPv6->IP Address
Type: Static>IP Address

. . ) Integer from 0
static. network.ipv6_prefix 64
to 128

Description :
Configures the IPv6 prefix.

Note: 1t wor ks only i f t hetatiwmad tuveo rokf. it ph_ea dodetriea
1 (IPv6) or 2 (IPv4 & IPv6), and Static.network.ipv6_internet_port.type" is set to 1 (Static IP

Address). If you change this parameter, theDECT IFphone will reboot to make the change
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Permitted
Parameter s Default
Values

take effect.

Web User Interface:
Network->Basic->IPv6 Config->Static IP Address>IPv6 Prefix(0~128)
Handset User Interface :

OK->Settings->System Settings->Network (default PIN: 0000 ->Basic->IPv6->IP Address
Type: Static>IPv6 Prefix

static. network.ipv6_internet_port.gateway IPv6 address Blank

Description :

Configures the IPv6 default gateway.

Example:

static.network.ipv6_internet_port.gateway = 3036:1:1:c3c7:¢c11c:5447:23a6:255

Note: 1t wor ks only i f t hetatiwmad tuveo rokf. itph_ea dodarrea
1 (IPv6) or 2 (IPv4 & IPv6), and Static.network.ipv6_internet_port.type" is set to 1 (Static IP
Address).If you change this parameter, the DECT IFphone will reboot to make the change
take effect.

Web User Interface:
Network->Basic->IPv6 Config->Static IP Address>Default Gateway

Handset User Interface :

OK->Settings->System Settings->Network (default PIN: 0000 ->Basic->IPv6->IP Address
Type: Static>Default Gateway

static. network.ipv6_primary_dns IPv6 address Blank

Description :

Configures the primary IPv6 DNS server.

Example:

static.network.ipv6_primary_dns = 3036:1:1:¢c3c7: c11c:5447:23a6:256

Note: It works only if the value of the parameter " static.network.ip_address_mode" is set to
1 (IPv6) or 2 (IPv4 & IPv6). In DHCP environment, you also need to make sure the value of
the parameter "static.network.ipv6_static_dns_enable" is set to 1 (On). If you change this

parameter, the DECT IRphone will reboot to make the change take effect.
Web User Interface:

Network->Basic->IPv6 Config->Static IP Address>Primary DNS
Handset User Interface :

OK->Settings->System Settings->Network (default PIN: 0000 ->Basic->IPv6->IP Address
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Permitted
Parameter s Default
Values
Type: Static>Primary DNS
static. network.ipv6_secondary_dns IPv6 address Blank

Description :

Configures the secondary IPv6 DNS server.

Example:

static.network.ipv6_secondary_dns =2026:1234:1:1:¢c3c7:c11c:5447:23a6

Note: It works only if the value of the parameter " static.network.ip_address_mode" is set to
1 (IPv6) or 2 (IPv4 & IPv6). In DHCP environment, you also need to make sure the value of
the parameter "static.network.ipv6_static_dns_enable" is set to 1 (On). If you change this
parameter, the DECT IPphone will reboot to make the change take effect.

Web User Interface:
Network->Basic->IPv6 Config->Static IP Address>Secondary DNS
Handset User Interfa ce:

OK->Settings->System Settings->Network (default PIN: 0000 ->Basic->IPv6->IP Address
Type: Static>Secondary DNS

To configure IPv6 address assignment method via web user interface:

1. Click on Network ->Basic.

2. Select the desired address mode (Pv6 or IPv4 & IPv6) from the pull -down list of
Mode(IPv4/IPv6) .

3. Inthe IPv6 Config block, mark the DHCP or the Static IP Address radio box.
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- If you mark the Static IP Address radio box, configure the IPv6 address and other

configuration parameters in the corresponding fields.

Yealink | wsos

Account

Features Settings

English(En:

Security

- Internet Port
Basic

Mode(IPv4/IPvG)
NAT
IPv4 Config

Advanced DHCP

Static IP Address
IP Address
Subnet Mask
Default Gateway

Static DNS
Primary DNS
Secondary DNS

IPv6 Config

DHCP

IPv6 hd

@ Static IP Address
1P Address
IPV6 Prefix(D~128)
Default Gateway
IPv6 Static DNS
Primary DNS

Sacondary DNS

2026:1234:1:1:215:65ff:el
64
3036:1:1:c3c7:c11c:5447:2)
on off
3036:1:1:c3¢7:c11c:5447:2)

2026:1234:1:1:¢3c7:c11c:5|

Confirm

Cancel

NOTE

DHCP

DHCP (Dynamic Host
Configuration Protocol) is 2
network protocol used to
dynamically allocate network
parameters to IP phones.

Static IP Address
Specifies the network parameters
of 1P phones manually.

PPPoE

It allows users to share a
common DSL connection to the
Internet.

1IPv6 Support

IPV6 is developed to deal with
the long-anticipated problem of
IPv4 address exhaustion.

- (Optional.) If you mark the DHCP radio box, you can configure the static DNS address

in the corresponding fields.

Yealink | weoe

Account

- Internet Port
Basic

Maode(IPv4/IPv6)
NAT
IPv4 Config

Advanced DHCP

Static IP Address
1P Address
Subnet Mask
Default Gateway

Static DNS
Primary DNS
Secondary DNS

IPv6 Config

Static IP Address
1P Address

IPv6 Prefix(0~128)

Settings

Pvé v

2026:1234:1:1:215:65ff:el
64

Default Gateway 3036:1:1:c3¢7:c11C:5447:2
IPv6 Static DNS @ On off
Primary DNS 3036:1:1:c3c7:c11c:5447:2

Secondary DNS

2026:1234:1:1:c3c7:c11c:5)

|__confim |

| _cancal |

NOTE

DHCP

DHCP (Dynamic Host
Configuration Protocol) is a
network protocal used to
dynamically allocate network
parameters to IP phones.

Static IP Address
Specifies the network parameters
of IP phones manually.

PPPoE

It allows users to share 2
common DSL connection to the
Internet.

IPv6 Support

1Pv6 is developed to deal with
the long-anticipated problem of
1Pv4 address exhaustion.

Click Confirm to accept the change.

A dialog box pops up to prompt that the settings will take effect after a reboot.
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VPN
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5.

Click OK to reboot the phone.

To configure IPv6 address assignment method via  handset user interface :

N o g M w N

PressOK to enter the main menu.

Select Settings ->System Settings ->Netw ork .

Enter the system PIN (default: 0000), press theéDone soft key.
Press « orp to selectlPv6 or IPv4&IPv6 from the IP Mode field.
Press ¥ to selectlPv6, and then press the OK soft key.

Press d or P> to select Static from the IP Address Type field.

Enter the valid value in the IP Address, IPv6 Prefix , Default Gateway, Primary DNS and
Secondary DNS field respectively.

Press theSave soft key to accept the change.

The DECT IRphone reboots automatically to make settings effective after a period of time.

To configure static DNS when DHCP is used via handset user interface :

=

N oo g M w0 Db

PressOK to enter the main menu.

SelectSettings ->System Settings ->Network .

Enter the system PIN (default: 0000), press théDone soft key.

Press ¥ to selectlPv6, and then press the OK soft key.

Press« or P to select Manual from the DNS Type field.

Enter the valid value in the Primary DNS and Secondary DNS field respectively.
Press theSave soft key to accept the change.

The DECT IPphone reboots automatically to make settings effective after a period of time.

VPN (Virtual Private Network)is a secured private network connection built on top of public

telecommunication infrastructure, such as the Internet. It has become more prevalent due to

benefits of scalability, reliability, convenience and security.VPN provide s remote offices or

individual users with secure access to their organization's network.
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VPN Technology

DECT IPphones support SSL VPN, which provides remoteaccessVPN capabilities through SSL.
OpenVPN is a full featured SSL VPN software solution that creats secure connections in remote
access facilities designed to work with the TUN/TAPvirtual network interface. TUN and TAPare
virtual network kernel devices. TAPsimulates a link layer device andprovides a virtual
point-to-point connection, while TUN simulates a network layer device andprovides a virtual

network segment.

DECT IPphones use OpenVPN to achieve VPN feature.To prevent disclosure of private
information, tunnel endpoints must authenticate each other before secure VPN tunnelis
established. After VPN feature is configured properly on the DECT IRphone, the DECT IRphone
acts as a VPN client anduses the certificates to authenticate the VPN server.

To use VPN, the compressed package of VPN-related files should be uploaded to the DECT IP
phone in advance. The file format of the compressed package must be*.tar. Therelated VPN
files are: certificates (ca.crtand client.crt), key (client.key) and the configuration file (vpn.cnf) of
the VPN client.

The following table lists the unified directories of the OpenVPN certificates and key in the

configuration file (vpn.cnf) for Yealink DECT IRphones:

VPN files Description Unified Directories
ca.crt CAcertificate /config/openvpn/keys/ca.crt
client.crt Client certificate /config/openvpn/keys/client.crt
client.key Private key of the client /config/lopenvpn/keys/client.key

For more information, refer to OpenVPN Feature on YealinkP phones.

Procedure

VPN can be configured using the following methods.

Configure VPN feature and upload a

TARfile to the DECT IPphone.

Central Provisioning
y000000000077.cfg Parameters:

(Configuration File) )
static.network.vpn_enable

static.openvpn.url

Configure VPN feature and upload a
TARfile to the DECT IRphone.

Web User Interface Navigate to :

http://<phonelPAddress>/servlet?p= ne
twork-adv&q=load

Handset User Interface Configure VPN feature.

a7
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Details of Configuration Parameters:

Parameter s Permitted Values Default

static. network.vpn_enable Oor1 0

Description :

Enables or disables OpenVPN feature on theDECT IFphone.

0-Disabled

1-Enabled

Note: If you change this parameter, the DECT IFphone will reboot to make the change
take effect.

Web User Interface:

Network->Advanced->VPN->Active

Handset User Interface :

None

static. openvpn.url URL within 511 characters Blank

Description :
Configures the access URL of the *.tar file for OpenVPN.
Example:

static.openvpn.url = http://192.168.10.25/0penVPN.tar

Web User Interface:
Network->Advanced->VPN->Upload VPN Config
Handset User Interface :

None

To upload a TAR file and configure VPN via web user interface:

1. Click on Network ->Advanced .

2. Click Browse to locate the TARfile from the local system.
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3. ClickUpload to upload the TAR file.

Log Out
English(English) v

Yealink | weoe

Account Features Settings Directory Security

LLDP
Basic NOTE

Active Enabled Al
NAT VLAN
Packet Interval (1~3600s) 60 It is used to logically divide a
physical network into several
VLAN broadcast domains. VLAN
membership can be configured
WAN Port Active Disabled v through software instead of
physically relocating devices or
VID (1-4004) 1 connections.

The priority of VLAN assignment
method (from highest to lowest)
) :LLDP/CDP->manual

DHCP VLAN Active Enabled v configuration->DHCP VLAN

Advanced

Priority 0 v

Option (1-255) 132 NAT Traversal
1t is a general term for
technigues that establish and
maintain IP connections
traversing NAT gateways. STUN
J is ane of the NAT traversal
- tachnigues.

VPN You can configure NAT traversal
for the IP phone.

v
Active Disabled Quality of Service (QoS)
Browse... Tt is the ability to provide
Upload VPN Config load different priorities for different
| Uplo ‘ packets in the network, allowing
the transport of traffic with
| Confim | | Cancel | special requirements.

The web user interface prompts the message
4. Inthe VPN block, select the desired value from the pull -down list of Active .
5. Click Confirm to accept the change.

A dialog box pops up to prompt that the settings will take effect after a reboot.

6. Click OK to reboot the phone.

Network Address Translation (NAT)

Network Address Translation (NAT) is one of the technologies for solving the network problem g
the shortage of IP addresses. Many countries provide only one public IP address forthe whole
company. They configure NAT to advertise the IP address for the enire network to the outside

world. This can reduce the need for a large number of public IP addresses.

Network Address Translation (NAT) is essentially a translation table that maps public IP address
and port combinations to private ones. Thisreduces the need for a large number of public IP
addresses NAT ensuressecurity since each outgoing or incoming request must first go through

a translation process.

Yealink TP phone NAT Router Server

Source:10. 3. 20. 14 Source:162. 105. 178. 65
it DAk v bl

_

-
-

Destination:10. 3. 20. 14 Destination:162. 105. 178. 65
211.100.7. 34
10. 3. 20. 14 lmmnerl Internet
|

~——— Packet from IP phone to Server NAT Table

———» Packet from Server to IP phone Way Before NAT After NAT
Qutbound 10.3.20.14 162.105.178.65
Inbound 162.105.178.65 10.3.20.14
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NAT Types

Symmetrical NAT

In symmetrical NAT, the NAT router stores the address and port where the packet was sent. Only

packets coming from this address and port are forwarded back to the private address.

Full Cone NAT

In full cone NAT, all packets from a private address (e.g., iAddr: portl) to public network will be
sent through a public address (e.g.,eAddr: port2). Packets coming from the address of any
server to eAddr: port2 will be forwarded back to the private address (e.g., iAddr: portl).

Address Restricted Cone NAT

Restricted cone NAT worksin a similar way like full cone NAT. Apublic host (hAddr:any) can send
packets to iAddr: portlthrough eAddr: port2 only if iAddr: portl has previously sent a packet to
hAddr: any. "Any" means the port number which doesn't matter.

Port Restricted Cone NAT

Port restricted cone NAT worksin a similar way like full cone NAT. A public host (hAddr:hPort)
can send packets to iAddr: portlthrough eAddr: port2 only if iAddr: portl has previously sent a
packet to hAddr: hPort.

NAT Traversal

In the VolIP environment, NAT breaks endto-end connectivity.

AT traversalis a general term for techniques that establish and maintain IP connections
traversing NAT gateways typically required for client-to-client networking applications,

especially for VolP deployments. Yealink IP phones support three NAT traversal techniques
manual NAT, STUN and ICE. If manual NAT and STUN are all enabled, the IP phone will use the
manually configured external IP address for NAT traversal. The TURN protocol is used as part of

the ICE approach to NAT traversal.

Manual NAT (Static NAT)

Manual NAT helps IP connections traverse NAT gateways without the third party network server

(STUN/TURN server). If manual NAT feature is enabled, the configured public IP address and

port can be carried in the SIP requests or RTP packets, in which the other past obtains the

phoneds public address. |t is useful to reduce the

STUN (Simple Traversal of UDP over NATS )

STUN is a network protocol, used in NAT traversal for applications of reattime voice, video,
messaging, and other interactive IP communications. The STUN protocol allows entities behind

a NAT to first discover the presence of a NAT and the type of NAT (for more information on the
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NAT types, refer to NAT Typeson page 50) and to obtain the mapped (public) IP address and
port number that the NAT has allocated for the UDP connections to remote parties. The
protocol requires assistance from a third-party network server (STUN server) usually located on
public Internet. The IP phone can be configured to act as a STUN client, to send exploratory
STUN messages to the STUN server. The STUN server uses those messages to determine the
public IP address and port used, ard then informs the client.

NAT Rewrites Source to
Public IPfport 59.61.92.59:19232

STUN Server
What is my public
IPfport?
B
AT IP:59.61.92.59
Port:19232
Private IP/port:
192.168.1.6:3478 -
RTPto 59.61.92.59:19232

Capture packets after you enable the STUN feature, you can find that the IP phone sends
Binding Request to the STUN server, and then mapped IP address and port is placed in the
Binding Response:Binding Success Response MAPPEBDDRESS: 59.61.92.59:19232

No.  Time Saurce Destination Pratacal Length Info
B, 587848 g 8,107,220, 74 :
192.168.1.6

444 18, 587848 68.1.0 N b2 B1nding Regue
447 18.711349 218.107.220.74 STUN 98 Binding success Response MAPPED-ADDRESS: 59.61.92.59:19232

STUNwill not work if the NAT device is symmetric. This may be a drawback in many situations as

most enterprise-class firewalls are symmetric.
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TURN (Traversal Using Relays around NAT)

TURN is a network protocol described in RFC 5766whicth allows a host located behind a NAT
(called the TURN client) to communicate and exchange packets with other hosts (peers, called
the TURN server) using a relay. In these situations, the hst uses the services of an intermediate
node to act as a communication relay. It governs the reception of data over a Transmission
Control Protocol (TCP) or a UDP connection. This solves the problems of clients behind
symmetric NATs which cannot rely on STUN to solve the NAT traversal issue.This method is
appropriate in some situations, but it scales poorly since the media must go through the TURN

server.

NAT Rewrites Source to
Public IP/port 59.61.92.59:19232

- ~
- ~
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/ A\
/TURN Server +
Give me public ! “
IPfport | ]
[ | !
. 1 I
NAT 59.60.91.58:3884 ‘ ’
—
\ 1 RTPto
RTP to 59.61.92.59:192352 \ r 59.60.91.58:3884
-——— . —
Private IP/port: . Fwd P
192.168.1.6:3478 S
Public IP/port:

59.60.91.58:3884

If you configure both STUN and TURN on the phone, it discovers what type of NAT device is
between the phone and the public network. If the NAT device is full cone, address restricted
cone, or port restricted cone, the phone will use STUN. If the NAT devicels symmetric, the
phone will use TURN. TURN is compatible with all types of NAT devices but can be costly since
all traffic goes through a media relay (which can be slow, can exchange more messages, and
requires the TURN server to allocate bandwidth for calls).

Although TURN will almost always provide connectivity to a client, it comes at high cost to the
provider of the TURN server. Therefore other mechanisms (such as STUN or direct connectivity)

will be preferred when possible.

ICE (Interactive Communica tions Establishment)

ICE, described inRFC 5245is a technique for Network Address Translator (NAT) traversal for
UDP-based media streams estabished by the offer/answer model, not intended for NAT
traversal for SIP.It is an extension to the offer/answer model, and works by including a
multiplicity of IP addresses and ports in SDP offers and answers, which are then tested for
connectivity by peer-to-peer connectivity checks.

ICE makes use of the STUN prtocol and its extension, TURN.In an ICE environment, two IP
phones communicating at different locations are able to communicate via the SIP protocol by
exchanging Session Description Protocol (SDP) messages. At the beginning of the ICE process,
the phones are ignorant of their own topologies. In particular, they might or might not be

behind a NAT. ICE allows IP phones to discover enough information about their topologies to

find the optimal path(s) by which they can communicate.


http://www.ietf.org/rfc/rfc5766.txt
http://www.ietf.org/rfc/rfc5245.txt
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ICE optimizes the media pah. Foran example, when two IP phones in the same network are
calling each other via a long media path through other external networks, with ICE enabled, the
short media path in the same network would be chosen, which will probably have better quality

than the long one.

ICE is a complex solution to the problem of NAT traversal. Due to its complexity there is very

limited client support for ICE today.

SIP Ports for NAT Traversal

You can configure the SIP ports on the DECT IRphone. Previously, the DECT IRohone used
default values (5060 for UDP/TCP). In the configuration files, you can use the following
parameters to configure the SIP and TLS source ports:

Local SIP Port

TLS SIP Port

If NAT is disabled, the port number shows in the Via and Contact SIP heaérs of SIP messages. If
NAT is enabled, the phone uses the NAT port number (and NAT IP address) in the Via and
Contact SIP headers of SIP messages, but still use the configured source port.
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Procedure

NAT traversal can be configured using the following methods.

Central Provisioning

(Configuration File)

Configure STUN feature and STUN server
on a phone basis.

Parameters:
sip.nat_stun.enable
sip.nat_stun.server

sip.nat_stun.port

Configure manual NAT feature on a
phone basis.

Parameters:
network.static_nat.enable

network.static_nat.addr

y000000000077cfg

Configure ICE feature.
Parameter:

ice.enable

Configure TURN feature and TURN server
Parameters:

sip.nat_turn.enable

sip.nat_turn.server

sip.nat_turn.port

sip.nat_turn.username

sip.nat_turn.password

Configure local SIP port and TLS SIP port.
Parameters:
sip.listen_port

sip.tls_listen_port

<MAC> .cfg

Configure NAT traversal on a perline

basis.
Parameter:

account.X.nat.nat_traversal

Web User Interface

Configure manual NAT feature on a

phone basis.
Configure ICE feature.
Configure TURN feature and TURN server

Configure STUN feature and STUN server
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on a phone basis.
Navigate to :

http://<phonelPAddress>/serviet?p=net
work-nat&g=Iload

Configure local SIP port and TLS SIP port.
Navigate to :

http://<phonelPAddress>/serviet?p=setti
ngs-sip&g=Iload

Configure NAT traversal on a perline

basis.
Navigate to :

http://<phonelPAddress>/servlet?p=acco
unt-register&g=load&acc=0

Configure STUN feature and STUN server

on a phone basis.
Phone User Interface
Configure NAT traversal on a perline

basis.
Details of Configuration Parameters:
Parameter s Permitted Values Default
sip.nat_stun.enable Oorl 0

Description :

Enables or disablesthe STUN (Simple Traversal of UDP over NATdgature on the IP phone.
0-Disabled

1-Enabled

Note: If you change this parameter, the IP phone will reboot to make the change take
effect.

Web User Interface:

Network->NAT->STUN->Active

Phone User Interface:

None

) IP address or
sip.nat_stun.server ) Blank
domain name

Description :

Configures the IP address or the domain name of the STUN(Simple Traversal of UDP over
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Parameter s Permitted Values Default

NATSs)server.

Example:

sip.nat_stun.server= 218.107.220.201

Note:1't works only if the value of the para
If you change this parameter, the IP phone will reboot to make the change take effect.

Web User Interface:

Network->NAT->STUN->STUN Server

Phone User Interface:

None
] Integer from 1024 to
sip.nat_stun.port 3478
65000
Description :

Configures the port of the STUN (Simple Traversal of UDP over NATs}erver.

Example:

sip.nat_stun.port= 3478

Note: It works only if the value of the para
If you change this parameter, the IP phone will reboot to make the change take effect.

Web User Interface:

Network->NAT->STUN->STUN Port (1024~65000)

Phone User Inter face:

None

account.X.nat.nat_traversal
0,1o0r2 0
(X ranges from 1 to 8)

Description :

Enables or disables the NAT traversal for account X.
0-Disabled

1-STUN

2-Manual NAT

Note : If it is set to 1 (STUN),it works only if the value of the parameter
jsip.nat_stun.enableDZis set to 1 (Enabl e
val ue of t hretwglestate matenableddZ i s set to 1 (Enab

Web User Interface:
Account->Register->NAT

Phone User Interface:
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Parameter s Permitted Values Default
None
network.static_nat.enable Oorl 0
Description :

Enables or disables the manual NAT feature on the IP phone.
0-Disabled
1-Enabled

Note : If you change this parameter, the IP phone will reboot to make the change take
effect.

Web User Interface:
Network->NAT->Nat Manual ->Active
Phone User Interface:

None

network.static_nat.addr IP address Blank

Description :

Configures the IP address to be advertised in SIP signaling.

It should match the external IP address used by the NAT device.
Example:

network.static_nat.addr= 10.3.5.33

Note : I't works only i f tretworksttic na.enableDZt ihe Peatry
(Enabled).If you change this parameter, the IP phone will reboot to make the change take
effect.

Web User Interface:
Network->NAT->Nat Manual ->IP Address
Phone User Interface:

None

ice.enable Oor1l 0

Description :

Enables or disables the ICE (Interactive Connectivity Establishment) feature on the IP phone
0-Disabled

1-Enabled

Note: To use ICE feature, you have to configure the STUN and/or TURN server address in
advance. If you change this parameter, the IP phone will reboot to make the change take

effect.

57



Administrator @ Guide for W60 DECT IFPhones

58

Parameter s Permitted Values Default

Web User Interface:
Network->NAT->ICE>Active
Phone User Interface:

None

sip.nat_turn.enable Oorl 0

Description :

Enables or disablesthe TURN(Traversal Using Relays around NAT)eature on the IP phone.
0-Disabled

1-Enabled

Note: If you change this parameter, the IP phone will reboot to make the change take
effect.

Web User Interface:
Network->NAT->TURN->Active
Phone User Interface:

None

] IP address or
sip.nat_turn.server ) Blank
domain name

Description :

Configures the IP address or the domain name of the TURN(Traversal Using Relays around
NAT) server.

Example:
sip.nat_turn.server= 218.107.220.202

Note: 1t wor ks only if the value of the para
If you change this parameter, the IP phone will reboot to make the change take effect.

Web User Interface:
Network->NAT->TURN->TURN Server

Phone User Interface:

None
) Integer from 1 to
sip.nat_turn.port 3478
65535
Description :

Configures the port of the TURN(Traversal Using Relays around NAT3erver.
Example:

sip.nat_turn.port = 3478
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Parameter s Permitted Values Default

Note:1't works only if the value of the para
If you change this parameter, the IP phone will reboot to make the change take effect.

Web User Interface:
Network->NAT->TURN->TURN Port (1~65535)
Phone User Interfac e:

None

sip.nat_turn.username String Blank

Description :

Configures the user name to authenticate to TURN (Traversal Using Relays around NAT)

server.
Example:
sip.nat_turn.username = admin

Note: 1t works only if the value of the para
If you change this parameter, the IP phone will reboot to make the change take effect.

Web User Interface:
Network->NAT->TURN->User Name
Phone User Interface:

None

sip.nat_turn.password String Blank

Description :

Configures the password to authenticate to the TURN (Traversal Using Relays around NAT)

server.
Example:
sip.nat_turn.password = yealink1105

Note: It works only if the value of the para
If you change this parameter, the IP phone will reboot to make the change take effect.

Web User Interface:
Network->NAT->TURN->Password

Phone User Interface:

None

o Integer from 1024 to

sip.listen_port 5060
65535

Description :
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Parameter s Permitted Values Default

Configures the local SIP port.
Web User Interface:
Settings->SIP->Local SIP Port

Phone User Interface:

None
. . Integer from 1024 to
sip.tls_listen_port 5061
65535
Description :

Configures the local TLS listen port.
Web User Interface:
Settings->SIP->TLS SIP Port
Phone User Interface:

None

To configure NAT traversal and STUN server via web user interface:

1. Click on Network ->NAT.
In the STUN block, select the desired value from the pull -down list of Active .

Enter the IP address or the domain name of the STUN server in theSTUN Server field.

P w DN

Enter the port of the STUN server in the STUN Port (1024-65000) field.

Log Out

Yealink | wss

Account Directory

Basic Nat Manual NOTE
Active Disabled Al
NAT Netwark NAT
IP Address
Advanced ICE
Active Disabled M
STUN
Active Disabled M
STUN Server 218.107.220.201
STUN Port (1024~65000) 3478

5. Click Confirm to accept the change.
A dialog box pops up to prompt that settings will take effect after a reboot.

6. Click OK to reboot the phone.
To configure manual NAT via web user interface:

1. Click on Network ->NAT.
2. Inthe Nat Manual block, select the desired value from the pull -down list of Active .

3. Enter the external IP address in thelP Address field.
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Yealink | weos

Account

5 Nat Manual
Basic

Log Out
English(English) ¥

Features Settings Directory Security

NAT

Advanced

NOTE
Active Enabled M

Network NAT
IP Address 10.3.5.33
Active Disabled M

4. Click Confirm to accept the change.

A dialog box pops up to prompt that the settings will take effect after a reboot.

5. Click OK to reboot the phone.

To configure ICE feature via web user interface:

1. Click on Network ->NAT.

2. Inthe ICEblock, select the desired value from the pull -down list of Active .

Yealink | weos

Account

5 Nat Manual
Basic

NAT

Advanced ICE

Features

Log Out
English(English) ¥

Settings Directory Security

STUN Server

STUN Port (1024~65000)

NOTE
Active Enabled M

Network NAT
IP Address 10.3.5.33
Active Disabled A |
Active Disabled A

218.107.220.201

3478

3. Click Confirm to accept the change.

A dialog box pops up to prompt that the settings will take effect after a reboot.

4. Click OK to reboot the phone.

To configure NAT traversal and STUN for account via web user interface:

1. Click on Account ->Register.

2. Select the desired account from the pull-down list of Account .

3. SelectSTUN/Manual NAT from the pull -down list of NAT.
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Log Out
English(English) ¥

Yealink | weos

Network Features Settings Directory Security

Register
Register Status Registered
Basic Account Registration
Line Active Enabled v Reqisters account(s) for the IP
phone.
Sndse Label 6123

Server Redundancy
Advanced Display Name 6123 It is often required in VoIP
deployments to ensura
continuity of phone service, for

Number SRS 6123 avents where the server needs to
Assignment be taken offline for
9 User Name 6123 maintenance, the server fails, or
the connection between the IP
Handset Name Password phane and the server fails.
SIP Server 1 NAT Traversal
A general term for technigues
Server Host 10.2.1.48 Port | 5060 that establish and maintain 1P
connections traversing NAT
Transport uDP v gateways. STUN is one of the
AT traversal technigues.
Server Expires 3600
Server Retry Counts 3 You can configure NAT traversal
for this account.
SIP Server 2
Server Host Port | 5060
Transport LDP v
Server Expires 3600
Server Retry Counts 3
Enable Outbound Proxy Server Disabled v
‘Outbound Proxy Server 1 Port | 5060
‘Outbound Proxy Server 2 Port | 5060
Proxy Fallback Interval 3600
NAT STUN 7]
| Confirm ‘ Cancel ‘

4.  Click Confirm to accept the change.
To configure local SIP port and TLS SIP port via web user interface:

1. Click on Settings ->SIP.

2. Enter the desired local SIP port in theLocal SIP Port field.



Setting Up Your System

3. Enter the desired TLS SIP port in theTLS SIP Portfield.

Log Out

English(English) ¥

Yealink | wsoe

Account Network Directory Security

Preference SIECH g NOTE
SIP Session Timer T1 (0.5~10s) 0.5
Time & Date SIP Session Timers
SIP Session Timer T2 (2~40s) 4 SIP session timers T1, T2 and T4
Call Display are SIP transaction layer timers
By SIP Session Timer T4 (2.5~60s) 5 defined in RFC 3261.
Upgrade Local SIP Port 5062 Timer T1 is an estimate of the
P9 oca o Round Trip Time (RTT) of
transactions between a SIP client
Auto Provision TLS SIP Port 061 and SIP server.
- Confi T Timer T2 represents the
Configuration l=Confim,._.| Dre maximum retransmitting time of
any SIP request message.
Dial Plan
Timer T4 represents the time the
_ netwark will take to clear
Voice messages between the SIP client
and server.
Tones
TROG9
Voice Monitoring
sIP

4. Click Confirm to accept the change.

Keep Alive

The DECT IPphones can send keep-alive packets to NAT device for keeping the communication

port open.
Procedure

Keep alive feature can be configured using the following methods.

Configure the type of keep-alive

packets on aper-line basis.
Parameters:

account.X.nat.udp_update_enable

Configuration File <MAC> .cfg
Configure the keep-alive interval on a

per-line basis.
Parameters:

account.X.nat.udp_update_time

Configure the type of keep-alive
packets on a per-line basis.

Configure the keep-alive interval on a
Local Web User Interface per-line basis.

Navigate to :

http://<phonelPAddress>/serviet?p=a

ccount-adv&q=load&acc=0
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Details of Configuration Parameters:

Parameter s Permitted Values Default

account.X.nat.udp_update_enable
0,1,2o0r3 1
(X ranges from 1 to 8)

Description :

Configures the type of keep-alive packets sent by the DECT IRphone to the NAT device to
keep the communication port open so that NAT can continue to function for account X.

0-Disabled

1-Default (the DECT IPphone sends UDP packets to the server)
2-Options (the DECT IRphone sends SIP OPTIONS packets to the server)
3-Notify (the DECT IRphone sends SIP NOTIFY packets to the server)
Web User Interface:

Account->Advanced->Keep Alive Type

Handset User Interface:

None

account.X.nat.udp_update_time Integer from 15 to

(X ranges from 1 to 8) 2147483647 30
Description :

Configures the keep-alive interval (in seconds) for account X.
Example:
account.1.nat.udp_update_time= 60

Note : It works only if the value ofthe par amet er J account. X. na
tol, 2or3.

Web User Interface:
Account->Advanced->Keep Alive Interval(Seconds)
Handset User Interface:

None

To configure the type of keep -alive packets and keep -alive interval via web user interface:

1. Click on Account ->Advanced .
2. Select the desired account from the pull-down list of Account .

3. Select the desired value from the pull -down list of Keep Alive Type .
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Rport

4. Enter the keep-alive interval in the Keep Alive Interval(Seconds) field.

Log Out

English(English) v

Yealink | wsos

Account Network Features Settings Directory Security

]
Register NOTE
Keep Alive Type Default
Basic DTMF
Keep Alive Interval(Secands) 30 It is the signal sent from the IP
Cod phone to the network, which is
OLEC RPort Disabled v generated when pressing the 1P
phone’s keypad during a call.
Advanced Subscribe Periad(Seconds) 1800
v Session Timer
Number DTMF Type RFC2833 1t allows a periodic refresh of
Assignment . SIP sessions through a re-INVITE
g DTMF Info Type DTMF Relay N R e e
SIP session s still active.
Handset Name DTMF Payload Type(96~127) 101
Retransmission Disabled v Busy Lamp Field/BLF List
siocit i

5. Click Confirm to accept the change.

The Session Initiation Protocol (SIP) operates over UDP and TCP. When used with UDP,

responses to requests are returned to the source address the request came from, and returned

to the port written into reduestnessaggenblaveverjthisi aDZ header of
behavior is not desirable when the client is behind a Network Address Translation (NAT) or

firewall. So a new parameter JrportDzZfor the J ViabDZh:

Rport described in RFC 3581 allows a client to request that the server sends the response back
to the source port from which the request came.

Rport feature depends on support from a SIP server.
Procedure

Rport feature can be configured using the following methods.

Configure NAT Rport feature for
account.

Configuration File <MAC> .cfg
Parameters:
account.X.nat.rport
Configure NAT Rport feature for
account.

Local Web User Interface Navigate to :
http://<phonelPAddress>/serviet?p=a
ccount-adv&q=load&acc=0

Details of Configuration Parameters:

Parameter s Permitted Values Default

account.X.nat.rport
0,1or2 0
(X ranges from1 to 8)
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Parameter s Permitted Values Default

Description :

Enables or disables NAT Rort feature for account X.
0-Disabled

1-Enabled

2-Enable Direct Process

Web User Interface:
Account->Advanced->RPort

Handset User Interface:

None

To configure Rport feature via web user interface:

1. Click on Account ->Advanced .
2. Select the desired account from the pull-down list of Account .

3. Select the desired value from the pull -down list of RPort.

Log Out

English(English) v

Yealink | wsos

Account Network Features Settings Directory Security

)
Regster coun NOTE
Keep Alive Type Default v
Basic DTMF
Keep Alive Interval(Secands) 30 It is the signal sent from the IP
d phone to the network, which is
riE | RPort Disabled Al | generated when pressing the IP
phone's keypad during a call.
Advanced Subscribe Period(Seconds) 1800
Session Timer
Number DTMF Type RFC2833 T It allows a periodic refresh of
Assignment el SIP sessions through a re-INVITE
DTMF Info Type DTMF-Relay M raquest, to determine whether a
SIP session is still active.
Handset Name DTMF Payload Type(96~127) 101
Retransmission Disabled v Busy Lamp Field/BLF List
Moo £ =

4. Click Confirm to accept the change.

Quality of Service (QoS)

Quality of Service (QoS)is the ability to provide different priorities for different packets in the
network, allowing the transport of traffic with special requirements. QoS guarantees are

important for applications that require fixed bit rate and are delay sensitive when the network
capacity is insufficient. There arefour major QoS factorsto be considered when configuring a

modern QoS implementation: bandwidth, delay, jitter and loss.
QoS provides better network service through the following features:

Supporting dedicated bandwidth
Improving loss characteristics

Avoiding and managing network congestion
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Note

Shaping network traffic
Setting traffic priorities across the network

The BestEffort service is the default QoS model in IP networks. It provides no guarantees for
data delivering, which means delay, jitter, packet loss and bandwidth allocation are
unpredictable. Differentiated Services DiffServ or DS) is the most widely used QoS model. It
provides a simple and scalable mechanismfor classifying and managing network traffic and
providing QoS on modern IP networks. Differentiated Services Code Point (DSCP) is used to
define DiffServ classes and stored in te first six bits of the ToS (Type of Service) field Each
router on the network can provide QoS simply based on the DiffServ class. The DSCP value
ranges from 0 to 63 with each DSCP specifying a particular perhop behavior (PHB) applicable to
a packet. A PHB refers to the packet scheduling, queuing, policing, or shaping behavior of a
node on any given packet.

Four standard PHBs available to construct a DiffServenabled network and achieve QoS:

Class Selector PHB -- backwards compatible with IP precedence Class Selector code
points are of the form Jxxx000DZ he first three bits are the IP precedence bits.Theseclass
selector PHBs retain almost the same forwarding behavior as nodes that implement IP
precedence-based classification and forwarding.

Expedited Forwarding PHB -- the key ingredient in DiffServ model for providing a

low-loss, lowlatency, low-jitter and assured bandwidth service.

Assured Forwarding PHB -- defines a method by which BAs (Bandwidth Allocations) can

be given different forwarding assurances.

Default PHB -- specifies that a packet marked with a DSCP value 0f 000000Dgets the
traditional best effort service from a DS-compliant node..

VolIP is extremely bandwidth and delay-sensitive. QoSis a major issue in \WWIP implementations,
regarding how to guarantee that packet traffic not be delayed or dropped due to interference
from other lower priority traffic. VolP can guarantee high-quality QoS only if the voice and the
SIP packets are given priority over other kinds of network traffic. DECT IFphones support the
DiffServ model of QoS.

Voice QoS

In order to make VolP transmissions intelligible to receivers, voice packets should not be
dropped, excessively delayed, or made to suffer varying delay.DiffServ model can guarantee

high-quality voice transmission when the voice packets are configured to a higher DSCPvalue.

SIP QoS

SIPprotocol is used for creating, modifying and terminating two -party or multi -party sessions.
To ensure good voice quality, SIP packets enanated from DECT IRphones should be configured
with a high transmission priority.

DSCPs for voice and SIP packets can be specified respectively.

For voice and SIP packets, the IP phone btains DSCPinfo from the network policy if LLDP
feature is enabled, which takes precedence over manual settings For more information on LLDP,
refer to LLDPon page 32.



Administrator @ Guide for W60 DECT IFPhones

68

Procedure

QoS can be configured using the following methods.

Configure the DSCPs for voice

packets and SIP packets.

Central Provisioning '
y000000000077.cfg Parameters:

Configuration File . .
( 9 ) static.network.qos.audiotos

static.network.gqos.signaltos

Configure the DSCPs for voice
packets and SIP packets.

Web User Interface Navigate to :

http://<phonelPAddress>/serviet?p
=network -adv&q=load

Details of Configuration Parameters:

Parameter s Permitted Values Default

static. network.qos.audiotos Integer from 0 to 63 46

Description :

Configures the DSCP (Differentiated Services Code Point) fovoice packets.

The default DSCP value for RTP packets is 46 (Expedited Forwarding).

Note: If you change this parameter, the DECT IFphone will reboot to make the change
take effect.

Web User Interface:

Network->Advanced->Voice QoS (0~63)

Handset User Interface :

None

static. network.qos.signaltos Integer from 0to 63 26

Description :

Configures the DSCP (Differentiated Services Code Point) for SIP packets.

The default DSCP value for SIP packets is 26 (Assured Forwarding).

Note: If you change this parameter, the DECT IFphone will reboot to make the change
take effect.

Web User Interface:

Network->Advanced->SIP QoS (0~63)
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Parameter s Permitted Values Default

Handset User Interface :

None

To configure DSCPs for voice packets and SIP packets via web user interface:

1. Click on Network ->Advanced .
2.  Enter the desired value in the Voice QoS (0~63) field.

3. Enterthe desired value in the SIP QoS (0~63) field.

Log Out
English(English) ¥

Yealink | weos

Account Directory

Active Enabled v
NAT VLAN

Packet Interval (1~3600s) 60 It is used to logically divide a

physical network into several
Advanced VLAN broadcast domains. VLAN
membership can be configured
WAN Port Active Disabled v through saftware instead of

physically relocating devices or

VID (1-4094) 1 connections.
The priority of VLAN assignment

ey o T method (from highest to lowest)
:LLDP/CDP->manual

DHCP VLAN Active Enabled v configuration->DHCP VLAN

Option (1-255) 132 NAT Traversal

It is a general term for
Voice QoS technigues that establish and

maintain IP connactions

Voice QoS (0~63) 46 traversing NAT gateways. STUN
is one of the NAT traversal

SIP QoS (0~63) 26 T

4. Click Confirm to accept the change.
A dialog box pops up to prompt that the settings will take effect after a reboot.

5.  Click OK to reboot the phone.

802.1X Authentication

IEEBB02.1X authentication is an IEEEtandard for Port-based Network Access Control (PNAC)
part of the IEEE 802.1group of networking protocols. It offers an authentication mechanism for
devices to connect/link to a LAN or WLAN.

The 802.1X authentication involves three parties: a supplicant, an authenticator and an
authentication server. The supplicant isthe DECT IPphone that wishes to attach to the LAN or
WLAN. With 802.1X port-based authentication, the DECT IFphone provides credentials, such as
user name and password, for the authenticator, and then the authenticator forwards the
credentials to the authentication server for verification. If the authentication server determines
the credentials are valid, the DECT IPphone is allowed to access resources located on the

protected side of the network.
Yealink DECT IPphones support the following protocols for 802.1X authentication:

EARMDS5
EARTLS (requires Device and CA certificatesrequires no password)

EARPEAP/MSCHAPV2 (requires CA certificates)
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EARTTLS/EAPMSCHAPvV2(requires CA certificates)

EARPEAP/GTC (requires CA certificates)

EARTTLS/EAPGTC (requires CA certificates)

EARFAST(supports EAP InBand provisioning, requires CA certificates ifthe provisioning

mode is Authenticated Provisioning)

For more information on 802.1X authentication, refer to Yealink 802.1X Authentication

Procedure

802.1X authentication can be configured using the following methods.

Central Provisioning y000000000077.cf

(Configuration File) g

Configure the 802.1X authentication.
Parameters:
static.network.802_1x.mode

static.network.802_1x.eap_fast_provision_m
ode

static.network.802_1x.anonymous_identity
static.network.802_1x.identity
static.network.802_1x.md5_password
static.network.802_1x.root_cert_url

static.network.802_1x.client_cert_url

Web User Interface

Configure the 802.1X authentication.
Navigate to :

http://<phonelPAddress>/servlet?p=netwo
rk-adv&qg=load

Details of Configuration Parameters:

Parameter s

Permitted Values Default

static. network.802_1x.mode

0,1,2,3,4,560r7 0

Description :

0-EARNone

1-EARMDS5

2-EARTLS
3-EARPEAP/MSCHAPV2
4-EARTTLS/EAPMSCHAPV2
5-EARPEAP/GTC

Configures the 802.1x authentication method.
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Parameter s Permitted Values Default

6-EARTTLS/EAPGTC
7-EARFAST
If it is set to 0 (EARNone), 802.1xauthentication is not required.

Note: If you change this parameter, the DECT IFphone will reboot to make the change
take effect.

Web User Interface:
Network->Advanced->802.1x->802.1x Mode
Handset User Interface :

None

static. network.802_1x.eap_fast_provision_mode Oorl 0

Description :

Configures the EAP InBand provisioning method for EARFAST
0-Unauthenticated Provisioning
1-Authenticated Provisioning

If it is set to 0 (Unauthenticated Provisioning), EAP InBand provisioning is enabled by
server unauthenticated PAC (Protected Access Credential) provisioning using anonymous

Diffie-Hellman key exchange.

Ifitis setto 1 (Authenticated Provisioning), EAP IrnBand provisioning is enabled by server

authenticated PAC provisioning using certificate based server authentication.

Note: 1 t wor ks only i f t hetatiwmad tuveo rokfi. & th2e_ Ilpxa.rm
(EARFAST. If you change this parameter, the DECT IPphone will reboot to make the
change take effect.

Web User Interface:

Network->Advanced->802.1x->Provisioning Mode

Handset User Interface :

None
. . . String within 512
static. network.802_1x.anonymous_identity Blank
characters
Description :

Configures the anonymous identity (user name) for 802.1X authentication.
It is used for constructing a secure tunnel for 802.1X authentication.
Example:

static.network.802_1x.anonymous_identity =anonymous

Note: 1t wor ks only i f t hsetatiznael tuneo rokf. 8 Ch2e_ Ipxa.r na
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Parameter s Permitted Values Default

4,5, 6 or7. If you change this parameter, the DECT IRohone will reboot to make the
change take effect.

Web User Interface:

Network->Advanced->802.1x->Anonymous Identity

Handset User Interface :

None
. ) ) String within 32
static. network.802_1x.identity Blank
characters
Description :
Configures the identity (or user name) for 802.1x authentication.
Example:
static.network.802_1x.identity = yealink
Note: 1t wor ks only i f t hetatiznael tuveo rokf. 8 Oh2e_ Ipxa.r na

3,4,5, 6 or7. If you change this parameter, theDECT IFphone will reboot to make the
change take effect.

Web User Interface :

Network->Advanced->802.1x->Identity

Handset User Interface :

None

static. network.802_1x.md5_password String within 32 Blank
characters

Description :

Configures the password for 802.1x authentication.

Example:

static.network.802_1x.md5_password = admin123

Note: 1t wor ks only i f t hetatiznael tuneo rokf. 8 Ch2e_ Ipxa.r na

4,5, 6 or 7. If you change this parameter, theDECT IRphone will reboot to make the
change take effect.

Web User Interface:

Network->Advanced->802.1x->MD5 Password

Handset User Interface :

None

) URL within 511
static. network.802_1x.root_cert_url Blank
characters
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Parameter s Permitted Values Default

Description :

Configures the access URL of the CA certificate

Example:

static.network.802_1x.root_cert_url = http://192.168.1.10/ca.pem

Note: Itworksonl y i f the val wsatconédt whhek p&02a2mex em
4, 5, 6 or 7.1f the authentication method is EAP-FAST, you also need to set the value of the
par ametatemeffwor k. 802 _1x.eap_fast_provision
Provisioning). The format of the CA certificate must be *.pem, *.crt, *.cer or *.der.

Web User Interface:
Network->Advanced->802.1x->CA Certificates

Handset User Interface :

None
. . URL within 511
static. network.802_1x.client_cert_url Blank
characters
Description :

Configures the access URL of the device certificate.

Example:

static.network.802_1x.client_cert_url = http://192.168.1.10/client.pem

Note: 1t wor ks only i f t hetatiwmad tuveo rokfi. & th2e_ lpxa.rm
(EARTLS. Theformat of the device certificate must be *.pem.

Web User Interface:

Network->Advanced->802.1x->Device Certificates

Handset User Interface :

None

To configure the 802.1X authentication via web user interface:

1. Click on Network ->Advanced .
2. Inthe 802.1x block, select the desired protocol from the pull -down list of 802.1x Mode .
a) Ifyou select EAP-MD5:

1) Enter the username for authentication in the Identity field.
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Yealink | wsos

Basic

NAT

Advanced

2)

Enter the password for authentication in the MD5 Password field.

Log Out

English(English) ¥

Account Features Settings Directory Security

LLDP NOTE

Active Enabled hd
VLAN
Packet Interval (1~3600s) 60 It is usad to logically divide a
physical netwark into several
VLAN broadcast domains. VLAN
membership can be configured
WAN Port Active Disabled v through software instead of
physically relocating devices or
VID (14004) 1 connections.
The priority of VLAN assignment
Priority 0 M method (from highest to lowest)

:LLDP/CDP->manual
DHCP VLAN Active Enablad v configuration->DHCP VLAN

Option (1-255) 132 NAT Traversal
It is a general term for
techniques that establish and
maintain IP connections
traversing NAT gateways. STUN
J is one of the NAT traversal
. technigues.

You can configure NAT traversal
BO for the IP phone.

802.1x Mode EAP-MD5 v Quality of Service (QoS)

It is the ability to provide
Provisioning Mode Unauthenticated Provisio ¥ different priorities for different

packets in the network, allowing
Anonymous Identity the transpart of traffic with
special requirements.

Identity yealink
Web Server Type

MD5 Password | sssssses Tt determines access protocol
and port of the 1P phone’s web

5 | Browse... user interface.
CA Certificates

iojcad 802.1X Authentication
Browse... It offers an authentication
| Upload | mechanism for the IP phone to
1 oo | AR o WL AR

Device Certificates

b)

If you select EAP-TLS

1
2)
3)

4)

5)

(Optional.) Enter the anonymous user name for authentication in the

Anonymous Identity field.
Enter the username for authentication in the Identity field.
Leave theMD5 Password field blank.

In the CA Certificate s field, click Browse to select the desired CA certificate
(*.pem, *.crt, *.cer or *.der)from your local system.

In the Device Certificate s field, click Browse to select the desired client (*.pem
or *.cer) certificate from your local system.
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6) ClickUpload to upload the certificates.

Log Out
English(English) v

Yealink | weoe

Account Features Settings Directory Security
- LLDP
Basic NOTE
Active Enabled hd
NAT VLAN
Packet Interval (1~3600s) 60 It is used to logically divide a
d d physical network into several
e VLAN broadcast domains. VLAN
membership can be configured
WAN Port Active Disabled v through software instead of
physically relocating devices or
VID (1-4004) 1 connections.
The priority of VLAN assignment
Priority o T method (from highest to lowest)
) :LLDP/CDP->manual
DHCP VLAN Active Enabled v configuration->DHCP VLAN
Option (1-255) 132 NAT Traversal

1t is a general term for
technigues that establish and
maintain IP connections
traversing NAT gateways. STUN
o is ane of the NAT traversal
- technigues.

You can configure NAT traversal
i for the TP phone.

802.1x Mode EAP-TLS v Quality of Service (QuS)
Tt is the ability to provide
Provisioning Mode Unauthenticated Provisio ¥ different priorities for different
packets in the network, allowing
Anonymous ldentity Anonymous the transport of traffic with
special requirements.

Identity yealink
‘Web Server Type

MD5 Password sesassns It determines access protocol
and port of the IP phone's web

. Browse... user interface.
CA Certificates

Lnioad 802.1X Authentication
Browse... It offers an authentication

| Upload | mechanism for the IP phone to
ink to o L AR op AN AR

Device Certificates

c) Ifyou select EAP-PEAP/MSCHAPV2:

1) (Optional.) Enter the anonymous user name for authentication in the
Anonymous Identity field.

2) Enter the username for authentication in the Identity field.
3) Enter the password for authentication in the MD5 Password field.

4) Inthe CA Certificate s field, click Browse to select the desired CA certificate
(*.pem, *.crt, *.cer or *.der)from your local system.
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5) ClickUpload to upload the certificate.

Log Out
English(English) v

Yealink | weoe

Account Features Settings Directory Security
- LLDP
Basic NOTE
Active Enabled hd
NAT VLAN
Packet Interval (1~3600s) 60 It is used to logically divide a
d d physical network into several
e VLAN broadcast domains. VLAN
membership can be configured
WAN Port Active Disabled v through software instead of
physically relocating devices or
VID (1-4004) 1 connections.
The priority of VLAN assignment
Priority o T method (from highest to lowest)
) :LLDP/CDP->manual
DHCP VLAN Active Enabled v configuration->DHCP VLAN
Option (1-255) 132 NAT Traversal

1t is a general term for
technigues that establish and
maintain IP connections
traversing NAT gateways. STUN
o is ane of the NAT traversal
- technigues.

You can configure NAT traversal
i for the TP phone.

802.1x Mode EAP-PEAP/MSCHAPY2 v Quality of Service (QoS)

Tt is the ability to provide
Provisioning Mode Unauthenticated Provisio ¥ different priorities for different
packets in the network, allowing
Anonymous ldentity Anonymous the transport of traffic with
special requirements.

Identity yealink
‘Web Server Type

MD5 Password sesassns It determines access protocol
and port of the IP phone's web

. Browse... user interface.
CA Certificates

Lnioad 802.1X Authentication
Browse... It offers an authentication

| Upload | mechanism for the IP phone to
ink to o L AR op AN AR

Device Certificates

d) If you select EAP-TTLS/EAP-MSCHAPV2:

1) (Optional.) Enter the anonymous user name br authentication in the
Anonymous Identity field.

2) Enter the username for authentication in the Identity field.
3) Enter the password for authentication in the MD5 Password field.

4) Inthe CA Certificate s field, click Browse to select the desired CAcertificate
(*.pem, *.crt, *.cer or *.der)from your local system.
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5) ClickUpload to upload the certificate.

Yealink | weoe

Account
_ LLDP

Basic
NAT
Advanced VLAN

WAN Port

DHCP VLAN

802.1x

Active

Packet Interval (1~3600s)

Active

VID (1-4094)
Priority
Active

Option (1-255)

Settings Directory

Enabled hd
60

Disabled v
1

i] v
Enabled v
132

802.1x Mode

Provisioning Mode
Anonymous Identity
Identity

MD5 Password

CA Certificates

Device Certificates

EAP-TTLS/EAP-MSCHAPY ¥

Unauthenticated Provisio ¥
Anonymous
yealink

Browse...

Upload
Browse...

| Upload |

Log Out
English(English) v

Security

NOTE

VLAN

Tt is used to logically divide a
physical network into several
broadcast domains. VLAN
membership can be configured
through software instead of
physically relocating devices or
connections.

The priority of VLAN assignment
method (from highest to lowest)
:LLDP/CDP->manual
configuration-=DHCP VLAN

NAT Traversal

1t is a general term for
technigues that establish and
maintain IP connections
traversing NAT gateways. STUN
is ane of the NAT traversal
technigues.

You can configure NAT traversal
for the IP phone.

Quality of Service (QoS)

Tt is the ability to provide
different priorities for different
packets in the network, allowing
the transport of traffic with
special requirements.

‘Web Server Type

It determines access protacol
and port of the IP phone's web
user interface.

802.1X Authentication
It offers an authentication

mechanism for the IP phone to
nonactllink ta o L AR ap AN AR

e) Ifyou select EAP-PEAP/GTC

1) (Optional.) Enter the anonymous user name for authentication in the

Anonymous Identity field.

2)  Enter the username for authentication in the Identity field.

3) Enter the password for authentication in the MD5 Password field.

4) Inthe CA Certificate s field, click Browse to select the desired CA certificate

(*.pem, *.crt, *.cer or *.der)from your local system.

Yealink | wsos

Account
4 LLDP

Basic
NAT
Advanced VLAN

WAN Port

DHCP VLAN

802.1x

Features

Settings Directory

Active Enabled A
Packet Interval (1~3600s) 60
Active Disabled v
VID (1-4094) 1
Priarity 0 v
Active Enabled v
Option (1-255) 132

.

.

.
802.1x Mode EAP-PEAP/GTC hd

Provisioning Mode
Anonymous Identity
Identity

MD5 Password

CA Certificates

Device Certificates

Unauthenticated Provisio ¥

Anonymous
yealink
Browse...

Upload
Browse...

| Upload |

Log Out
English(English) v

Security

NOTE

VLAN

It is used to logically divide a
physical network into several
broadcast domains. VLAN
membership can be configurad
through software instead of
physically relocating devices or
connections.

The priority of VLAN assignment
method (from highest to lowest)
:LLDP/CDP->manual
configuration->DHCP VLAN

NAT Traversal

Tt is a general term for
technigues that establish and
maintain IP connections
traversing NAT gateways. STUN
is one of the NAT traversal
technigues.

You can configure NAT traversal
for the IP phone.

‘Quality of Service (QoS)

1t is the ability to provide
different priarities for different
packets in the network, allowing
the transport of traffic with
special requirements.

‘Web Server Type

Tt determines access protocol
and port of the IP phone's web
user interface.

802.1X Authentication
Tt offers an authentication

mechanism for the IP phone to
LAN or Ay
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5) ClickUpload to upload the certificate.
f)  Ifyou select EAP-TTLS/EAP-GTC

1) (Optional.) Enter the anonymous user name for authentication in the
Anonymous Identity field.

2)  Enter the username for authentication in the Identity field.
3) Enter the password for authentication in the MD5 Password field.

4) Inthe CA Certificate s field, click Browse to select the desired CA certificate
(*.pem, *.crt, *.cer or *.der)from your local system.

Log Out
English(English) v

Yealink | wsos

Account Features Settings Directory Security

- LLDP
Basic NOTE
Active Enabled A
NAT VLAN
Packet Interval (1~3600s) 60 It is used to logically divide a
Ad d physical network into several
pasoe VLAN broadcast domains. VLAN
membership can b_e configurad
WAN Port Active Disabled v thraugh software instead of
physically relocating devices or
VID (1-4094) 1 connections.
- The priority of VLAN assignment
Priarity 0 v method (from highest to lowest)
:LLDP/CDP->manual
DHCP VLAN Active Enabled v configuration->DHCP VLAN
Option (1-255) 132 NAT Traversal

It is a general term for
technigues that establish and
maintain IP connections
traversing NAT gateways. STUN
. is one of the NAT traversal
- technigues.

You can configure NAT traversal
802.1
x for the IP phone.

802.1x Mode EAP-TTLS/EAP-GTC v Quality of Service (QoS)

) ; — 1t is the ability to provide
Provisioning Mode Unauthenticated Provisio ¥ different priorities for different
packets in the network, allowing
Anonymous Identity Anonymous the transport of traffic with
special requirements.

Identity yealink
‘Web Server Type

MD5 Password [ra—. It determines access protocol
and port of the IP phone's web

Browse... user interface.

CA Certificates Upload
i_;” o 802.1X Authentication
Browse... It offers an authentication
Device Certificates [ Upload | mechanism for the IP phone to
illiok to 2 | AN o i AN

5) ClickUpload to upload the certificate.
g) Ifyou select EAP-FAST.

1) (Optional.) Enter the anonymous user name for authentication in the

Anonymous ldentity field.
2)  Enter the username for authentication in the Identity field.
3) Select the desired value from the pull-down list of Provisioning Mode
4)  Enter the password for authentication in the MD5 Password field.

5) Inthe CA Certificate s field, click Browse to select the desired CA certificate

(*.pem, *.crt, *.cer or *.der)from your local system.
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The CA certificate needs to be uploaded only when Authenticated
Provisioning mode is selected from the Provisioning Mode field.

Log Out
English(English) v

Yealink | weoe

Account Features Settings Directory Security

Active Enabled hd
NAT VLAN
Packet Interval (1~3600s) 60 It is used to logically divide a
physical network into several
Advanced VLAN broadcast domains. VLAN
membership can be configured
WAN Port Active Disabled v through software instead of
physically relocating devices or
VID (1-4004) 1 connections.
The priority of VLAN assignment
Priority o T method (from highest to lowest)
) :LLDP/CDP->manual
DHCP VLAN Active Enabled v configuration->DHCP VLAN
Option (1-255) 132 NAT Traversal

1t is a general term for
technigues that establish and
maintain IP connections
traversing NAT gateways. STUN

o is ane of the NAT traversal
- technigues.
You can configure NAT traversal
i for the TP phone.
202.1x Mode EAP-FAST v Quality of Service (QoS)
Tt is the ability to provide
Provisioning Mode Unauthenticated Provisio ¥ different priorities for different
packets in the network, allowing
Anonymous ldentity Anonymous the transport of traffic with
special requirements.
Identity yealink
‘Web Server Type
MD5 Password sesassns It determines access protocol
— and port of the IP phone's web
) Browse... user interface.
CA Certificates Upioad
oo | : 802.1X Authentication
. rowse... It offers an authentication
baECiiais Upload | mechanism for the IP phone to
nonactllink ta o L AR ap AN AR

6) ClickUpload to upload the certificate.
3. Click Confirm to accept the change.
A dialog box pops up to prompt that settings will take effect after a reboot.

4. Click OK to reboot the phone.

Setting Up Your Phones with a Provisioning Server

This chapter provides basic instructions for setting up your DECT IFphones with a provisioning

server.
This chapter consists of the following sections:

Provisioning Points to Consider

Provisioning Methods

Boot Files,Configuration Files and Resource Files
Setting Up a Provisioning Server

Upgrading Firmware

Keeping User Personalized Settings after Auto Provisioning

Provisioning Points to Consider

If you are provisioning a mass of DECT IPphones, we recommend you to use central
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provisioning method as your primary configuration method. For more informatio n on

central provisioning, refer to Central Provisioning on page 81.

A provisioning server maximizes the flexibility you have when installing, configuring,
upgrading, and managing the DECT IRphones, and enables you to storeboot,
configuration, log, and contact files on the server. You can set up a provisioning server on
the local area network (LAN) or anywhere on the Internet. For more information, refer to

Setting Up a Provisioning Serveron page 90.

If the DECT IPphone cannot obtain the address of a provisioning server during startup,
and has not been configured with settings from any other source, the DECT IRphone will
use configurations stored in the flash memory. If the phone that cannot obtain the address
of a provisioning server has previously been configured with settings it will use those

previous settings.

Provisioning Methods

Note
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DECT IPphones can be configured automatically through configuration files stored on a central
provisioning server, manually viaweb user interface or handset user interface, or by a
combination of the a utomatic and manual methods. If a central provisioning server is not

available, you can configure most features using manual method.

There may be a configuration priority among the provisioning methods - settings you make
using a higher priority provisioning method override settings made using a lower priority

provisioning method.

The precedence order for configuration parameter changes is as follows from highest to

lowest):

Gandset/Web User Interfacg

C Central Provisioning ) Priority

C Factory Defaults ) v

The priority mechanism takes effect only if the value of the parameter
Jjstatic.auto_provi si onForanore infornrmatiqn orothisgparametér, s
refer to Configuration Parameters on page 106.

TR0G9 Settings
Internal Settings

Static settings have no priority. For example, settings associated with auto
provisioning/network/syslog, TR069 settings and internal settings (e.g., the temporary
configurations to be used for program running). For more information, refer to Appendix E Static
Settings on page 472.
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Central Provisioning

The following figure shows how the phone interoperates with provisioning server when you use

the centralized provisioning method:

< 3
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Using the boot files and configuration files to provision the phones and to modify features and
configuration s is called the centrd provisioning method. You canuse a text-based editing
application to edit boot files and configuration files, and then store boot files and configuration
files to a provisioning server. DECT IPphones can be centrally provisioned from a provisioning
server.For more information on the provisioning server, refer to Setting Up a Provisioning
Serveron page 90. For more information on boot files, refer to Boot Fileson page 83. For more

information on configuration files, refer to Configuration Files on page 85.

DECT IRphones can obtain the provisioning server address during startup. ThenDECT IFphones
download boot file s and configuration files from the provisioning server, resolve and update the
configurations written in configuration files. This entire process is called auto provisioning. For
more information on auto provisioning, refer to Yealink SIP IP Phones Auto Provisioning
Guide V81 In addition to the boot files and configuration files, the DECT IFphones also
download resource files during auto provisioning. For more information on resource files, refer

to Resource Fileson page 86.

Yealink DECT IRphones support keeping user personalized configuration settings using the
MAC-local CFG file. For more information onthis file, refer to MAC-local CFG Fileon page 85.
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The DECT IPphones can be configured to upload log files (log files provide a history of phone
events) and contact files to the provisioning server. You canconfigure a separate directory for
each of these files to help organize: a log file directory. For more information, refer to Viewing
Log Fileson page 425.

Manual Provisioning

When you manually configure a phone via web user interface or handset user interface, the
changes associated with non-static settings you make will be stored in the MAC-local CFG file
For more information on MAC -local CFG file, refer toMAC-local CFG Fileon page 85. This file is
stored on the phone, but a copy can be also uploaded to the provisioning serveror a specific
URL(if configured).

There are two ways to manually provision DECT IPphones:

Web User Interface

Handset User Interface

Web User Interface

You canconfigure DECT IFphones via web user interface, a web-based interface that is
especially useful for remote configuration.

An administrator or a user can configure DECT IFphones via web user interface; but accessing
the web user interface requires password. The default user name and password for the

admi ni st r atadminD&asesertsitive)The]default user name and password for the
us er aruserDEasedensifive).For more information on configuring password s, refer to
Userand Administrator Passwords on page 399.

Thismethod enables you to perform configuration changes on a per-phone basis. Note that the
features can be configured via web user interfaceare limited. So, you can use the web user
interface method as the sole configuration method or in conjunction with central provisioning

method and handset user interface method.

DECT Iphones support both HTTP and HTTPS protocols for accessing the web user interface.

For more information, refer to Web Server Typeon page 28.

Handset User Interface
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You can configure DECT IFphones via handset user interface on a per-phone basis. As with the
web user interface, handset user interface makes configurations available to users and

administrators.

If you want to reset all settings made from the handset user interfaceto default, refer to Yealink
phone-specific user guide.
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Boot Files, Configuration Files and Resource Files

When DECT IPphones are configured with central provisioning method , they will request to

download the boot files, configuration files and resource files from the provisioning server.
The following sections describe the details of boot files, configuration files and resource files:

Boot Files
Configuration Files
Resource Files

Obtaining Boot Files/Configuration Files/ ResourceFiles

Boot Files

Note

Yealink DECT IRphones running firmware version 81 or later support a new boot file in which
you can customize the download sequence of configuration files. It is efficiently for you to
provision your DECT IRphones in different deployment scenarios, especially when you want o
apply a set of features or settings to a group of phones.

You can select whether to use the boot file or not for auto provisioning according to your
deployment scenario. If you do not use the boot file, proceed to Configuration Files on page 85.
That is, you can also usethe old mechanism for auto provisioning.

The boot files are valid BOOT files that can be created or edited using a text editor such as
UltraEdit. The boot files are first downloaded when you provision the phones using centralized
provisioning (refer to Central Provisioning). The configuration parameters are not included in
the boot file. You can reference some configuration files that contain parameters in the boot
files to be acquired by all your phones and specify the download sequence of these

configuration files.
Yealink supports two types of boot files: common boot file and MAC -Oriented boot file.

During auto provisioning, the IP phone first tries to download the MAC-Oriented boot file (refer
to MAC-Oriented Boot File), and then download configuration files referenced in the
MAC-Oriented boot file in sequence from the provisioning server. If no matched MAC-Oriented
boot file is found, the IP phone tries to download the common boot file (referto Common Boot
File) and then downloads configuration files referenced in the common boot file in sequence. If
no common boot file is found, the IP phone downloads the common CF G file (refer to Common
CFGFile) and MAC-Oriented CFG file (refer to MAC-Oriented CFGFile) in sequence.

The following figure shows an example of common boot file:

#lversion:1.0.0.1
#The header above must appear asis in the first line

include:config <configure/sip.cfg>
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include:conf i g | 10.2.5.306t/o/nf i gur e/ account . cf gbZz

overwrite_mode = 1

Learn the following:

The |l ine beginning with J#DZis considered to be a

The file header jJ#!version:1.0.0.1DZis not a comme

cannot be edited or deleted.

Each jincludeDZstatement can reference a configura

file format must be *.cfg.

The contents in the angle brackets or double quotation marks represent the download
paths of the referenced configuration files (e.g.,http:// 10.2.5.208configure/account.cfg ).
The download path must point to a specific CFG file. Thesip.cfg and account.cfg are the

specified configuration files to be downloaded during auto provisioning.
The CFG files are downloaded in the order Isted (top to bottom).

The IP phone downloads the boot file first, and then downloads the sip.cfg and account.cfg
configuration files from the JconfigurebDZdirectory o
parameters in the new downloaded configuration f iles will override the duplicate parameters in

files downloaded earlier.

joverwrite_mode = 1DZmeans overwrite mode is enabl
applied to the configuration files specified to download. If the value of a parameter in

configuration files is left blank or a parameter in configuration files is deleted or

commented out, the factory default value can take effect immediately after auto

provisioning.

Note Overwrite mode only affects the non-static settings configured using configuration fil es.

If you do not use the boot file for auto provisioning, overwrite mode is disabled by default and
you are not allowed to enable it.

For more information on how to customize boot file, refer to Yealink SIP /P Phones Auto

Provisioning Guide V81

Common Boot File

Common boot file, named y000000000000.boot, is effectual for all phones.

MAC-Oriented Boot File

MAC-Oriented boot file, named <MAC>.boot. It will only be effectual for a specific IP phone.

The MAG Oriented boot file should be created using template boot file in advance.

The MAG Oriented boot file is named after the MAC address of the IP phone. MAC address, a

unique 12-digit serial number assigned to each phone, can be obtained from the bar code on
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the back of the IP phone. For example, if the MAC address of an IP phone is 00156574B150, the
name of the MAC-Oriented boot file is 00156574b150.boot (case sensitive).

Configuration Files

The configuration files are valid CFG files that can be created or edited using a texteditor such
as UltraEdit. An administrator can deploy and maintain a mass of YealinkDECT IFphones

automatically through configuration files stored on a provisioning server.

Yealink configuration files consist of:

Common CFGFile
MAC-Oriented CFG File
MAC-local CFGFile

Custom CFG File

Common CFG File

Common CFG file,fixed named y000000000077cfg, contains parameters that affect the basic
operation of the DECT IRphone, such as language and volume. It will be effectual for allDECT IP
phones.

MAC-Oriented CFG File

MAC-Oriented CFG file,named <MAC>.cfg, contains parameters unique to a particular phone,

such as account registration. It will only be effectual for a specific DECT IRphone.

The MAC-Oriented CFG file is namedafter the MAC addressof the DECT IFphone. MAC address
a unigue 12-digit serial number assigned to each phone, can be obtained from the bar code on
the back of the base. For example,if the MAC address of an DECT IPphone is 00156574B150,
the name of the MAC-Oriented CFG fileis 00156574b150.cfg (case sensitive).

MAC-local CFG File

MAC-local CFG file named <MAC>-local.cfg, contains changesassociated with non-static
settings that users make via web user interface andhandset user interface (for example, updates
to time and date formats, ring tones, dial plan and DSS keys).This file generates only if the value

of the parameter Jstatic.auto_provision.custom.prote:

The MAC-local CFG file is also namedafter the MAC address(the bar code label on the back of
the DECT IFphone or on the outside of the box ) of the DECT IRphone. For example,if the MAC
address of an DECT IPphone is 00156574B150, thename of the MAC-local CFG fileis
00156574b150local.cfg (case sensitive).

Note After the provisioning priority mechanism is enabled (configured by the parameter
jstatic.auto_provision.custom.protectD3, all
not be saved in the <MAC> -local.cfg file. But the older settings still take effect on the phone. For
more information on this parameter, refer to Configuration Parameters on page 106. 5
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Keeping User Personalized Settings

The MAC-local CFGfile is stored locally on the DECT IRphone and can also be uploaded to the
provisioning server/a specific URL (if configured, refer to Configuration Parameters). This file
enables usersto keep their personalized configuration settings, even though the DECT IRphone
reboots or upgrades. For more information on how to keep user personalized settings, refer to

Keeping User Personalized Settings after Auto Provisioningon page 105.

Users can also select to clear the user personalized configuration settingsUserscan clear the
MAC-local CFG fileusing the following methods:

To clear the MAC-local CFGfile, reset the DECT IFphone to factory configuration settings
by selecting Reset local settings via handset user interface (navigate to

OK->Settings ->System Setting s ->Base Reset(default password: 0000 ->Reset
Config ).

To clear the MAC-local CFGfile, reset the DECT IPphone to factory configuration settings
by navigating to the Upgrade menu via web user interface and clicking Reset local
setting .

Configurations defined never be saved to the <MAC> -local.cfg file

Most configurations made by users via handset user interface and web user interface can be
saved to the <MAC>-local.cfg file, but some static settings will never be saved to the

<MAC> -local.cfg file. For more information , refer to Appendix E Static Settingson page 472.

You need to reset the phone configurations not saved in the <MAC> -local.cfg file separately.

For more information, refer to Resetting Issueson page 452.

By default, the 00156574b150 local.cfg file will be stored on the DECT IRphone. The DECT IP
phone can be configured to upload this file to the provisioning server each time the file updates.
For more information,statcefieo_poovhei parametem. §yncDZ de

the section Configuration Parameters on page 106.

Custom CFG File

You can create some new CFG files (e.gsip.cfg, account.cfg) containing any combination of
configuration parameters. This especially useful when you want to apply a set of features or

settings to a group of phones using the boot file.

For more information on how to create a new CFG file, referto Yealink SIP IP Phones Auto

Provisioning Guide V81

Resource Files

When configuring some particular features, you may need to upload resource files to DECT IP
phones. Resource files are optional, but if the particular feature is being employed, these files
are required.

If you want to specify the desired phone to use the resource file, the access URL of resource file
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should be specified in the MAC-Oriented CFG file During provisioning, the DECT IPphones will
request the resource files in addition to the configuration files . For more information on the
access URL of resotce file, refer to the corresponding section in this guide.

The followings show examples of resource files:
Language packs
Ring tones
Local contact file

For more information on resource files, refer to Obtaining Boot Files/Configuration

Filed Resource Fileson page 88.

If you want to delete resource files from a phone at a later date - for example, if you are giving
the phone to a new user - you can reset the DECT IFphone to factory configuration settings . For

more information, refer to Resetting Issueson page 452.
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Obtaining Boot Files/ Configuration Files /Resource Files

Yealink supplies some template configuration files and resource files for you, so you can directly edit and customize the files as required.You can ask the distributor or

Yealink FAEor template files. You can also obtainthe template file s online: http://support.yealink.com/documentFront/forwardToDocumentFrontDisplayPage .

The names of the Yealinksupplied template files are:

Template File File Name Description

Allows you to customize the download sequence of the configuration

Boot File y000000000000.boot files during auto provisioning. For more information, refer to Boot Files
on page 83.
Common CFG He Common.cfg Allow you to deploy and maintain a mass of YealinkDECT IFphones.
For more information, refer to Common CFG Fileand MAC-Oriented
- - MAC-Oriented CFG MAC.cfg CFG Fileon page 85.
Configuration File
Files
For example, Allow you to apply a set of features or settings to a group of Yealink
Custom CFG Files sip.cfg DECT IPphones. For more information, refer to Custom CFG Fileon
account.cfg page 86.
Allows you to add or modify time zone and DST settings for your area.
Resource Files | AutoDSTTemplate | AutoDST.xml For more information, refer to Customizing an AutoDSTTemplate File
on page 178.
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Template File File Name Description
For example,
. Allow you to customize the translation of the existing language on the
000.GUI.English.lang y glanguag
Language Packs phone/web user interface. For more information, refer to Loading
1.English_note.xml
glish_ Language Packson page 132.
1.English.js
Allows you to customize multiple replace rules for DECT IPphone dial
Replace Rule ] ] ] o
- at dialplan.xml plan. For more information, refer to Customizing ReplaceRule
emplate
P Template File on page 187.
Allows you to customize multiple dial now rules for DECT IFphone dial
Dial Now Template | dialnow.xml plan. For more information, refer to Customizing Dial Now Template
File on page 192.
Allows you to add or modify multiple contacts at a time for your DECT
Local Contact File ContactData.xml IP phone. For more information, refer to Customizing a Directory
Template Fileon page 207.
o ] Allows you to add or modify multiple black contacts at a time for your
Blacklist File blacklist.xml
DECT IRphone.
Allows you to customize the search source list for your DECT IRphone.
Super Search ] ) o
T \at super_search.xml For more information, refer to Customizing a SuperSearchTemplate
emplate
P File on page 208.
Allows you to add or modify multiple remote contacts for your DECT IP
Remote Phone Book | Department.xml ) _ o
phone. For more information, refer to Customizing Remote Phone
Template Menu.xml .
Book Template Fileon page 291.
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To download template files:

1. Go to Yealink Document Download page and select the desired phone model.
2. Download and extract the combined files to your local system.
3. Open the folder you extracted and identify the template file you will edit according to the

table introduced above.

For some features, you can customize tle filename as required. The following table lists the
special characters supported by YealinkDECT IPohones:

Server
Platform HTTP/HTTPS TFTRFTP
Support: ~ '@ $" ()_ | Support: ~ 1 @%$" ()
-3 {dGncluding | -, [1{} %8 = +
Windows space) (including space)
Not Support: | <>:" Not Support: |< > :"
IN*?2#% &=+ I\N*2?4#
Support: ~"1@$" ()_
. . Support: ~ 1@ $” ()
- <> O <>
Linux (including space) - -
& = + (including space)
Not Support: /\ *?#
Not Support: /\ *?#
%& =+

Setting Up a Provisioning Server

This chapter provides basic instructions for setting up a provisioning server and deploying

phones from the provisioning server.
This chapter consists of the following sections:

Why Using a Provisioning Server?
Supported Provisioning Protocols
Configuring a Provisioning Server

Deploying Phones from the Provisioning Server

Why Using a Provisioning Server?
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You can use a provisioning server to configure your DECT IRphones. A provisioning server
allows for flexibility in upgrading, maintainin g and configuring the phone. Boot files,

configuration files and resource filesare normally located on this server.

When DECTIP phones are triggered to perform auto provisioning, it will request to download
the boot files and configuration files from the provisioning server. During the auto provisioning

process, the DECT IRphone will download and update configuration files to t he phone flash. For
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more information on auto provisioning, refer to Yealink SIP IP Phones Auto Provisioning
Guide V81

The DECT IPphones can be configured to periodically upload the log files to the provisioning
server or specific server, which can help an administrator more easily find the system problem
and fix it. For more information on log files, refer to Viewing Log Fileson page 425.

Supported Provisioning Protocols

DECT IPphones perform the auto provisioning function of uploading log files (if configured),
uploading contact files (if configured), downloading boot files, downloading configuration files,
downloading resource files and upgrading firmware. The transfer protocol is used to download
files from the provisioning server. DECT IFphones support several transport protocols for
provisioning, including FTP, TFTP, HTTBnd HTTPS protocols And you can specify the transport
protocol in the provisioning server address, for example, http://xxxxxxx. If not specified, the TFTP
serveris used. The provisioning server address can be IP address, domain name or URL. If a user
name and password are specified as part of the provisioning server address, for example,
http://user:p wd@server/dir, they will be used only if the server supports them.

Note A URL should contain forward slashes instead of back slashes and should not contain spees.
Escape characters are not supported.

If a user name and password are not specifiedas part of the provisioning server address, the User
Name and Password of the provisioning server configured on the phone will be used.

There are two types of FTP methalsKactive and passive.lP phones arenot compatible with
active FTP.

Configuring a Provisioning Server

The provisioning server can beset up on the local LAN or anywhere on the Internet. Use the
following procedure as a recommendation if this is your first provisioning server setup. For more
information on how to set up a provisioning server, refer to Yealink SIP IP Phones Auto

Provisioning Guide V81
To set up the pr ovisioning server:

1. Install a provisioning server application or locate a suitable existinjieshou

2. Create an account and home directory.

3.  Set security permissions for theaccount.

4.  Create boot files and then edit them as desired.

5.  Create configuration files and then edit them as desired.

6. Copy the boot files, configuration files and resource files to the provisioning server.

For more information on how to deploy DECT IPphones using boot files and configuration files,

refer to Deploying Phones from the Provisioning Serveron page 92.
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Note

Typically all phones are configured with the same server account, but the server account provides
a means of conveniently partitioning the configuration. Give each account a unigue home
directory on the server and change the configuration on a per-line basis.

Deploying Phones from the Provisioning Server
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During auto provisioning, DECT IRohones download the boot file first, and then download the
configuration files referenced in the boot file in sequence. The parameters in the new
downloaded configuration files will override the duplicate parameters in files downloaded
earlier. For more information on boot files and configuration files, refer to Boot Fileson page 83

and Configuration Files on page 85.

The boot files can only be used by the DECT IRphones running firmware version 81 or later. The
configuration files, supplied with each firmware release, must be used with that release.
Otherwise, configurations may not take effect, and the DECT IRphone will behave without
exception. Before you configure parameters in the configuration files, Yealink recommends that
you create new configuration files containing only those parameters that require changes.

To deploy DECT IPphone s from the provisioning ser ver:

1. Create per-phone boot files by performing the following steps:

a) Obtain a list of phone MAC addresses (the bar code label on the back of the W60B
base station or on the outside of the box).

b) Create per-phone <MAC>.boot files by using the template boot file.
c) Specify the configuration files paths in the file as desired.

2. Edit the common boot file by performing the following step:
a) Specify the configuration files paths in the file as desired.

3. Create per-phone configuration files by performing the following ste ps:

a) Create per-phone <MAC>.cfg files by using the MAC-Oriented CFGfile from the
distribution as templates.

b) Edit the parameters in the file as desired.
4.  Create new common configuration files by performing the following steps:

a) Createy000000000077cfg files by using the Common CFGfile from the distribution

as templates.
b) Edit the parameters in the file as desired.
5.  Copy boot files and configuration files to the home directory of the provisioning server.
6. Reboot DECT IRphones to trigger the auto provisioning pr ocess.

DECT IPphones discover the provisioning server address, and then download the boot files and

configuration files from the provisioning server.

For protecting against unauthorized access, you can encrypt configuration files. For more
information on encrypting configuration files, refer to Encrypting and Decrypting Fles on page
417.
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Note

During auto provisioning, the IP phone tries to download the MAC -Oriented boot file first. If no
matched MAC-Oriented boot file is found on the server, the IP phone tries to download the
common boot file. If the MAC -Oriented boot file and common boot file exist simultaneously on
the provisioning server, the common boot file will be ignored after the IP phone successfully
downloads the matched MAC-Oriented boot file.

During the auto provisioning process, the DECT IRphone supports the following methods to

discover the provisioning server address:

PnP: PnP feature allowsDECT IRpohones to discover the provisioning server address by
broadcasting the PnP SUBSCRIBE messagliring startup.

DHCP: DHCP option can be used to provide the address or URL of the provisioning server
to DECT IPphones. When the DECT IPphone requests an IP adiress using the DHCP
protocol, the resulting response may contain option 66 or the custom option (if configured)

that contains the provisioning server address.

Static: You can manually configure the server address vighandset user interface or web

user interface.

For more information on the above methods, refer to Yealink SIP IP Phones Auto Provisioning
Guide V81

Upgrading Firmware

Note

This section provides information on upgrading the DECT IRphone firmware. Two methods of

firmware upgrade:

Manually, from the local system for a single phone.

Automatically, from the provisioning server for a mass of phones.

You can download the latest firmware online:
http://support.yealink.com/documentFront/forwardToDocumentFrontDisplayPage .

Do not unplug the network and power cables when the IP phone is upgrading firmware.

Upgrading Firmware from the Provisioning Server

DECT IRphones support using FTP, TFTRJITTPand HTTPS protocolsto download configuration
files and firmware from the provisioning server, and then upgrade firmware automatically. You

can upgrade firmware for different handset models at the same time.
DECT IPphones can download firmware stored on the provisioning server in one of two ways:
Check for configuration files and then download firmware during startup.

Automatically check for configuration files and then download firmware at a fixed interval

or specific time.

Method of checking for con figuration files is configurable.
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Procedure

Configuration changes can be performed using the following methods.

Central

Provisioning

(Configuration
File)

y000000000077.cfg

Configure the way for the DECT IPpbhone to
check for configuration files.

Parameters:
static.auto_provision.power_on
static.auto_provision.repeat.enable
static.auto_provision.repeat.minutes
static.auto_provision.weekly.enable
static.auto_provision.weekly_upgrade_interval
static.auto_provision.inactivity_time_expire
static.auto_provision.weekly.begin_time
static.auto_provision.weekly.end_time
static.auto_provision.weekly.dayofweek
static.auto_provision.flexible.enable
static.auto_provision.flexible.interval
static.auto_provision.flexible.begin_time

static.auto_provision.flexible.end_time

Specify the access URL of firmware for base

station.
Parameter:

static.firmware.url

Specify the access URL of firmware for handset.
Parameters:

over_the_air.url

over_the_air.url.w52h

over_the_air.url.w56h

Configure the OTA upgrading feature for

handset.

Parameters:
over_the_air.base_trigger
over_the_air.handset_tip

over_the_air.handset_trigger
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Configure the way for the DECT IPphone to
check for configuration files.
Navigate to :

http://<phonelPAddress>/servlet?p=settings -

Web User Interface autop&qg=load

Upgrade firmware.
Navigate to :

http://<phonelPAddress>/servlet?p=settings -
upgrade&q=load

Details of Configuration Parameters:

Parameter s Permitted Values Default

static. auto_provision.power_on Oorl 1

Description :

Triggers the power on feature to on or off.

0-Off

1-On

If it is setto 1 (On), the DECT IPphone will perform an auto provisioning process when
powered on.

Web User Interface:

Settings->Auto Provision->Power On

Handset User Interface :

None

static. auto_provision.repeat.enable Oorl 0

Description :

Triggers the repeatedly feature to on or off.

0- Off

1-On

If it is setto 1 (On), the DECT IRphone will perform an auto provisioning process repeatedly.
Web User Interface:

Settings->Auto Provision->Repeatedly

Handset User Interface :

None
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. . ) Integer from 1 to
static. auto_provision.repeat.minutes 1440
43200

Description :

Configures the interval (in minutes) for the DECT IPphone to perform an auto provisioning

process repeatedly.

Note:ltwor ks only if the  \statcaet ofpnrndwi piacm.med
to 1 (On).

Web User Interface:
Settings->Auto Provision->Interval(Minutes)
Handset User Interface :

None

static. auto_provision.weekly.enable Oorl 0

Description :

Triggers the weekly feature to on or off.

0-Off

1-On

If it is setto 1 (On), the DECT IRphone will perform an auto provisioning process weekly.
Web User Interface:

Settings->Auto Provision->Weekly

Handset User Interface :

None

static. auto_provision.weekly upgrade_interval Integer from 0 to 12 0

Description :
Configures the period for the DECT IRphone to perform an auto provisioning.

If it is set to O, the DECT IPphone will perform an auto provisioning process during the
specified time period (configured by the parameters
Jstaticaut o_provi si on. we edatica.uli eg ipm _otvii mé @Zna wa ej

the day(s) (configured by the parameter static.auto_provision.weekly.dayofweek) every week.

If it is set to to other values (e.g., 2), the DECT IPphone will perform an auto provisioning
process during the specified time period (configured by the parameters

Jstaticaut o_provi si on. we edtatica.uli eqg ipm otvii me @Zna e ej
random day of the specified day(s) (configured by the parameter
static.auto_provision.weekly.dayofweek)every 2 weeks.

Note : I't works only if tstkeicavalouerofi shenpae
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to 1 (On). Week here means from Sunday to Saturday, for example, today is Thursday (Dec.
22), the first week starts from Sunday (Dec. 25) to this Saturday (Dec. 31).

Web User Interface:
Settings->Auto Provision->Weekly Upgrade Interval(0~12week)
Handset User Interface :

None

static. auto_provision.inactivity_time_expire Integer from O to 120 0

Description :

Configures the delay time (in minutes) to perform an auto provisioning process when the
DECT IPphone is inactive at regular week.

If it is set to O, the IP phone will perform an auto provisioning process at random during the
time period (configured by the parametera
Jjstatic.auto_provision.weekly.end_ti meD3.
If it is set to other values (e.g., 60), the IP phonewill perform an auto provisioning process
only when the IP phone has been inactivated for 60 minutes (1 hour) during the time period
(configured by the parameters Jstatic.aut
Jjstatic.auto_provision.weekly.end_ti meD3.
Note : The auto provisioning may be performed during normal working hours when the IP
phone has been inactivated for the designated time between the starting time and ending
time.1't wor ks only if t hetativaad tuce_ porfo vtihsei nisisetan
to 1 (On). Week here means from Sunday to Saturday, for example, today is Thursday (Dec.
22), the first week starts from Sunday (Dec. 25) to this Saturday (Dec. 31).

Web User Interface:
Settings->Auto Provision->Inactivity Time Expire(0~120min)

Handset User Interface :

None
. . L Time from 00:00 to
static. auto_provision.weekly.begin_time 00:00
23:59
Description :

Configure s the starting time of the day for the DECT IRphone to perform an auto
provisioning process weekly.

Note: Itworks only iftheval ue of t hstaticmart ametrewnvijsi on. we
to 1 (On).

Web User Interface:
Settings->Auto Provision->Time

Handset User Interface :
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None
) o ] Time from 00:00 to
static. auto_provision.weekly.end_time 00:00
23:59
Description :

Configure s the ending time of the day for the DECT IRphone to perform an auto

provisioning process weekly.

Note : I't works only if tsketcavabueroivi shenpae
to 1 (On).

Web User Interface:

Settings->Auto Provision->Time

Handset User Interface :

None
0,1,2,3,4,5,6o0ra
static. auto_provision.weekly.dayofweek combination of these 0123456
digits
Description :

Configures the days of the week for the DECT IFphone to perform an auto provisioning

process weekly.

If you configure two or more days, the DECT IRphone only performs the auto provisioning

at a random day.

0-Sunday

1-Monday

2-Tuesday

3-Wednesday

4-Thursday

5-Friday

6-Saturday

Example:
static.auto_provision.weekly.dayofweek = 01

It means the DECT IRphone will perform an auto provisioning process by randomly selecting

a day from Sunday and Monday weekly.

Note : I't works only if tstkeicavalou@rofi shenpae
to 1 (On).

Web User Interface:

Settings->Auto Provision->Day of Week
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Handset User Interface :

None

static. auto_provision.flexible.enable Oor1l 0

Description :

Triggers the flexible feature to on or off.

0-Off

1-On

If it is setto 1 (On), the DECT IRphone will perform an auto provisioning process at random
between a starting time configured by the parameter
"static.auto_provision.flexible.begin_time" and anending time configured by the parameter

"static.auto_provision.flexible.end_time" on a random day within the period configured by
the parameter "static.auto_provision.flexible.interval".

Note : The day within the period is decided based upon the phone's MAC address and does
not change with a reboot whereas the time within the start and end is calculated again with
every reboot.

Web User Interface:
Settings->Auto Provision->Flexible Auto Provision

Handset User Interface :

None
. . L Integer from 1 to
static. auto_provision.flexible.interval 1
1000
Description :

Configures the interval (in days) for the DECT IFphone to perform an auto provisioning
process. The auto provisioning occurs on a random day within this period based on the
phone's MAC address.

Example:
static.auto_provision.flexible.interval = 30

The DECT IPphone will perform an auto provisioning process on a random day (e.g., 18)

based on the phone's MAC address.

Note : I't works only if tstketcavualouerofi shenpat
to 1 (On).

Web User Interface:
Settings->Auto Provision->Flexible Interval Days
Handset User Interface :

None
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. . ) L Time from 00:00 to
static. auto_provision.flexible.begin_time 2359 02:00

Description :

Configures the starting time of the day for the DECT IRphone to perform an auto

provisioning process at random.

Note : I't works only if tsketcavabueroivi shenpét
to 1 (On).

Web User Interface:
Settings->Auto Provision->Flexible Time

Handset User Interface :

None
. . ) . Time from 00:00 to
static. auto_provision.flexible.end_time Blank
23:59
Description :

Configures the ending time of the day for the DECT IRphone to perform an auto

provisioning process at random.

If it is left blank or set to a specific value equal to starting time configured by the parameter
jstaticaut o_provi si on. wtheeDECTyRoHore guil perfarm an el

provisioning process at the starting time.

If it is set to a specific value greater than starting time configured by the parameter
jstaticaut o_provi si on. we eDECTP pHore guil perform amauR t h e

provisioning process at random between the starting time and ending time.

Ititis set to a specific value less than starting time configured by the parameter
jstaticaut o_provi si on. we eDECTYPpHore guill perfdrm anau? t h e
provisioning process at random between the starting time on that day and ending time in

the next day.

Note : I't works only if tstketcavualbuerofi shenpat
to 1 (On).

Web User Interface:
Settings->Auto Provision->Flexible Time

Handset User Interface :

None
L URL within 511
static. firmware.url Blank
characters
Description :
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Configures the access URL of thebase firmware file.
Example:
static.firmware.url = http://192.168.1.20/ 77.81.0.10rom

Note: If you change this parameter, the W60 base station will reboot to make the change
take effect.

Web User Interface:
Settings->Upgrade ->Select and Upgrade Firmware

Handset User Interface :

None
. URL within 511
over_the_air.url Blank
characters
Description :

Configures the access URL of the handse{W52H or W56H) firmware file.
Example:
over_the_air.url= http:/192.168.1.20/61.81.30.rom

Note: The priority of paramethbanj puoeer twh2hDZada i
jover _t he _ afiyouchamgé thimparénie®Z the DECT IFphone will reboot to make

the change take effect.
Web User Interface:
Settings->Upgrade ->Select and Upgrade Handset Firmware

Handset User Interface :

None
URL within 511
over_the_air.url.ws52h Blank
characters
Description :

Configures the access URL of the W52H handset firmware file.
Example:
over_the_air.url.wb52h= http://192.168.1.20/26.81.0.1.rom

Note: Thepri ori ty of parameter Jover _the_ailf.(

you change this parameter, the DECT IFphone will reboot to make the change take effect.
Web User Interface:

None

Handset User Interface :

None
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URL within 511
over_the_air.url.w56h Blank
characters

Description :

Configures the access URL of the W56H handset firmware file.
Example:

over_the_air.url.w56h= http://192.168.1.20/61.81.0.30.rom

Note: The priority of parameter Jjover _the_Hi

you change this parameter, the DECT IPphone will reboot to make the change take effect.
Web User Interface:

None

Handset User Interface :

None

over_the_air.handset_tip Oorl 1

Description :

Enables or disables to pop up a tip when upgrading the handset firmware from the

provisioning server.
0-Disabled
1-Enabled

If it is set to 1 (Enabled), the handset

update now?DZ

Note: It works only if the value of the parameters] ov er _t her_iag qaedrbBdZs e _
Jjover _the_air. haettdg(Pisabledy. i gger DZ ar e

Web User Interface:
None
Handset User Interface :

None

over_the_air.base_trigger Oorl 0

Description :

Enables or disables to upgrade the handset firmware compulsively when the base detects a

new handset firmware from the provisioning sever.
0-Disabled
1-Enabled

If it is set to O (Disabled) and the val ¢

(Enabled), it will pop up a tip on the handset to notify the user to confirm upgrading the
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firmware or not. I f the value of the para
go to Settings ->Upgrade Firmware on handset to trigger the upgradin g manually.

If it is set to 1 (Enabled), it will upgrade the handset firmware compulsively without a pop-up
tip on the handset.

Web User Interface:
None
Handset User Interface :

None

over_the_air.handset_trigger Oorl 1

Description :

Enables or disables to upgrade the handset firmware compulsively when the handsetis
registered to a base or turn on successfully.
It is only applicable when the current handset firmware is different with the one on

provisioning server.
0-Disabled
1-Enabled

If it is set to O (Disabled) and the val ucé
(Enabled), it will pop up a tip on the handset to notify the user to confirm upgrading the
firmware or not. I f the val udcks etf _ttihpDZpiag ag
go to Settings ->Upgrade Firmware on handset to trigger the upgrading manually.

If it is set to 1 (Enabled), it will upgrade the handset firmware compulsively without a pop -up
tip on the handset.

Web User Interface:
None
Handset User Interface:

None

To configure the way for the DECT IPphone to check for configuration files via web user

interface:

1.
2.

Click on Settings ->Auto Provision .

Make the desired change.
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Yealink | wsos

Preference
Time & Date
Call Display
Upgrade

Auto Provision
Configuration
Dial Plan
Voice

Tones

TROG69

Voice Monitoring

sIP

Account

Auto Provision

PNP Active

DHCP Active

Custom Option(128~254)

DHCP Option Value

Server URL

User Name

Password

Attempt Expired Time(s)
‘Common AES Key

MAC-Oriented AES Key

Power On

Repeatadly

Interval(Minutes)

Weskly

Weskly Upgrade Interval(D~12wask)
Inactivity Time Expire(0~120min)

Time

Day of Wesk

Flexible Auto Provision
Flexible Interval Days

Flexible Time

| Confim |

Network

Features Directory

® On Off
® On off
wealink

¥ Sunday

#| Monday

¥ Tuesday

| Wednesday

I Thursday

¥ Friday

¥ Saturday
On ® off

30

02 |00

Auto Provision Now

| Cancel |

Log Out

English(English) ¥

Security

NOTE

Auto Provision

The IP phone can interoperate
with provsioning server using
auto provisioning for deploying
the IP phones.

When the IP phone triggers to
perform auto provisioning, it will
raquest to download the
configuration files from the
provisioning server. During the
auto provisioning process, the IP
phone will download and update
configuration files to the phone
flash.

3. ClickConfirm to accept the change.

Wh e n

t he

] P o weOn, tie@®BZTilRshone will chdcloboot files and configuration

files stored on the provisioning server during startup and then will download firmware from the

server.

Upgrading Firmware via Web User Interface

To manually upgrade firmware via web user interface, you need to store firmware to your local

system in advance.

To upgrade firmware manually via web user interface:

1. Click on Settings ->Upgrade .

2. Click Browse to locate the required firmware from your local system .
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3. Click Upgrade.

o
Log Out

English(English) -

Yealink | weos E - : : ; =

Hetwork || Features |

Preference
Version
Time & Date Firmwara Version 77.81.0.10 e CH
call Display Hardware Version 77.0.0.48.0.0.0 IO
Reboot
Upgrade Reset Reboots the IP phone.
R —— —
Reboot [W] iPgrades nrmware manuaily.
Confi ti "
onfiguration Sclect And Upgrade Firmware ” = ] Mo fia selected. | [EYou can click here to get
: more guides.
Dial Plan
Voice Select and Upgrade Handset Firmware | Browse... | o fiie selected. |
4.  Click OK to confirm the upgrade.
Note Do not close and refresh the browser when the IP phone is upgrading firmware via web user

interface.

Keeping User Personalized Settings after Auto Provisioning

Generally, the administrator deploys phones in batch and timely maintains company phones via
auto provisioning, yet some users would like to keep the personalized settings (e.g.,dial plan or

time format ) after auto provisioning.

Note Yealink IP phones support FTP, TFTP, HTTP and HTTPS protocols for uploading the
<MAC> -local.cfg file. This section takes theTFTP serveas an example. Before performing the
following, make sure the provisioning server supports uploading.

If you are using the HTTRHTTPSserver, you can specify the way the IP phone uploads the
<MAC> -local.cfg file to the provisioning server. It is determined by the value of the parameter

Jjstatic.auto_provision.custom.upload_met hodlI
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The following table lists the configuration parameters used to determine the phone behavior for

keeping user personalized settings:

Parameter s Permitted Values Default

static .auto_provision.custom.protect Oorl 0

Description :

Enables or disables theDECT IRphone to keep user personalized settings after auto
provisioning.

0-Disabled

1-Enabled

If itis setto 1 (Enabled),<MAC> -local.cfg file generates and personalized non-static settings

configured via web or handset user interface will be kept after auto provisioning.

Note : Theprovisioning priority mechanism (handset/web user interface >central

provisioning >factory defaults) takes effect only if the value of this parameter is set to 1
(Enabled).l f t he value ofr whiet @pamadebzZirs Joete t o
value of this parameter will be forced to set to 1 (Enabled).

Web User Interface:
None

Handset User Interface :

None

static .auto_provision.custom.sync Oorl 0

Description :

Enables or disables theDECT IRohone to upload the <MAC> -local.cfg file to the servereach
time the file updates, and download the <MAC> -local.cfg file from the server during auto
provisioning.

0-Disabled

1-Enabled

If it is set to 1 (Enabled), the DECT IPphone will upload the <MAC> -local.cfg file to the
provisioning server or a specific servereach time the file updates to back up this file. During
auto provisioning, the DECT IRphone will download the <MAC> -local.cfg file from the

provisioning server or a specific serverto override the one stored on the phone.

Note:l' t wor ks only if the value of the par af
to 1 (Enabled). The upload/download path is configured by the parameter

Jstatic.auto_provision.custom.sync.patiDzZ

Web User Interface:
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None
Handset User Interface :

None

static .auto_provision.custom.sync.path URL Blank

Description :
Configures the URL for uploading/downloading the <MAC> -local.cfg file.

If it is left blank, the DECT IRphone will try to upload/download the <MAC> -local.cfg file
to/from the root directory of provisioning server.

Note : It works only if the value of the parameter " static.auto_provision.custom.sync" is set to
1 (Enabled).

Web User Interface:

None

Handset User Inte rface:

None

static .auto_provision.custom.upload_method Oorl 0

Description :

Configures the way the DECT IRphone uploads the <MAC> -local.cfg file to the provisioning
server (for HTTP/HTTPS server only).

0-PUT

1-POST

Note : It works only if the value of the parameter Jstatic.auto_provision.custom.syndZ i s
1 (Enabled).

Web User Interface:

None

Handset User Interface :

None

auto_provision.handset_configured.enable Oorl 1

Description :

Enables or disables thehandsetsto keep user personalized settings after auto provisioning .
0-Disabled

1-Enabled
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Parameter s Permitted Values Default

If it is set to O (Disabled), the base station will not deliver handset configurations via auto
provisioning to the handset. The handset settings can be only changed via handsetuser
interface.

If it is set to 1 (Enabled), the base station will deliver the handsetconfigurations via auto
provisioning to the handset. Handset reboot or registration will also trigger the base station
to deliver the stored handset settings to the handset. If the parameter

| s t autoipmvision.custom.protectbZ i s al so set pesondlized Handsea b
settings will be overridden, and other handset settings will be changed. If the parameter

j s t autoipmvision.custom.protectDZ i s s et t o pérsofializadhbndsetd ) |,
settings will not be overridden, but other handset settings will be changed.

Web User Interface:
None

Handset User Interface :

None

For more information on how to configure these parameters in different scenarios, refer to the

following introduced scenarios.

Scenario A Keep user personalized configuration settings

Keep user personalized configuration settings of the Base

Note

108

The administrator wishes to upgrade firmware from the old version to the latest version

Meanwhile, keep user personalized settings after auto provisioning and upgrade .

For more information on the flowchart of keep user personalized configuration settings, refer to
Appendix D: Auto Provisioning Flowchart (Keep User Personalized Configuration Setting$ on page
471.

The parameters described in this scenario have been changed for the phones running firmware
version 81 or later. For more information, refer to Yealink DECT IRPhone Administrator Guide
_Vsa

Scenario Conditions:
WG60B base station current firmware version: 77.81.0.1.This firmware supports keeping
personalized settings and generating a <MAC>-local.cfg file.

W60B base station target firmware version: 77.81.0.10 This firmware supports keeping
personalized settings and generating a <MAC>-local.cfg file.

W60B base stationMAC: 001565770984

Provisioning server URL.: ftp://192.168.1.211



ftp://10.2.88.133/
http://support.yealink.com/documentFront/forwardToDocumentDetailPage?documentId=110
http://support.yealink.com/documentFront/forwardToDocumentDetailPage?documentId=110
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Place the target firmware to the root directory of the provisioning server.

The old firmware version supports keeping personalized settings and generating a
<MAC>-local.cfg file. To keep user personalized settings after auto provisioning and upgrade,
you need to confi gur e tabte provisibnicustonodrotettbZzet @ at aime ttehe J

configuration file.
Do one of the following operations:
Scenario Operations |:

1. Edit the following parameters in the y000000000077.cfg file you want the DECT IRphone to
download:

auto_provision.custom.protect = 1

auto_provision.custom.sync= 1

firmware.url = tftp://192.168.1.211/77.81.0.10rom

2. Trigger the DECT IPphone to perform the auto provisioning process. For more information
on how to trigger auto provisioning process, refer to 7riggering the DECT IFbhone to
Perform the Auto Provisioning section in Yealink SIP IP Phones Auto Provisioning
Guide V81

During auto provisioning, the DECT IFphone first downloads the y000000000077.cfg file,

and then downloads firmware from the root directory of the provisioning server.

The DECT IPphone reboots to complete firmware upgrade, and then starts auto
provisioning process again which is triggered by phone reboot (the power on mode is
enabled by default). It downloads the y000000000077.cfg, 001565770984.cfg and the
001565770984 local.cfg file in sequence from the provisioning server, and then updates
configurations in these downloaded configuration files orderly to the DECT IPphone
system. TheDECT IRphone starts up successfully, and the personalized settings in the

001565770984 local.cfg file are kept after auto provisioning.

When a user customizes feature configurations via web/handset user interface, the DECT IP
phone will save the personalized configuration settings to the 001565770984-local.cfg file
on the DECT IRphone, and then upload thi s file to the provisioning server each time the file

updates.

Note If a configuration item is both in the downloaded <MAC> -local.cfg file and Common CFG
file/MAC-Oriented CFG file, setting of the configuration item in the <MAC> -local.cfg file will be
written and saved to the IP phone system.

Scenario Operations I:

1. Edit the following parameters in the y000000000077cfg file you want the DECT IPphone

to download:

auto_provision.custom.protect = 1
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auto_provision.custom.sync= 0
firmware.url = tftp://192.168.1.211/77.81.0.10rom

2.  Trigger the DECT IFphone to perform the auto provisioning process. For more information
on how to trigger auto provisioning process, refer to Triggering the DECT IFbhone to
Perform the Auto Provisioning section in Yealink SIP IP Phones Auto Provisioning
Guide V81

During auto provisioning, the DECT IFphone first downloads the y000000000077.cfg file, and

then downloads firmware from the root directory of the provisioning server.

The DECT IRphone reboots to complete firmware upgrade, and then starts auto provisioning

process again which is triggered by phone reboot (the power on mode is enabled by default). It

downloads the y000000000077.cfg and 001565770984.cfg files in sequence, and then updates

configurations in the downloaded configuration files orderly to the DECT IPphone system.As

the value of atthprovipiencustonepgrogeetDZji s set to 1, configuratioc
001565770984 local.cfg file saved on the DECT IFphone are also updated. The DECT IFphone

starts up successfully, and personalized settings arekept after auto provisioning.

When a user customizes feature configurations via web/handset user interface, the DECT IP
phone will save the personalized settings to the 001565770984 |ocal.cfg file on the DECT IP
phone only.

Note In this scenario, the IP phone will not upload the <MAC> -local.cfg file to provisioning server and
request to download the <MAC> -local.cfg file from provisioning server during auto provisioning.

If a configuration item is both in the <MAC> -local.cfg file on the IP phone and Common CFG
file/MAC-Oriented CFG file downloaded from auto provisioning server, setting of the
configuration item in the <MAC> -local CFG file will be written and saved to the IP phone system.

Iftheval ue of t hauto_pravisiamecestom.protgctDZ i so Osthe persbnalized
settings in the 001565770984 local.cfg file will be overridden after auto provisioning, no matter

what the value of the parameter Jauto_provision.cust

Keep user personalized configuration settings of the Handset

The handset settings can be configured via handset user interface or auto provisioning. The
personalized handset settings stand for the handset settings configured via handset user
interface. The administrator wishes to change some handset settings via auto provisioning, but

protect personalized handset settings after auto provisioning.
Scenario Conditions:

The current firmware version of the W60B base station and W56H handset are 77.81.0.D
and 61.81.0.30 respectively. This firmware version supports protecting personalized

handset settings after auto provisioning.
Provisioning server URL1ftp://192.168.1.211.

To configure the handset settings via auto provisioning, you need to configure the value of the
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par amet er Joanu.thoa npdrsoevti scionf i gured. enableDZto 1. To pro
settings after auto provisioning, you need to configure the value of the parameter
jauto_provision.custom. protectDZto 1.

Do the following operations:

1. Add/Edit the following parameters in t he y000000000077.cfg file or 001565770984.cfg file
you want the DECT IRphone to download:

static.auto_provision.custom.protect = 1
auto_provision.handset_configured.enable= 1

2. Trigger the DECT IPphone to perform the auto provisioning process. For more information
on how to trigger auto provisioning process, refer to Yealink SIP IP Phones Auto

Provisioning Guide V81

During auto provisioning, the DECT IFphone will download the configuration files and update

configurations in the configuration files. As the value of the parameter

Jauto_provision.handset_configured.enableDZ i s set to 1, handset settings wi
auto provisioning. As the value of t h e p a r statieaut@ provision.custom.protectDZ i s set t o

1, the personalized handset settings will be remained after auto provisioning.

I f val ue of staficautoppeovisomaistommprotectDZ i s s et theovallref 0, and

t he p ar autoetowsion.Handset _configuredenableDZ i s  sthe persbnalizet handset

settings will be overridden after auto provisioning. If the value of the parameter
Jauto_provision.handset_configured.enablddZ i s set to 0, the Itllangddset setti n
via auto provisioning no matter what the value of the parameter

Jjstatcaut o_provision.custom. protectDZi s.

Scenario B Clear user personalized configuration settings
Clear user personalized configuration settings of the Base

When the W60B base stati on is given to a new user but many personalized configurations
settings of last user are saved on the phone; or when the end user encounters some
problems because of the wrong configurations, t  he administrator or user may wish to

clear user personalized co nfiguration settings via phone /web user interface.
Scenario Conditions:

W60B base stationMAC: 001565770984

The current firmware of the base station: 77.81.0.1 or later

Provisioning server URL: ftp://192.168.1.211

static.auto_provision.custom.protect = 1

Note The Reset local settings option on the web/ handset user interface appears only if the value of
the parameter Jstatic.auto_provision.custom.

If the value of the parameter] st ati c. auto_provision.custom. s
001565770984 local.cfg file on the provisioning server will be cleared.
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To reset the base station via handset user interface:

1. PressOK to enter the main menu.
Select Settings ->System Settings .
Seled Base Reset, and then press the OK soft key.

Enter the base PIN (default: 0000), and then press theOK soft key.

a > w DN

SelectReset local, and then press the OK soft key.
The LCD scr een bgselaxahgnfigurajioRmeow 2 DZ

6. Press theYessoft key.
To clear personalized configuration settings via web user interface:

1. Click on Settings ->Upgrade .

2.  Click Resetlocal settings.

o
Log Out

_Englrsh(EnghshJ -

Yealink | wees

Status Account Network Features Settings Directory

Preference LT
Version
Time & Date Reset to Factory Setting
Firmware Version 77.81.0.10 Resets the IP phone to factory
i configurations.
Call Display Hardware Version 77.0.0.48.0.0.0 ¢
Reboot
Upgrade Reset Reboots the IP phone.
Auto Provision Reset local settings Reset local settings | Upgrading Firmware
Upgrades firmware manually.
Configuration - [T You can dick here to get
Reset static settings Reset static settings more guides.
Dial Plan
Reset userdata & local config Reset userdata & local config
Voice Reset to factory Reset to factory
Tones Reboot
TRO69 Select And Upgrade Firmware ” Browse... ] No fie selected. ‘

Voice Monitoring Upgrade

Select and Upgrade Handset Firmware

[ Browse... I No file selected. ‘
SIP

Upgrade

The web user i nGlearrotahoigesettpgsPZnpt s ]
3. ClickOK.

Configurations in the 001565770984-local.cfg file saved on the phone will be cleared. If the
DECT IPphone is triggered to perform auto provisioning after resetting local configuration, it

will download the configuration files from the provisioning server and update the configurations
to the phone system. As there isno configuration in the 001565770984 -local.cfg file,
configurations in the y000000000077.cfg/001565770984.cfg file will take effect. If there are no
configuration files on the provisioning server, the DECT Iphone will be reset to factory defaults.

As the static settings are never saved in the <MAC>local.cfg file, you need to reset the static
settings separately by clicking Reset static settings option.
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Clear user personalized configuration settings of the Handset

The administrator or user wishes to clear personalized settings of the specified handset.
Scenario Conditions:

The handset 1 was registered to the base station.

Note You can only clear the personalized settings of the handset via handsetuser interface.

Scenario Operations:
To clear personalized settings of the handset:

1. PressOK to enter the main menu.
2.  SelectSettings ->System Settings .
3. SelectHandset Reset, and then press the OK soft key.

The LCD screen prompts J Reset handset to

4.  Press theYessoft key.

Note If the value of t h e p a r autneptoesion.jandset configured.enableDZ i s set t o
the handset settings (configured via auto provisioning) stored on the base station will be
delivered to the handset after handset reset. If the value of this parameter is set to O (Disabled),
the handset settings will not be delivered to the handset after handset reset.

Scenario C Keep user personalized settings after factory reset

The W60B base station requires factory reset when it has a breakdown, but the user

wishes to keep personalized settings of the phone after factory reset.
Scenario Conditions:

W60B base stationMAC: 001565770984
Provisioning server URL: ftp://192.168.1.211

static.auto_provision.custom.sync = 1

Note As the parameterj] st ati c. auto_provision. cust om.-®ecarfg DZ
file on the IP phone will be uploaded to the provisioning server at tftp://192.168.1.211.

You can keep the personalized settings of the phone &fter factory reset via phone or web user

interface.
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To reset the phone to factory via  handset user interface :

1. PressOK to enter the main menu.
Select Settings ->System Settings .
SelectBase Reset and then press the OK soft key.

Enter the system PIN (default: 0000) and then press the Done soft key.

a > w DN

SelectReset to factory , and then press the OK soft key.
The LCD scr een bgsetofacmity sonfiguRation eotv ? DZ

6. Press theYessoft key.
To reset the phone to factory via web user interface:

1. Click on Settings ->Upgrade .

2. ClickReset to factory to reset the phone.

o
Log Out

_Englrsh(EnghshJ -

Yealink | wees

Status Account Network Features Settings Directory

Preference LT
Version
Time & Date Reset to Factory Setting
Firmware Version 77.81.0.10 Resets the IP phone to factory
i configurations.
Callliznly Hardware Version 77.0.0.48.0.0.0
Reboot
Upgrade Reset Reboots the IP phone.
Auto Provision Reset local settings Upgrading Firmware
Upgrades firmware manually.
Configuration [T You can dick here to get
Reset static settings Reset static settings more guides.
Dial Plan
Reset userdata & local config Reset userdata & local config
Voice Reset to factory Reset to factory |
Tones Reboot
TRO69 Select And Upgrade Firmware ” Browse... ] No fie selected. ‘

Voice Monitoring Upgrade

Select and Upgrade Handset Firmware Browse... | No fie selected. |
sip

Upgrade

The web user interface prompts JDo you want to res:
3. ClickOK.

After startup, all configurations of the phone will be reset to factory defaults. So the value of the

par ametateautffo_provi si on. cust onCosfiguratiomZinthe | | be reset to
001565770984 local.cfg file saved on the DECT IRphone will also be cleared. But configurations

in the 001565770984-local.cfg file stored on the provisioning server (tftp:// 192.168.1.213 will

not be cleared after reset.
To retrieve personalized settings of the phone after factory reset:

1. Set the wval ues sdticatuhteo pparroavmestieorns. cjust om. syncDZ and
Jstatcaut o_pr ovi si on. c u srtheconfiguraidn éle (ty@DOO06000Y &cfg 1
or 001565770984.cfg).

2. Trigger the phone to perform the auto provisioning process.

As the val ue odtatictalue op prameétseron]. cushe@BCTdPy nc DZ i s set
phone will download the 001565770984-local.cfg file from the provisioning server to
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override the one stored on the phone. So the configurations in 001565770984-local.cfg file

will be updated and stored on the DECT IPphone during auto provisioning. As the value of

t he par statieatuetro _jpr ovi sion. custom. protectDZi s
configuration settings will be kept after auto provisioning. As a result, the personalized
configuration settings of the phone are retrieved after factory reset.

Scenario D Import or export the local configuration file

Note

The administrator or user can export the local configuration file to check the personalized
settings of the phone configured by the user, or import the local configuration file to
configure or change settings of the phone.

Scenario Conditions:
W60B base stationMAC: 001565770984

The current firmware of the base station: 77.81.0.1 or later
Provisioning server URL: ftp://192.168.1.211
As the personalized settings of the base station cannot be changed via auto provisioning when

the value of the parameter Jstatic.auto_proyv
change the settings in the <MAC> -local.cfg file before importing it.

Scenario Operations:
To export local configuration  file via web user interface:

1. Click on Settings ->Configuration .

2. SelectLocal Settings from the pull -down list of Export CFG Configuration File , and then
click Export to open file download window, and then save the 001565770984 local.cfg file
to the local system.

=
Log Out

English(Engish)

Yealink | weos

Account Settings Directory Applications

Preference Expart or Import Configuration ... NOTE
Time & Date Confiquraton
IP phones can provide feedback
. in a variety of forms such as log
Call Display files, packets, status indicators
Export CFG Configuration File |Loca| Settings ~ || Export ‘| and so on, which can help an
Upgrade administrator more easily find
the system problem and fix it.
Auto Provision o
5 = Log Files
Import CFG Configuration File ... - Capturing Packets
Configuration * Configuration File
(*.cfg/".bin)
Dial Plan Pcap Feature Start Sto| Export
g S0 [ You can dlick here to get
_ more guides.
Voice

The administrator or user can edit the 001565770984 local.cfg file after exporting.
To import local configuration file via web user interface:

1. Click on Settings ->Configuration .
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2. Inthe Import CFG Configuration File field, click Browse to locate the

001565770984 local.cfg file from your local system.

-
Log Out

English{English) -

Yealink | wse

Status Account Network Features Settings Directory Security Applications

Preference Export or Import Configuration No file selected. NOTE
Time & Date Configuration
1P phones can provide feedback
. in a variety of forms such as log
Call Display X ) . files, packets, status indicators
Export CFG Configuration File Local Settings - and so on, which can help an
Upgrade administrator more easiy find
the system problem and fix it.
Auto Provision
Import CFG Configuration File Mo file selectec | * Log Flles "
- Capturing Packets
Configuration * Configuration File
(*.cfg/*.bin)
Dial Plan Pcap Feature Start Stop
You can click here to get
Voice more guides.
1 11
3. Click Import .

The configurations in the imported 001565770984-local.cfg file will override the one in the
existing local configuration file. The configurations only in the existing local configuration

file will not be cleared. As a result, the configurations in the new 001565770984 local.cfg file
contain the configurations only in the existing local configuration file and those in the imported
001565770984 local.cfg file. And this new 001565770984 local.cfg file will be saved to the

phone flash and take effect.

Note I f the value of the parameter Jstatic.auto_rg
001565770984 local.cfg file is successfully imported, the new 001565770984local.cfg file will be
uploaded to the provisioning server and overrides the existing one on the server.
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Configuring the Handset

Power Indicator LED for W56H Handset

Handset power indicator LED indicates power status and fhone status. It is only applicable to
W56H handset.

There are four configuration options for handset power indicator LED.
Common Power Light On

Common Power Light On allows the power indicator LED to be turned on.
Ringing Power Light Flash

Ringing Power Light Flashallows the power indicator LED to flash when the handset receives an

incoming call.
Voice/Text Mail Power Light Flash

Voice Mail Power Light Flashallows the power indicator LED to flash when the handset receives

a voice mail.

MissCall Power Light Flash

MissCall Power LightHash allowsthe power indicator LED to flash when the handset misses a
call.

Procedure

Power indicator LED can be configured using the following methods.

Configure the handset power
indicator LED.

Parameters:

phone_setting.common_power_led_en

o able
Central Provisioning
) ) ) y000000000077.cfg phone_setting.ring_power_led_flash_e
(Configuration File) bl
nable

phone_setting.mail_power_led_flash_e

nable

phone_setting.missed_call_power_led_|

flash.enable

Configure the handset power
indicator LED.

Web User Interface
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Navigate to :

http://<phonelPAddress>/serviet?p=f
eatures-powerled&g=load

Details of Configuration Parameters:

Permitted
Parameter s Default
Values
phone_setting.common_power_led_enable Oor1l 0

Description :

Enables or disables the handset power indicator LED to be turned on when the handset is
idle.

0-Disabled (handsetpower indicator LED is off)
1-Enabled (handsetpower indicator LED is solid red)
Note: It is not applicable to W52H handset.

Web User Interface:

Features>Power LED>Common Power Light On
Handset User Interface:

None

phone_setting.ring_power_led_flash_enable Oor1l 1

Description :

Enables or disables the handset power indicator LED to flash when the handset receives an

incoming call.

0-Disabled (handsetpower indicator LED does not flash)
1-Enabled (handsetpower indicator LED fast flashes (300ms) red)
Note: It is not applicable to W52H handset.

Web User Interface:

Features>Power LED >Ringing Power Light Flash

Handset User Interface:

None

phone_setting.mail_power_led_flash_enable Oorl 1

Description :

Enables or disables the handset power indicator LED to flash when the handset receives a

voice mail.
0-Disabled (handsetpower indicator LED does not flash)

1-Enabled (handsetpower indicator LED dow flashes (1000ms) red
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Permitted
Parameter s Default
Values

Note: It is not applicable to W52H handset.

Web User Interface:

Features>Power LED >Voice/Text Mail Power Light Flash
Handset User Interface:

None

phone_setting.missed_call_power_led_flash.enable Oor1l 1

Description :

Enables or disables the handset power indicator LED to flash when the handset misses a call
0-Disabled (handset power indicator LED does not flash)

1-Enabled (handset power indicator LED slow flashes (1000ms) red)

Note: Itis not applicable to W52H handset.

Web User Interface:

Features>Power LED>M issCall Power Light Flash

Handset User Interface:

None

To configure the power Indicator LED via web user interface:

1. Click on Features->Power LED.

2. Select the desired value from the pull-down list of Common Power Light On .

3. Select the desired value from the pull-down list of Ringing Power Light Flash .

4. Select the desired value from the pull-down list of Voice/Text Mail Power Light Flash
5

Select the desired value from the pull-down list of MissCall Power Light Flash .

Log Out
English(English) v

Yealink lweee

Account Features Directory

Forward&DND Power LED NOTE

Common Power Light On Disabled v
General Power Indicator LED
Information Ringing Power Light Flash Enabled v It indicates power status and

phone status.
r i Enabled v

Audio Woice/Text Mail Power Light Flash nal

MissCall Power Light Flash Enabled v
Transfer

_ Confirm Cancel

Call Pickup

Phone Lock

Power LED

6. Click Confirm to accept the change.
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You can enable the keypad light to make the keypad light up when any key is pressed. This
helps you distinguish keys from each other in a dark environment. It is only applicable to W56H

handset.

Procedure

The keypad@s Icandeconfigured ubirg thd fellewing methods .

Configure the keypad light.
Configuration File y000000000077.cfg Parameter :

custom.handset.keypad_light.enable

Handset User Interface Configure the keypad light.

Details of Configuration Parameter

Parameter Permitted Values Default

custom.handset.keypad_light.enable Oorl 1

Description :

Enables or disables the handset to turn on the keypad light (digital key, # key, * key, TRAN
key and Mute key) when any key is pressed.

0-Disabled

1-Enabled

Note: It will take effect on all handsets that are registered on the samebase station. It works
only if the value of the parameter Jjauto_
(Enabled).lt is not applicable to W52H handset.

Web User Interface:

None

Handset User Interface:

OK->Settings->Display->Keypad Light

To configure keypad light via handset user interface :

1. PressOK to enter the main menu.
2. SelectSettings ->Display ->Keypad Light .

3. Press theChange soft key to check or uncheck the Keypad Light checkbox.
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Notification Light for W52H Handset

Notification light is used to indicate voice mails and missed calls. When the handset receives a
voice mail or misses a call, the message key LEWiill flash red. You can configure the notification
light to indicate the voice mails or missed calls respectively. It is only applicable to W52H

handset.
Voice Malil Light Flash

Voice Mail Light Flashallows the message keyLEDto flash when the registered handset receives

a voice mail.
Miss Call Light Flash

Miss Call Light flash allowsthe message keyLEDto flash when the registered handset misses a
call.

Procedure

The notification light of handset can be configured using the following methods .

Configure the light when receiving a
voice mail on the handset.

Parameter:

custom.handset.voice_mail_notify_li

ght.enable

Configuration File y000000000077.cfg
Configure the light when missing a

call on the handset.
Parameter:

custom.handset.missed_call_notify_li

ght.enable

Configure the notification light on
Handset User Interface

handset.
Details of Configuration Parameters:
Permitted
Parameter s Default
Values
custom.handset.voice_mail_notify_light.enable Oorl 1

Description :
Enables or disables the message key LED to flash when the handset receives a voice mail.
0-Disabled

1-Enabled
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Permitted
Parameter s Default
Values

Note: It will take effect on all handsets that are registered on the samebase station. It works
only if the value of the parameter Jauto_
(Enabled).

Note: It is not applicable to W56H handset.

Web User Interface:
None
handset User Interface:

OK->Settings->Display->Natification Light ->Voice Malil

custom.handset.missed_call_notify_light.enable Oorl 1

Description :

Enables or disables the message key LED to flash red when the handset misses a call.
0-Disabled

1-Enabled

Note: It will take effect on all handsets that are registered on the samebase station. It works

only if the value of the parameter Jaut o_
(Enabled).

Note: It is not applicable to W56H handset.

Web User Inter face:
None

handset User Interface:

OK->Settings->Display->Notification Light ->Missed Call

To configure notification light ~ via handset user interface :

1. PressOK to enter the main menu.

2.  SelectSettings ->Display ->Naotification Light .

3. Press« or P to select the desired value from the Voice Mail field.
4. Press« or p to select the desired value from the Missed Call field.

5. Press theSave soft key to accept the change or the Back soft key to cancel.

Advisory Tone

Advisory tones are acoustic signals d your handset, which inform you of different actions and

states. The following advisory tones can be configured independently of each other:

Keypad Tone : plays when a user presses any key of the keypad.
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Confirmation : plays when a user saves settings oplaces the handset in the charger
cradle.

Low Battery : plays when the capacity of the batteries is low and the handset requires

charging.
Procedure

Advisory tone can be configured using the following methods .

Configurek ey pados ton
handset.

Parameter:

custom.handset.keypad_tone.enable

Configure confirm
the handset.

) . . Parameter:
Configuration File y000000000077.cfg

custom.handset.confirmation_tone.e

nable

Configure low battery tone on the
handset.

Parameter:

custom.handset.low_battery tone.en

able

Configure keypadg

handset.

Configure confirm
the handset.

Handset User Interface

Configure low battery tone on the

handset.
Details of Configuration Parameters:
Parameter s Permitted Values Default
custom.handset.keypad_tone.enable Oor1l 1

Description :
Enables or disables the handset to play a tone when any key is pressed.
0-Disabled

1-Enabled

Note: It will take effect on all handsets that are registered on the samebase station. It works
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Parameter s Permitted Values Default

only if the value of the parameter Jauto_
(Enabled) and the silent mode is off.

Web User Interface:
None
Handset User Interface:

OK->Settings->Audio ->Advisory Tones->Keypad Tone

custom.handset.confirmation_tone.enable Oorl 1

Description :

Enables or disables the handset to play a tone when a user saves settings or places the
handset in the charger cradle.

0-Disabled
1-Enabled

Note: It will take effect on all handsets that are registered on the same base station. It works
only if the value of the parameter Jauto_
(Enabled) and the silent mode is off.

Web User Interface:
None
Handset User Interface:

OK->Settings->Audio ->Advisory Tones->Confirmation

custom.handset.low_battery_tone.enable Oorl 1

Description :

Enables or disables the handset to play a tone when the capacity of battery is low.
0-Disabled

1-Enabled

Note: It will take effect on all handsets that are registered on the same base station. It works
only if the value of the parameter Jauto_
(Enabled) and the silent mode is off.

Web User Interface:
None

Handset User Interface:

OK->Settings->Audio ->Advisory Tones->Low Battery

To configure advisory tone via handset user interface:

1. PressOK to enter the main menu.
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Select Settings ->Audio ->Advisory Tones.
Press € or P to select the desired value from theKeypad Tone field.
Press o or P to select the desired value from the Confirmation field.

Press o or p to select the desired value from the Low Battery field.

o g M w0 D

Press theSave soft key to accept the change or the Back soft key to cancel.

Backlight

Handset backlight status in the charging state or out of the charging state can be configured
independently of each other. If enabled, the backlight is always on. Otherwise, the backlight is
turned off after the handset is idle for a period of time. But the backlight is automatically turned
on when an incoming call arrives, a keyis pressed or the status of handset changes. You can
disable the backlight to save power.

Procedure

Backlight can be configured using the following methods .

Configure the backlight of the handset

LCD screen.
Parameters:

Configuration

File y000000000077.cfy custom.handset.backlight_in_charger.ena
ble

custom.handset.backlight_out_of_charger.
enable

Configure the backlight of the handset
Handset User Interface

LCD screen.
Details of Configuration Parameters:
Parameters Permitted Values Default
custom.handset.backlight_in_charger.enable Oorl 1

Description :

Enables or disables the handset to always turn on the backlight when it is in the charging
state.

0-Disabled
1-Enabled

If it is set to O (Disabled), the backlight will be turned off after the handset is idle for a period

of time when it is in the charging state.

Note : It will take effect on all handsets that are registered on the samebase station. It works
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only if the value of the parameter | atotlo _
(Enabled).

Web User Interface:
None
Handset User Interface:

OK->Settings->Display->Display Backlight->In Charger

custom.handset.backlight_out_of_charger.enable Ooril 0

Description :

Enables or disables the handset to always turn on the backlightwhen it is not in the charging
state.

0-Disabled
1-Enabled

If it is set to O (Disabled), the backlight will be turned off after the handset is idle for a period
of time when it is not in the charging state.

Note : It will take effect on all handsets that are registered on the same base station. It works
only if the value of the parameter Jauto_
(Enabled).

Web User Interface:
None

Handset User Interface:

OK->Settings->Display->Display Backlight->Out Of Charger

To configure the backlight via handset user interface :

1. PressOK to enter the main menu.

2. SelectSettings ->Display ->Display Backlight .

3. Press« or P to select the desired value from theln Charger field.

4. Press« orp to select the desired value from he Out Of Charger field.
5. Press theSave soft key to accept the change or the Back soft key to cancel.

Wallpaper for W56H Handset
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Wallpaper is an image used asthe background of the handset idle screen Userscan select an
i mage f r om h-nrbackgmungd. & is bnly applicable to W56H handset.

Procedure

Wallpaper can be configured using the following methods .

Configuration Configure the wallpaper displayed on the
. y000000000077.cfg
File handset LCD screen.
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Parameter :

custom.handset.wallpaper

Handset User Interface

Configure the wallpaper displayed on the

handset LCD screen

Details of Configuration Parameters:

Parameter

Permitted Values

Default

custom.handset.wallpaper

Integer from 1to 8

Description :

1-Wallpaperl
2-Wallpaper2
3-Wallpaper3
4-Wallpaper4

5-Wallpaper5

Web User Interface:
None
Handset User Interface:

OK->Settings->Display->Wallpaper

only if the value of
(Enabled).lt is not applicable to W52H handset.

Configures the wallpaper displayed on the handset LCD screen

Note : It will take effect on all handsets that are registered on the samebase station. It works
t he

parametematllaedzoi_g

To change the wallpaper via handset user interface:

1. PressOK to enter the main menu.

2. SelectSettings ->Display ->Wallpaper .

3. Pressd orp to select the desired image.
4. Pressthe Save soft key to accept the change.

The handset displays the corresponding wallpaper on the idle screen.

Screen Saver

The screen saver of the handset is designed to protect your LD screen by filling it with an

analog clock. You can enable the screen saver to protect the LCD screen if you do not use your

handset for a long time. When the screen saver is enabled, an analog clock will be activated and

appear on the LCD screen if the fandset is idle for approximately 10 seconds.
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Procedure

Screen savercan be configured using the following methods .

Configure the screensaver of the handset

Configuration LCD screen.
. y000000000077.cfg
File Parameter :

custom.handset.screen_saver.enable

Configure the screen saver of the handset
Handset User Interface

LCD screen.
Details of Configuration Parameters:
Parameter Permitted Values Default
custom.handset.screen_saver.enable Oorl 1

Description :

Enables or disables screen saver feature.
0-Disabled

1-Enabled

If it is set to 1 (Enabled), an analog clock will be activated and appear on the LCD screen if no

user activity is sensel for approximately 10 seconds.

Note: It will take effect on all handsets that are registered on the same base station. It works
only if the value of the parameter Jauto_
(Enabled).

Web User Interface:
None
Handset User Interface:

OK->Settings->Display->Screen Saver

To configure screen saver via handset user interface :

1. PressOK to enter the main menu.
2. SelectSettings ->Display ->Screen Saver.

3. Press theChange soft key to check or uncheck the Screen Saver checkbox.

Color Scheme for W52H Handset

You can change the background of your handset by changing the color theme. There are 2 color

themes available. It is only applicable to W52H handset.
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Procedure

Color scheme can be configured using the following methods .

Configure the screen scheme of the LCD

Configuration screen.
. y000000000077.cfg
File Parameter :

custom.handset.color_scheme

Configure the screen scheme of the LCD
Handset User Interface

screen.
Details of Configuration Parameters:
Parameter Permitted Values Default
custom.handset.color_scheme Oorl 1

Description :

Configures the color scheme of the handset.
0-Color scheme 1

1-Color scheme 2

Note: It will take effect on all handsets that are registered on the samebase station. It works
only if the value of the parameter Jauto_
(Enabled).lt is not applicable to W56H handset.

Web User Interface:
None
Handset User Interface :

OK->Settings->Display->Color Schemes

To change color scheme via handset user interface :

1. PressOK to enter the main menu.

2. SelectSettings ->Display ->Color Schemes.

3. Press A or V¥ to highlight the desired color scheme and preview its effect.
4. Press theSelect soft key to mark the radio box of the highlighted color theme.

The color theme of the handset is changed accordingly.

Handset Name

The handset will be assigned aname by default if successfully registered to the base station. You

can personalize the handset name.
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Procedure

Handset name can be configured using the following methods .

Configuration

) y000000000077.cfg
File

Configure the handset name.
Parameter :

handset.X.name

Web User Interface

Configure the handset name.
Navigate to :

http://<phonelPAddress>/serviet?p
=account-handsetname&g=load

Handset User Interface

Configure the handset name.

Details of Configuration Parameters:

Parameter Permitted Values Default

handset.X.name

(X ranges from 1 to 8)

String within 24 characters

Refer to the

following content

Description :

Configures the name of handset X.

Default:

Web User Interface:

Handset User Interface:

OK->Settings->Handset Name

It will be displayed on the handset LCD screen.

The handset name for handset 1 is Handset1.
The handset name for handset 2 is Handset2.
The handset name for handset 3 is Handset3.
The handset name for handset 4 is Handset4.
The handset name for handset 5 is Handset5.
The handset name for handset6 is Handset 6.
The handset name for handset7 is Handset 7.

The handset name for handset8 is Handset 8.

Note: If it is set to blank, it will display the corresponding default handset name.

Account->Handset Name->Handset X (X ranges from 1 to 8)




Configuring the Handset

To rename the handset via web user interface:

1. Click on Account ->Handset Name.

2. Edit the current name in the Handset X (X ranges from 1 to 8) field.

=
Log Out

Engish(Engish) =

Yealink | wee

Account Network Features Settings Directory Security

Register Handset 1 Handset 1 NOTE

Handset 2 Handset 2
Basic Handset Name
Handset 3 Handset 3

Codec
Handset 4 Handset 4 [ You can dick here to get

more guides.

Advanced Handset 5 Handset 5
Number
Assignment

Handset Name

3. ClickConfirm to accept the change.
To rename the handset via handset user interface :

1. PressOK to enter the main menu.
2. SelectSettings ->Handset Name.

3. Edit the current name in the Rename field.

You can press to enter special characters andhen press to switch among

input modes.

4. Press theSave soft key to accept the change or fg® to cancel.

Language

The DECT IRPphones support multiple languages. Languages used on the handset user interface
and web user interface can be specified respectively as required.

The following table lists languages supported by the handset user interface and the web user

interface.

Handset Web User Interface
English English
French French

German German
Italian Italian
Polish Polish

Portuguese Portuguese

Spanish Spanish

Turkish Turkish
Czech (only for W52H) Russian
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Handset Web User Interface

Swedish
Hebrew (only for W52H)

Russian

Loading Language Packs

Note

Languages available for selection depend on language packs currently loaded to the DECT IP
phone. You can customize the translation of the existing language on the web user interface.
You can also make new languages(not included in the available language list) available for use
on the web user interface by loading language packs to the DECT IRphone. Language packs can

only be loaded using configuration files.

You can ask the distributor or Yealink FAEor language packs. You can also obtainthe language
packs online: http://support.yealink.com/docu mentFront/forwardToDocumentFrontDisplayPage. For
more information on obtaining the language packs, refer to Obtaining Boot Files/Configuration

Filed ResourceFileson page 88.

To modify translation of an existing language, do not rename the language file.

The new added language must be supported by the font library on the DECT IRphone. If the
characters in the custom language file are not supported by the DECT phone, theDECT IFphone
will display J?DZinstead.

Customizing a Language for Web User Inte rface

132

The following table lists available languages and associated language packs for the web user

interface:
Associated Note Language

Available Language Associated Language Pack Pack
English 1.English.js 1.English_note.xml
French 2.French.js 4.French_note.xml
German 3.Germanjs 5.German_note.xml
Italian 4 Italian.js 6.Italian_note.xml
Polish 5.Polish.js 7.Polish_note.xml
Portuguese 6.Portuguese.js 8.Portuguese_note.xml
Spanish 7.Spanish.js 9.Spanish_note.xml
Turkish 8.Turkish.js 10.Turkish_note.xml
Russian 9.Russian.js 11.Russian_note.xml

When adding a new language pack for the web user interface, the language pack must be



http://support.yealink.com/documentFront/forwardToDocumentFrontDisplayPage

Configuring the Handset

formatt eaine.ajss OZY(.Y starts from 10, Jnamelzhes repl aced
language name is the same as the existing one, the existing language file will beoverridden by

the new uploaded one. We recommend that the name of the new language file should not be

the same as the existing languages.

To customize a language file:

1. Open the desired language template file (e.g., 1.English.js) using an ASCII editor.

2. Modify the characters within the double quotation marks on the right of the colon. Do n ¢ t
modify the translation item on the left of the colon.

The following shows a portion of the language p a ¢ KEnglish.j©Z f or t he web wuser
interface:

LEnglishjs x

W o b ons o BB e oo @B Bl oy S0 80y, 70
1 Ivar _objTrans =
2H {

Do not modify the item on the left of the colon. |

Medify the itern

/ (e.g., 404 (not found}).
(Temporarily Not Available)",
2 r s)":"ACD Auto Available Timer (0~120s)",
25 [ "2 Zuto Available":"ACD Ruto Available”,

3. Save the language file and place it to the provisioning server (e.g.,192.168.10.25.

4.  Specify the access URL of thaveb user interface language pack in the configuration files.
To customize a note language file:

1. Open the desired note language template file (e.g., 1.English_note.xml) using an ASCII

editor.

2. Modify the text of the note field. Don't modify the name of the note field.

133



Administrator @ Guide for W60 DECT IFPhones

134

The
user interface:

foll owi

ng shows a

p o r t 1.Englishonbte xmbi&r theveeb e

LEnglish_notexml x

L 3 . P -

2[H <notedata>

4 <status>

<?xml version="1.

<note name = "Fersion">

0" encoding="utf-8"2>

| Do not modify the note name. |

|Display5 current firmware version and hardware version of the device

</note>
<note name =

</note>
<note name

</note>

</note>
</status>

"network">

Shows details of the phone network configuration

</note>
<note name = "network-ipv4">

Shows details of the phone network configuration
</note>
<note name = "network-ipv&">

Shows details of the phone network configuration
</note>
<note name = "network-common">

Shows details of the phone network configuration

= "AccountStatus">

Zccording to current state of each account

<note name = "Ext">
Shows software version and hardware version details of the Expansion LCD Modules

You can modify the translation of
note name.

3. Save the language file and place it to the provisioning server (e.g.,192.168.10.25.

4.  Specify the access URL of the note language pack of the web user interface.

If you want to add a new language (e.g., Wuilan) to DECT IRphones, prepare the language file
.Wuilan.jsDZand
s eih thecpulli-dovn list dMariguage nabd new note information is

named as [ 12

new | anguage

displayed in the icon when the new language is selected.

Procedure

j12. Wuilan_note.

Loading language pack can only be performed using the configuration files.

Configuration File

y000000000077cfg

Specify the access URL of the
custom language pack for web

user interface.
Parameter:

wui_lang.url

Delete custom language packs

of the web user interface.
Parameter:

wui_lang.delete

Specify the access URL of the
custom note language pack for

web user interface.
Parameter:

wui_lang_note.url

x ml

anguage

DzZ f or



Configuring the Handset

Details of the Configuration Parameter:

Parameter s Permitted Values Default

wui_lang.url URL within 511 characters Blank

Description :

Configures the access URL of the custom language pacKor the web user interface.
Example:

wui_lang.url = http://192.168.10.25/1.Englishjs

During the auto provisioning process, the DECT IRphone connects to the HTTP provisioning
server [192.168.10.25DZ andEndlishwnsDoadéet Ea
language translation will be changed accordingly if you have modified the language
template file.

If you want to download multiple language packs to the web user interface simultaneously,
you can configure as following:

wui_lang.url = http://192.168.10.25/1.Englishjs
wui_lang.url = http://192.168.10.25/9.Russians
Web User Interface:

None

Handset User Interface:

None

. http://llocalhost/all  or
wui_lang.delete ) Blank
http://localhost/  Y.name.js

Description :

Delete the specified or all custom web language packs of the web user interface.
Example:

Delete all custom language packs of the web user interface:

wui_langdelete = http://localhost/all

Delete a custom language pack of the web user interface (e.g., 9.Russian.js):
wui_langdelete = http://localhost/ 9.Russian.js

Web User Interface:

None

Handset User Interface:

None

wui_lang_note.url URL within 511 characters Blank
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Parameter s Permitted Values Default

Description :

Configures the access URL of the custom note language pack for web user interface.
Example:

wui_lang_note.url = http://192.168.10.25/ 1.English_notexml

During the auto provisioning process, the DECT IPphone connects to the HTTP provisioning
server J192.168.10.25DZ and dé&mwlish m@xdDZt hTeh
English language translation will be changed accordingly if you have modified the language
template file.

If you want to downloa d multiple language packs to the phone simultaneously, you can
configure as following:

wui_lang.url = http://192.168.10.25/1.English_note.xml
wui_lang.url = http://192.168.10.25/11.Russian_note.xml
Web User Interface:

None

Handset User Interface :

None

Specifying the Language to Use

The default language used on the handset user interface is English. If the language of your web
browser is not supported by the DECT IRphone, the web user interface will use English by
default. You can specify the language r the handset user interface and web user interface

respectively.

Procedure

Specify the language for the handset user interface or the web user interface using the following

methods.
Specify the languages for the web
user interface.
Parameter :
lang.wui
Configuration File y000000000077cfg

Specify the language for the handset

user interface.
Parameter :

custom.handset.language
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Specify the language for the web
Web User Interface )
user interface.

Specify the language for the handset
Handset User Interface )
user interface.

Details of Configuration Parameters:

Parameter s Permitted Values Default

static. lang.wui Refer to the following content English

Description :
Configures the language used on the web user interface.
Permitted Values:

English, FrenchGerman, Italian, Polish, Portuguese, Spanish, Turkish, Russian the custom

language name.

Example:
static.lang.wui = English

If you want to use the custom language (e.g., Wuilan) for the DECT IRphone, configure the

parameter jlang.wui = WuilanDZ

Note: If the language of your browser is not supported by the DECT IRphone, the web user

interface will use English by default.
Web User Interface:
Settings->Preference->Language
Handset User Interface:

None

custom.handset.language Refer to the following content 0

Description :
Configures the language of the handset.
For W56H handset:
0-English

1-French
2-German

3-Italian

4-Polish
5-Portuguese
6-Spanish
7-Turkish
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Parameter s Permitted Values

Default

8-Swedish
9-Russian
For W52H handset:
0-English
1-French
2-German
3-Italian
4-Polish
5-Portuguese
6-Spanish
7-Turkish
8-Czech
9-Swedish
10-Hebrew

11-Russian

only if the value of the
(Enabled).

Web User Interface:

None

Handset User Interface:

OK->Settings->Language

parameter

Note: It will take effect on all handsets that are registered on the samebase station. It works

j autlo _

To specify the language for the web user interface

1. Select the desired language from the pull-down list of Language.

Yealink | weos

Status Account Network Features Settings

Status Version

Firmware Version 77.81.254.63
Handset&VoIP

Hardware Version 77.0.0.48.0.0.0

Device Certificate

Device Certificate Factory Installad
Network

Intemet Port IPv4

Directory

via web user interface :

Log Out
English(English) ¥

Security

NOTE

Version
1t shows the version of firmware
and hardware.

Network
It shows the network settings of
Internat (WAN) port.

Account
It shows the registration status
of SIP accounts.

Text displayed on the web will change to the selected language.
To specify the language for the handset user interface

1. PressOK to enter the main menu.

138

via handset user interface :




Configuring the Handset

Select Settings ->Language.
Press A or ¥ to highlight the desired language and then press the Select soft key.

The LCD screen prompts JChange phone |l anguage to Xx:

selected).
Press theYes soft key to accept the change.

Text displayed on the handset will change to the selected language.
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Configuring Basic Features

Configuring Basic Features

This chapter provides information for making configuration changes for the following basic

features:

Register Power Light Flash

Account Registration

Number of Registered Handsets

To configure number of registered handsets via web user interface:

Click on Features->General Information
Select the desired value from the pull-down list of Max Number of Registered Handset

Yealink | wsoe

Forward&DND

General
Information

Audio
Transfer
Call Pickup
Phone Lock

Power LED

Account Network Features

General Information

Call Waiting Enzbled
Call Waiting On Code

Call Waiting Off Code

Key As Send #

Reserve # in User Name Enabled

Busy Tane Delay (Seconds) 0

Return Code When Refuse 486 (Busy Hers)
.
.
.

Display Methad on Dialing User Name

End Call On Hook Always

Settings

[Max Number of Registered Handset 5

M

‘ Confirm |

Log Out

English(English) ¥

Directory Security

NOTE

‘Call waiting

It zllows IP phones to receive a
new incoming call when there is
already an active call.

Key As Send
Assigns "#" or "*" as the send
key.

3. Click Confirm to accept the change.

Number of Simultaneous Outgoing Calls

Call Display

Number Assignment
Display Method on Dialing
Time and Date

Input Method

Key As Send

Dial Plan
EmergencyDialplan

Off Hook Hot Line Dialing
Local Directory
SearchSource List In Dialing

SaveCallLog
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Call Waiting

Auto Answer

Allow IP Call

Accept SIPTrust ServerOnly
Anonymous Call
Anonymous Call Rejection
Do Not Disturb (DND)

Busy Tone Delay

Return Code When Refuse
EarlyMedia

180 Ring Workaround

Use Outbound Proxy in Dialog
SIPSessionTimer
SessionTimer

CallHold

Call Forward

Call Transfer

Network Conference
Feature Key Synchronization
RecentCall In Dialing

Call Number Filter

Call Park

Calling Line Identification Presentation (CLIP)
Connected Line Identification Presentation (COLP)
Intercom

Call Timeout

Ringing Timeout

Send user=phone

SIPSend MAC

SIPSendLine

Reserve# in User Name
Unregister When Reboot
100 Reliable Retransmission

Reboot in Talking
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Quick Login

End Call on Hook

Register Power Light Flash

Register Power Light Flash allows the basepower indicator LED to flash when registering an

account successfully.

Procedure

The register power light flash can be configured using the following method .

Configuration File

y000000000077.cfg

Configure the register power light flash.

Parameter :

features.registered_power_led_flash.enable
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Details of Con figuration Parameter

Permitted
Parameter Default
Values
features.registered_power_led_flash.enable Oor1 0

Description :

Enables or disables the base power indicator LED to flash when registering an account

successfully.

0-Disabled (base power indicator LED does not flash)

1-Enabled (ase power indicator LEDslow flashes (1000ms) green
Web User Interface:

None

Handset User Interface:

None

Account Registration

144

Registering a SIP account makes it easier for theDECT IRphones to receive an incoming call or
dial an outgoing call. Yealink DECT IRphones support registering 8 accounts on a DECTphone;

each account requires an extension or phone number.

The DECT IPphones support SIP server redundancy for account registration. For more

information, refer to Server Redundancyon page 327.
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Procedure

Account registration can be configured using the following methods.

Configure the account registration
information.

Parameters:
account.X.enable
account.X.label
account.X.display_name
account.X.auth_name

account.X.user_name

Central Provisioning account.X.password

<MAC>.cf .
(Configuration File) 9 account.X.sip_server.Y.address

account.X.sip_server.Y.port
account.X.outbound_proxy_enable
account.X.outbound_proxy.Y.address

acoount.X.outbound_proxy.Y.port

Configure the interval for the DECT IFphone
to retry to re -register when registration fails.

Parameter:

account.X.reg_fail_retry_interval

Configure the account registration

information.
Navigate to :

http://<phonelPAddress>/servlet?p=accou

nt-register&q=load&acc=0

Web User Interface
Configure the interval for the DECT IFphone

to retry to register when registration fails.
Navigate to :

http:// <phonelPAddress>/servlet?p=accou
nt-adv&g=load&acc=0

Configure the account registration
Handset User Interface ) ]
information.
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Details of Configuration Parameters:

Parameter s Permitted Values Default

account.X.enable
Oorl 0
(X ranges from1 to 8)

Description :

Enables or disables the account X.
0-Disabled

1-Enabled

Web User Interface:
Account->Register->Line Active
Handset User Interface :

None

account.X.label String within 99

(X ranges from1 to 8) characters

Blank

Description :

(Optional.) Configures the label to be displayed on the LCD screen for account X.
Web User Interface:

Account->Register->Label

Handset User Interface :

None

account.X.display_name String within 99
Blank
(X ranges from 1 to 8) characters

Description :

Configures the displaynamet o be di spl ayed on t h eoraceount) ¢
Web User Interface:

Account->Register->Display Name

Handset User Interface :

None
account.X.auth_name String within 99
Blank
(X ranges from 1 to 8) characters
Description :

Configures the user name for register authentication for account X.

Note : The user namefor register authentication is provided by ITSP It is always matched




Configuring Basic Features

Parameter s Permitted Values Default

with a password (configured by the par ame
authentication, if required by the server.

Web User Interface:
Account->Register->Register Name

Handset User Interface :

None
account.X.user_name String within 99
Blank
(X ranges from 1 to 8) characters
Description :

Configures the register user name for account X.

Note : The register user name is provided by ITSP. It is used to identify the account.
Web User Interface:

Account->Register->User Name

Handset User Interface :

None
account.X.password String within 99
Blank
(X ranges from1 to 8) characters
Description :
Configures the password for register authentication for account X.
Note : The passwordfor register authentication is provided by ITSP.
Web User Interface:
Account->Register->Password
Handset User Interface :
None
account. X.sip_server.Y.address String within 256
Blank
(X ranges from 1 to 8, Y ranges from 1 to 2) characters
Description :

Configures the IP address or domain name of the SIP server Yhat accepts registrations for

account X.

Example:

account.l.sip_serverl.address= 10.2.1.48
Web User Interface:

Account->Register->SIP Server ¥>ServerHost
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Parameter s Permitted Values Default

Handset User Interface :

None
account. X.sip_server.Y.port Integer from 0 to
5060
(X ranges from 1 to 8, Y ranges from 1 to 2) 65535
Description :

Configures the port of the SIP server Mthat specifies registrations for account X.
Example:
account.l.sip_serverl.port = 5060

Note : If the value of this parameter is set to 0, the port used depends on the value specified
by the parameter Jaccount. X.sip_server. Y.

Web User Interface:
Account->Register->SIP Server Y>Port
Handset User Interface :

OK->Settings->Telephony->Server (default PIN: 0000)->Server Y (Account X)->Port

account.X.outbound_proxy_enable
Oor1l 0

(X ranges from1 to 8)

Description :

Enables or disablesthe DECT IRphone to send requests to the outbound proxy server for

account X.

0-Disabled

1-Enabled

Web User Interface:

Account->Register->Enable Outbound Proxy Server
Handset User Interface :

OK->Settings->Telephony->Server (default PIN: 0000)->Outbound Proxy (Account X)
->0Outbound Proxy Server

account.X.outbound_proxy.Y.address IP address or domain

Blank
(X ranges from 1 to 8, Yranges from 1 to 2) name
Description :

Configures the IP address or domain name of the outbound proxy server Y for account X.
Example:
account.1.outbound_proxy.1.address= 10.1.8.11

Note: It works only if the value ofthe par amet er J account. X. out K
to 1 (Enabled).
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Parameter s Permitted Values Default

Web User Interface:
Account->Register->Outbound Proxy Server Y

Handset User Interface :

None

account.X.outbound_proxy.Y .port Integer from O to 5060

(X ranges from 1 to 8, Y ranges from 1 to 2) 65535

Description :

Configures the port of the outbound proxy server Y for account X.

Example:

account.1.outbound_proxy.1.port = 5060

Note: 1 t wor ks only if the value of the parari

to 1 (Enabled).

Web User Interface:

Account->Register->Outbound Proxy Server Y->Port
Handset User Interface :

OK->Settings->Telephony->Server (default PIN: 000Q ->Outbound Proxy (Account X)
->Port (only applicable to port 1)

account.X.reg_fail_retry_interval Integer from O to

30
(X ranges from 1 to 8) 1800
Description :

Configures the interval (in seconds) for the DECT IFphone to retry to re -register account X

when registration fails.
Example:
account.l.reg_fail_retry_interval= 30

Note : It works only if the values of the parameters "account.X.reg_failed_retry_min_time"
and "account.X.reg_failed_retry_max_time" are set to 0.

Web User Interface:
Account->Advanced->SIP Registration Retry Timer(0~1800s)
Handset User Interface :

None

To register an account via web user interface:

1. Click Account ->Register.
2. Select the desired account from the pull-down list of Account .

3. SelectEnabled from the pull -down list of Line Active .
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4.  Enter the desired value inLabel, Display Name, Register Name, User Name, Password
and SIP Serverl/2 field respectively.

5. If you use outbound proxy servers, do the following:
1) SelectEnabled from the pull -down list of Enable Outbound Proxy Server

2) Enter the desired IP address or domain name in theOutbound Proxy Server 1/2
field and the desired port of the outbound proxy server 1/2 in the Port field

respectively.

Log Out
English(English) v

Yealink | wsoe

Network Features Settings Directory Security

Register NOTE
Register Status Registerad
Basic Account Registration
Line Active Enabled v Registers account(s) for the 1P
phone.
ToiGE Label 6123
Server Redundancy
Advanced Display Name 6123 It is often required in VoIP
deployments to ensurs
continuity of phone service, for
Number FEmEErETE 6123 events where the server needs to
Assignment be taken offline for
9 User Name 6123 maintenance, the server fails, or
the connection between the IP
Handset Name Password  [esssses phane and the server fails.
SIP Server 1 NAT Traversal
A general term for technigues
Server Host 10.2.1.48 Port | 5060 that establish and maintain 1P
connections traversing NAT
Transport UDP v gateways. STUN is one of the
NAT traversal technigues.
Server Expires 3600
Server Retry Counts 3 You can configure NAT traversal
for this account.
SIP Server 2
Server Host Port | 5060
Transport upp v
Server Expires 3600
Server Retry Counts 3
Enable Outbound Proxy Server Disabled A
Outbound Proxy Server 1 Port | 5060
Outbound Proxy Server 2 Port | 5060
Proxy Fallback Interval 3600
NAT Diszbled v
| confim | | cancel |

6. ClickConfirm to accept the change.
To configure the interval for re  -register when registration fails via web user interface:

1. Click Account ->Advanced .

2. Select the desired account from the pull-down list of Account .

150



Configuring Basic Features

3. Enter the desired interval in the SIP Registration Retry Timer(0~1800s) field.

Log Out
- English(Engiish) -
Yealink | wes
Status Account Network Features Settings Directory Security
Register o NOTE
Keep Alive Type Default -
Basic DTMF
Keep Alive Interval{Seconds) 30 It is the signal sent fram the IP
phone to the network, which is
Codec RPort Disabled - generated when pressing the TP
phone’s keypad during a call.
Advanced Subscribe Periad(Secands) 1800
DTMF Type RFC2833 - Session Timer
2::ilh:l:|enl It allows a periodic refresh of SIP
9 sessions through a re-INVITE
request, to determine whether a
Handset Name . SIP session is still active.

Busy Lamp Field/BLF List

SEECNIMRE Disabled T Manitors a specific extension/a
list of extensions for status

SIP Send Line Enabled - changes on TP phones.

SIP Registration Retry Timer(0~1800s) 30

Shared call Appearance
Conference Type Local Conference - (SCA)/ Bridge Line
Appearance (BLA)
It allows users to share a SIP line
on several IP phones. Any IP
VQ RTCP-XR Collector Address phone can be used to originate or
receive calls on the shared line.

Conference URL

VQ RTCP-XR Collector Port 5060

Number of simultaneous outgeing calls 4 - Network Conference
It allows multiple participants
(more than three) to join in a

4. Click Confirm to accept the change.

Number of Registered Handsets

You can change theMax Number of Registered Handset to restrict both the number of
registered handsets and the number of accounts. The W60B base station supports up to 8
registered handsets and 8 registered accounts.

The number of registered handsets will affect the number of simultaneous calls on the base

station.
Number of Registered Handsets Number of Simultaneous Calls
5 4
8 8
Note The W60B base station canhandle a maximum of 4 simultaneous calls with opus codec.
Procedure

Number of registered handsets can be configured using the following method.

Configure number of registered

handsets.

Configuration File <y000000000077.cfg
Parameter:

phone_setting.max_number_of_handset

Set the number of registered handsets.
Web User Interface
Navigate to :
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http://<phonelPAddress>/servlet?p=fe
atures-general&q=load

Details of Configuration Parameter

Parameter Permitted Values Default

phone_setting.max_number_of_handset 50r8 5

Description :

Configures the the number of handsets registered to one base. If you change this parameter,
the DECT IP phone will reboot to make the change take effect.

Web User Interface:
Features>General Information->Max Number of Registered Handset
Handset User Interface :

None

To configure n umber of registered handsets via web user interface:

4. Click on Features->General Information
5. Select the desired value from the pull-down list of Max Number of Registered Handset

Log Out |

English(English) ¥

Yealink|wsoe

Account Features Directory

Forward&DND General Information NOTE

Call Waiting Enabled v
General Call waiting
Information Call Waiting On Code It allows IP phanes to receive a

new incoming call when there is
. Call Waiting Off Code already an active call.

Audio

Key As Send # v Key As Send
Transfer Sy Assen Assigns "#" or "* as the send

Reserve # in User Name Enabled v key.
Call Pickup Busy Tone Delay (Seconds) 0 v
Phone Lock Return Code When Refuse 486 (Busy Herz) v
Power LED =

.
.

Display Method on Dialing User Name v

End Call On Hook Always A

[Max Mumber of Registered Handset 5 M|

| Confim_| | concel |

6. Click Confirm to accept the change.

Number of Simultaneous Outgoing Calls

Number of simultaneous outgoing calls allows you to configure the number of simultaneous
outgoing calls for a specific account on a base. The DECT IRphone supports up to 8

simultaneous outgoing calls for a specific account on a base.
Procedure

Number of simultaneous outgoing calls can be configured using the following methods.
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Configure number of simultaneous
outgoing calls.

Configuration File <MAC> .cfg
Parameter:
account.X.simultaneous_outgoing.num
Configure number of simultaneous
outgoing calls.

Web User Interface Navigate to :

http://<phonelPAddress>/serviet?p=ac

count-adv&q=load&acc=0

Details of Configuration Parameter

Parameter Permitted Values Default

account.X.simultaneous_outgoing.num
1,2,3,4,5,6,70r8 8
(X ranges from 1 to 8)

Description :
Configures the number of simultaneous outgoing calls for account X on a base.

Note: You should setthe value of this parameter lower than or equal to the base

simultaneous calls.

Web User Interface:

Account->Advanced->Number of simultaneous outgoing calls
Handset User Interface:

None
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To configure number of simultaneous outgoing calls  via web user interface:

1. Click on Account ->Advanced .

2. Select the desired value from the pull-down list of Number of simultaneous outgoing

calls.

Log Out
-
Yealink | wsos
Status Account Network Features Settings Directory Security
. A t1 -
R -
Keep Alve Type Default -
Basic DTMF
Keep Alive Interval(Seconds) 30 It is the signal sent from the IP
phone to the network, which is
Codec RPort Disabled - generated when pressing the IP
phone’s keypad during a call.
Advanced Subscribe Period(Seconds) 1800
‘Session Timer
Nur]1ber It allows a periodic refresh of
Assignment SIP sessions through a
re-INVITE request, to
Handset Name determine whether a SIP
VQ RTCP-XR Colector Port 5060 session s stil active.
Number of simuftaneous outgoing calls 4 - |

Busy Lamp Field/BLF List
Monitors a specific extension/a

list of extensions for status

hannac on Ip nhonoe

3. Click Confirm to accept the change.

Call Display

Display called party information allows the handsets to present the callee identity in addition to

the presentation of caller identity when it receives an incoming call.

You can customize the call information to be displayed on the handsets as required. DECT IP
phones support five call information display methods: Number+Name, Name, Name+Number,
Number or Full Contact Info (display hame<sip:xxx@domain.com>). The methods:

Number+Name, Name and Number are not applicable to W52H handset.
Procedure

Call Disply can be configured using the following methods.

Configure display called party

information feature.
Parameter:
phone_setting.called_party_info_display.

Configuration File y000000000077.cfg enable

Specify the call information display
method.

Parameter:

phone_setting.call_info_display_method

Configure display called part
Web User Interface ) 9 . Py pary
information feature.
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Specify the call information display
method.

Navigate to :

http://<phonelPAddress>/servilet?p=set

tings-calldisplay&q=load

Details of Configuration Parameters:

Parameter s Permitted Values Default

phone_setting.called_party_info_display.enable Oor1l 0

Description :

Enables or disables theDECT IRphone to display the called account information when

receiving an incoming call.

0-Disabled

1-Enabled

Note: It is not applicable to W52H handset.

Web User Interface:

Settings->Call Display->Display Called Party Information
Handset User Interface :

None

phone_setting.call_info_display_method 0,1,2,30r4 0

Description :

Specifiesthe call information display method when the handset receives an incoming call,

dials an outgoing call or is during an active call.
0-Name+Number

1-Number+Name (not applicable to W52H handset)
2-Name (not applicable to W52H handset)

3-Number (not applicable to W52H handset)

4-Full Contact Info (display name<sip:xxx@domain.com>)
Web User Interface:

Settings->Call Display->Call Information Display Method

Handset User Interface :

None

To configure call display features via web user interface:

1. Click on Settings ->Call Display .
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2. Select the desired value from the pull-down list of Display Called Party Information

3.  Select the desired value from the pull-down list of Call Information Display Method

Log Out
English(English) v

Yealink | wsoe

|| Account || Network || | | Directory || Security |

Preference CallDssplay, NOTE
Display Called Party Information Enabled v
Time & Date call Display
Call Information Display Method Name+Number A Display called party information
call Displ allows the IP phaone to present
a LR the callee identity in addition to
Confirm Cancel the presentation of caller identity
Upgrade when it receives an incoming

call.

4. Click Confirm to accept the change.

Number Assignment
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After the handset is registered to the base station, you can assign one or more outgoing lines or
incoming lines for the handset.

The handset can only use the assigned outgoing line(s) to place calls. When multiple outgoing
lines are assigned to the handset, the handsetuses the first line asthe default outgoing line. You
can change the default outgoing line of the handset.

The handset can only receive incoming callsof the assigned incoming line(s). You can assign

incoming lines to all handsets that registered to the same base station on your handset.

Procedure

Number Assignment can be configured using the following methods .

Configure the incoming lines of
the handset.

Parameter :

handset.X.incoming_lines

Configure the outgoing lines of

the handset.

Configu ration File y000000000077.cfg
Parameter :

handset.X.dial_out_lines

Configure the default outgoing

line of the handset.
Parameter:

handset.X.dial_out_default_line

Configure the incoming lines of

the handset.
Web User Interface
Configure the outgoing lines of

the handset.
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Configure the default outgoing
line of the handset.

Navigate to :

http://<phonelPAddress>/serviet?

p=account-assignment&g=load

Configure the incoming lines of
the handset.

Configure the outgoing lines of
Handset User Interface
the handset.

Configure the default outgoing
line of the handset.

Details of Configuration Parameters:

Parameter s Permitted Values Default
handset.X.incoming_lines Refer to the following
Integer from 1to 8
(X ranges from 1 to 8) content
Description :

Configures the lines to receive incoming calls for handset X.
Multiple line IDs are separated by commas.
1-Line 1

2-Line 2

3-Line 3

4-Line 4

5-Line 5

Default value:

The incoming line for handset 1 is line 1.

The incoming line for handset 2 is line 2.

The incoming line for handset 3 is line 3.

The incoming line for handset 4 is line 4.

The incoming line for handset 5 is line 5.

Web User Interface:

Account->Number Assignment->Incoming lines
Handset User Interface:

OK->Settings->Telephony->Incoming Lines (Default PIN:0000 ->HandsetX

handset.X.dial_out_lines Refer to the following
Integer from 1to 8
(X ranges from 1 to 8) content
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Parameter s

Permitted Values

Default

Description :

Configures the lines to place outgoing calls for handset X.

Multiple line IDs are separated by commas.

1-Line 1
2-Line 2
3-Line 3
4-Line 4
5-Line 5

Default value:

The outgoing line for handset 1 is line 1.
The outgoing line for handset 2 is line 2.
The outgoing line for handset 3 is line 3.
The outgoing line for handset 4 is line 4.

The outgoing line for handset 5 is line 5.

Web User Interface:

Account->Number Assignment->Qutgoing lines

Handset User Interface:

None

handset.X.dial_out_default_line

(X ranges from1 to 8)

Integer from 1to 8

Refer to the following

content

Description :

Configures the default line to place outgoing calls for handset X.

Default value:

The default outgoing line for handset 1 is 1.

The default outgoing line for handset 2 is 2.

The default outgoing line for handset 3 is 3.

The default outgoing line for handset 4 is 4.

The default outgoing line for handset 5 is 5.

Note: It works only if the line you want to select to be default outgoin g line should be

configured as outgoing line for handset X in advance.

Web User Interface:

Account->Number Assignment->Qutgoing lines ->Default

Handset User Interface:

OK->Settings->Telephony->Default Line
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To assign the incoming line of the handset via web  user interface:

1. Click on Account ->Number Assignment .

2. To assign incoming lines, to check the desired account from Line No.&Name field to the
corresponding handset in the Handset No. field.

Log Out

Englsh(Engish) -

Yealink|wes

Status Account Network Features Settings Directory

Register e e
Line No.&Name
Basic it Tt-note
Codec Handset No. @ 1023 @ 104 @ 1045 @ ® [l You can ciick here to get
more guides.
Advanced Handset 1 O 0 O 0
e 2] Handset 2 0 &l a
Assignment g Handset 3 0 0 0 0
Handset Name Handset 4 B | B Il a
g Handset 5 M ] 0 0 [l
Outgoing fines
Line No.&Name
Handset No. 1023 @ 104 @ 1045 @ ® Default
Handset 1 = (F] I (F] 3 -
2] Handset 2 0 al ] 1~
(3] Handset 3 = = i = 2 -
Handset 4 s} O s} al a 4 -
(5] Handset 5 & - & o ] 5 -
Confirm Cancel

3. Click Confirm to save the change.
To assign the incoming line to handsets  via handset user interface :

7. PressOK to enter the main menu.
8. SelectSettings ->Telephony ->Incoming Lines .
9. Enter the system PIN (default: 0000), and then press theéDone soft key.

The LCD screen displays all handsets mgistered to the base station. The handset itself is

highlighted and followed by a left arrow.
10. Press A or V¥ to highlight the desired handset, and then press the OK soft key.
11. Press d or P to selectAccept from the desired line fields.
12. Press theSave soft key to accept the change.
13. Press theBack soft key to return to the previous screen.
14. Repeat steps 58 to assign incoming lines for other handsets.

If a line is assigned to multiple handsets as an incoming line, an incoming call to this line
will cause these handsets to ring simultaneously, but the incoming call can be only
answered by one of them.
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To assign the outgoing line of the handset via web user interface:

1. Click on Account ->Number Assignment .

2. To assign outgoing lines, to check the desired accowunt from Line No.&Name field to the
corresponding handset in the Handset No. field.

3. Select the desired default outgoing line number from the pull -down list of corresponding

Default .
Log Out
.
Yealink | wee

Status Account Network Features Settings Directory

Register QEering TS NOTE
Line No.&Name
Basic it it-note
Codec Handset No. @ 1023 @104 @ 1045 @ ® 8 You can cick here to get
more guides.

Advanced Handset 1 ] | - 0
. 2] Handset 2 o [l ]
Assignment g Handeats = = O o
Handset Name Handset 4 B | ] Il a

g Handset 5 0 (] 0 ] [l

Outgoing fines
Line No.&Name
Handset No. @ 1023 @ 104 @ 1045 @ ® Default

Handset 1 = (F] I (F] 3 -

2] Handset 2 0 al ] 1~

(3] Handset 3 = = i = 2 -

Handset 4 s} O s} al a 4 -

5] Handset 5 ] = ] - & 5~

Confirm Cancel

4. ClickConfirm to save the change.
To change the default outgoing line of the handset via handset user interface :

1. PressOK to enter the main menu.
2. SelectSettings ->Telephony ->Default Line .

The LCD screen displays all outgoing lines currently assigned to the handset. The default

outgoing lin e is highlighted and followed by a left arrow.
3. Press A or ¥ to highlight the desired line, and then press the OK soft key.

The default outgoing line is changed successfully.

Display Method on Dialing

When the handset is on the pre-dialing or dialing screen, the account information will be
displayed on the LCD screen

You can customize the account information to be displayed on the handsets as required. DECT
IP phones support three account information display methods: Label, Display Name or User

Name. You can also hide the account information display.
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Procedure

Display method on dialing can be configured using the following methods.

Configure display method on dialing.
Central Provisioning
y000000000077.cfg Parameter:
(Confi guration File)
features.caller_name_type_on_dialing

Configure display method on dialing.

Navigate to :
Web User Interface

http://<phonelPAddress>/serviet?p=fe
atures-general&q=load

Details of Configuration Parameter s:

Parameter s Permitted Values Default

features.caller_name_type_on_dialing 1,20r3 3

Description :

Configures the account information displayed on the top center of the LCD screen when the
DECT IPphone is on the pre-dialing or dialing screen.

1-Label
2-Display Name
3-User Name

Note : 't works only i f tadsceuntXaideulecal mmdimbér.bnabl®Z airs
to O (Disabled).

Web User Interface:
Features>General Information->Display Method on Dialing
Handset User Interface :

None

account.X.hide_local_number.enable
Oorl 0
(X ranges from 1 to 8)

Description :

Enables or disables the handset to hide the account information on the pre-dialing, dialing

or ringing screen.
1-Disabled
1-Enabled

If it is set to 1 (Enabled), the LCD screen will display Line XX{ ranges from 1 to 8 for the

corresponding account) instead of account information.

Web User Interface:
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Parameter s Permitted Values Default

None
Handset User Interface:

None

To configure display method on dialing via  web user interface:

1. Click on Features->General Information

2. Select the desired value from the pull-down list of Display Method on Dialing

Log Out

Englsh(Engish) =

Yealink | wes

Status Account Network Features Settings Directory

General Information
Forward&DND NOTE
Call Waiting Enabled -
General call waiting
Information Call waiting On Cade It allows 1P phones to receive a
new incoming call when there is
Audio Call Waiting Off Code already an active call.
Key As Send = - Auto Redial
Transfer It allows IP phones to
Reserve # in User Name Disabled - automatically redial a busy
Call Pickup number after the first attempt.
Busy Tone Delay (Seconds) 3 -
Key As Send
Phone Lock Return Code When Refuse 486 (Busy Here) - CSSIQHS"#"W "*" as the send
ey.
Return Code When DND 480 (Temporarily Unavailz ~
Power LED (Temporarily < Hotline
Feature Key Synchronization Disabled - IF phone will automatically dial
out the hotline number when
lifting the handset, pressing the
speakerphaone key or the line key.
call completion
Reboot in Talking Disabled - It allows users to monitor the
busy party and establish a call
| Display Method on Dialing User Name - | when the busy party becomes
available to receive a call.
End Call On Hook Alviays -
[T You can dick here to get
(oo (o ] g

3. Click Confirm to accept the change.

Time and Date

DECT IRhones maintain a local clock. The time and date can be displayed in several formats on
the idle screen of handset. You can select one of thedefault time/date formats or customize the
date format.

There are 2 available time formats:J12 HourD@r j24 HourDE or exampl e, f or the ti me
Hour DZ t hle displayaein 22-hdud format with AM or PM specified. For the time
format [ 24 Hour DZ t he -hdumiegmaté.d., D:00PM dishlays asl2E00e d i n 24

Thetime formats available:

Time Format Example
12 Hour 09:39 PM
24 Hour 21:39
There are 7 available date formats by default. For example, for the date for ma

MMMDZWWWDZ r epresents the aaybr g DDBZ sthepwoedfgic dapr e we e k
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and ] MMMDZ sthreginstt¢hsee letters of the month.

The date formats available:

Date Format Example (2016-09-02)
WwWww MMM DD Fri. Sep 02
DD-MMM -YY 02-Sep-16
YYYYMM-DD 2016-09-02
DD/MM/YYYY 02/09/2016
MM/DD/YY 09/02/16
DD MMM YYYY 02 Sep2016
WWW DD MMM Fri. 02 Sep

Yealink DECT IPphones also support customizing date format. For example,
YYYYMMM -DDD-WWW, and W,MD, etc. For more information, refer to Time and Date Settings

on page 168.

The following table lists available configuration methods for time and date.

Option

Configuration Methods

NTP time server

Configuration Files

Web User Interface

Configuration Files

Time Zone
Web User Interface
Web User Interface
Time
Handset User Interface
Configuration Files
Time Format Web User Interface
Handset User Interface
Web User Interface
Date

Handset User Interface

Date Format

Configuration Files
Web User Interface

Handset User Interface

Date Format (custom)

Configuration Files

Daylight Saving Time

Configuration Files

Web User Interface
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NTP Time Server

A time server is a computer server that reads the actual time from a reference clock and
distributes this information to the clients in a network. The Network Time Protocol (NTP) is the

most widely used protocol that distributes and synchronizes time in the network.

The DECT IRphones synchronize the time and date automatically from the NTP time server by
default. The NTPtime serveraddresscan be offered by the DHCPserveror configured manually.
NTP by DHCP Priority feature can configure the priority for the DECT IRphone to use the NTP
time server address offered by the DHCP server or configured manually.

Time Zone

A time zone is a region on Earth that has a uniform standard time. It is convenient for areas in
close commercial or other communication to keep the same time. When configuring the DECT
IP phone to obtain the time and date from the NTP time server, you must se the time zone.

Procedure

NTP time server and time zonecan be configured using the following methods.

Configure NTP by DHCP priority
feature and DHCP time feature.

Parameters:

local_time.manual_ntp_srv_prior

local_time.dhcp_time

Central Provisioning Configure the NTP server, time zone.
<MAC> .cfg
(Configuration File) Parameters:
local_time.ntp_serverl
local_time.ntp_server2
local_time.interval

local_time.time_zone

local_time.time_zone_name

Configure NTP by DHCP priority

feature and DHCP time feature.

Configure the NTP server, time zone.
Web User Interface
Navigate to :

http://<phonelPAddress>/serviet?p

=settings-datetime&q=load
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Details of Configuration Parameters:

Parameter s Permitted Values Default

local_time.manual_ntp_srv_prior Ooril 0

Description :

Configures the priority for the DECT IRphone to use the NTP serveraddress offered by the
DHCP server.

0-High (use the NTP serveraddress offered by the DHCPserver preferentially)
1-Low (use the NTP serveraddress configured manually preferentially)

Web User Interface:

Settings->Time & Date->NTP by DHCP Priority

Handset User Interface :

None

local_time.dhcp_time Oorl 0

Description :

Enables or disables theDECT IRphone to update time with the offset time offered by the
DHCP server.

0-Disabled

1-Enabled

Note : It is only available to offset from Greenwich Mean Time (GMT)
Web User Interface:

Settings->Time & Date->DHCP Time

Handset User Interface :

None

local_time.ntp_serverl IP address or domain name | cn.pool.ntp.org

Description :

Configures the IP address or the domain name of the NTP server 1.

The DECT IRphone will obtain the current time and date from the NTP server 1.
Example:

local_time.ntp_serverl = 192.168.0.5

Web User Interface:

Settings->Time & Date->Primary Server

Handset User Interface :
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Parameter s Permitted Values Default
None
local_time.ntp_server2 IP address or domain name pool.ntp.org
Description :

Configures the IP address or the domain name of the NTPserver 2.

If the NTP server 1 is not configured( conf i gured by the par ame
or cannot be accessed, theDECT IFphone will request the time and date from the NTP

server 2.

Example:

local_time.ntp_server2 = 192.168.0.6

Web User Interface:

Settings->Time & Date->Secondary Server
Handset User Interface :

None

local_time.interval Integer from 15 to 86400 1000

Description :
Configures the interval (in seconds) to update time and date from the NTP server.

Example:
local_time.interval = 1000

Web User Interface:
Settings->Time & Date ->Update Interval (15~86400s)
Handset User Interface :

None

local_time.time_zone -11to +14 +8

Description :

Configures the time zone.

For more available time zones, refer to Appendix B: Time Zoneson page 467.
Example:

local_time.time_zone = +8

Web User Interface:

Settings->Time & Date->Time Zone

Handset User Interface :

None
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Parameter s Permitted Values Default

local_time.time_zone_name String within 32 characters China(Beijing)

Description :
Configures the time zone name.

The available time zone namesdepend on the time zone configured by the parameter
jlocal _time.time_zoneDZ For more informat

time zone, refer to Appendix B: Time Zoneson page 467.

Example:

local_time.time_zone_name = China(Beijing)

Note: It works only ifthevalueof t he parameter Jlocal _ti me
(Automatic) and the parameter Jlocal _ti me

Web User Interface:
Settings->Time & Date->Location
Handset User Interface :

None

To configure NTP by DHCP priority  feature via web user interface:

1. Click on Settings ->Time & Date .

2. Select the desired value from the pull-down list of NTP by DHCP Priority .

Log Out

English(English) -

Yealink | weos

Account Features Settings Directory

Time&Date
Preference
DHCP Time Disabled -
Time & Date Time and Date
Manual Time Disabled - It displays on the idle screen of IP
Call Display phanes.
Time Zone +8 China. Singapore. Australia -
Time Zone
Upgrade Daylight Saving Time © Automatic & Enabled © Disabled A time zone is a region on Earth
that has a uniform standard time.
Auto Provision Fixed Type © DST by Date © DST by Week It is convenient for areas in clse
commercial or other
Start Date Month Day ot communication to keep the same
Configuration time.
End Date Month Day Hour e
i rver
el Offset(minutes) e The P phones synchronize the
) time and date automatically from
Voice NTP by DHCP Priority High . the NTP time server by default.
Tones oLt Daylight Saving Time
Frimary Server cn.pool.ntp.arg It is the practice of temporary
Secondary Server time.windows.com ghenohadode i maihe
TR069 ) - - summer time so that evenings
have more daylight and mornings
Voice Monitoring Update Interval (15~86400s) 86400 e e et
S four 24 adjusted farward ane hour at the
(3R our v start of spring and backward in
sSIp autumn.
Date Format VWA MMM DD -
[& You can ciick here to get
Confirm Cancel more guides.

3. Click Confirm to accept the change.
To configure the NTP server, time zone via web user interface:

1. Click on Settings ->Time & Date .

2. SelectDisabled from the pull -down list of Manual Time .
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3. Select the desired time zone from the pull-down list of Time Zone.
4. Select the desired location from the pull-down list of Location .

5. Enter the domain name or IP addressin the Primary Server and Secondary Server field

respectively.

6. Enter the desired time interval in the Update Interval (15~86400s) field.

Log Out

Englsh(Engish) v

Yealink lwees

Status Account Network Features Settings Directory

Time&Date
Preference LLEE
DHCP Time Disabled hd
Time & Date Time and Date
Manual Time Disabled - It displays on the idle screen of IP
Call Display phones.
Time Zone +8& China, Singapore, Australia -
Time Zone
Upgrade Daylight Saving Time © Automatic © Enabled © Disabled A time zone i a region on Earth
that has a uniform standard time.
Auto Provision Fixed Type © DST by Date ) DST by Week It is convenient for areas in close
commercial or other
Start Date Month Day Hour communication to keep the same
Configuration time.
End Date Month Day Hour T
Dial Plan rver
Offset(minutes) 60 The IP phones wnchrup\ze the
_ time and date automatically from
Voice NTP by DHCP Priority High - the NTP time server by default.
Tones P s 192.168.0.5 Dayiight Saving Time
rimary server It is the practice of temporary
advancing clocks during the
TR069 Secondary Server 192.168.0.6 summer time so that evenings
have more daylight and mornings
Voice Monitoring Update Interval (15~864005) 1000 have less. Typically, clocks are
ToaE 5 Hour 24 - adjusted forward one hour at the
ime Forma our start of spring and backward in
SIP autumn.
Date Format VWWW MMM DD -
[@ You can click here to get
Confirm Cancel more guides.

7. Click Confirm to accept the change.

Time and Date Settings

You can set the time and date manually when DECT IRphones cannot obtain the time and date
from the NTP time server. The time and date display can use one of several different formats.

You can customizedate format as required.

You need to know the following rules when customizing date formats:

Format Description

It represents a two-digit year.
YIYY
For example, 16, 17, 18A

Y is used more than twice | It represents a four-digit year.

(e.9., YYY, YYYY) For example, 2016, 2017,

It represents a two-digit month.
M/MM

For example, 01, 02, A, 1]

It represents the abbreviation of the month.
MMM )
For example, Jan, Feb, A,

M is used more than three | It represents the long format of the month.

times (e.g., MMM, For example, January, FebruaryMarchA, Dec e
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Format

Description

MMMM)

D is used more than once
(e.g., DD)

It represents a two-digit day.

For example, 01,

02, A, 3]

WIWW

It represents the abbreviation of the day of week.

For exampl e,

Mon, Tue, A,

W is used three times or
more than three times
(e.g., WWW, WWWW)

It represents the long format of the day of week.

For example,Mond ay,

Tuesday, A,

Procedure

Time and date can be configured using the following methods.

Central Provisioning

(Configuration File)

<MAC> .cfg

Configure the time and date

manually.
Parameter:

local_time.manual_time_enable

Configure the time and date formats.
Parameter s:
custom.handset.time_format

custom.handset.date_format

Customize the date format.
Parameter :

Icl.datetime.date.format

Web User Interface

Configure the time and date

manually.
Configure the time and date formats.
Navigate to :

http://<phonelPAddress>/serviet?p

=settings - datetime&q=load

Handset User Interface

Configure the time and date

manually.

Configure the time and date formats.
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Details of Configuration Parameters:

Parameter s Permitted Values Default

local_time.manual_time_enable Ooril 0

Description :

Enables or disables theDECT IFphone to obtain time and date from manual settings.
0-Disabled (obtain time and date from NTP server)

1-Enabled (obtain time and date from manual settings)

Web User Interface:

Settings->Time & Date->Manual Time

Handset User Interface :

None

custom.handset.time_format Oorl 1

Description :

Configures the time format for all registered handsets.
0-Hour 12

1-Hour 24

If it is set to O (Hour 12), the time will be displayed in 12-hour format with AM or PM
specified.

If it is set to 1 (Hour 24), the time will be displayed in 24-hour format (e.g., 2:00 PM displays
as 14:00).

Note: It works only if the value of the parameter

jauto_provision. handssetttol¢fmabled.gur ed. enabl e
Web User Interface:

Settings->Time & Date->Time Format

Handset User Interface :

OK->Settings->Display->Time Format

custom.handset.date_format 0,1,2,3,4,50r6 0

Description :

Configures the date format for all registered handsets.
0-WWww MMM DD

1-DD-MMM -YY

2-YYYYMM-DD

3-DD/MM/YYYY
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Parameter s Permitted Values Default

4-MM/DD/YY
5-DD MMM YYYY
6-WwWw DD MMM

Note:] WWWDZ r epresents the abbrevi at i o-digitady, t K
] MMMDZ represents the first trdpresmds alfoartdigityeas
and ] YYDZ r e pdigi gearnThesvalue canfigured by the parameter

Jjlcl.datetime.date. formatDZtakes pr ec Hwoes
only if the value of the parameteild elDAuto s
(Enabled).

Web User Interface:
Settings->Time & Date ->Date Format
Handset User Interface :

OK->Settings->Display->Date Format

Icl.datetime.date.format String Blank

Description :
Configures the format of date string .
Y = year, M = month, D = day, W = day of week
Value formats are:
Any combination of W, M, D and the separator (e.g., space, dash, slash)
Example:
Icl.datetime.date.format = W,MD
Thehandsetwi | | di spl ay the dat ed0420).] W, MDDZ f or n
Any combination of Y, M, D, W and the separator (e.g., space, dash, slagh
Example:
Icl.datetime.date.format = YYYY¥MMM -DDD-WWW

Thehandsetwi | |  di spl ay -MKM-DORxWWWDZnf g evgyarty (
2016-Apr-20-Wednesday).

Note:] Y DZ DZ' Y DZ atwopdigieyea,mtos e t han two J YDZI eta
four-digit year,] MPAMMMDZ r e patwosdginment h, | MMMDZ r epr es €
abbreviation of the month, t hr ee or mor e t han MMM repesgntthbz
long formatofthe month, one or mor e (e.4,DBD)repnesenty DDZdigit day,
] WDEWDZ r epresents the abbr etvhiraete oonr onfio rteh et
(e.g., WWW) representthe long format of the day of week . It works only if the value of the

parameter Jauto_provision.handset _configu
Web User Interface:

None
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Parameter s Permitted Values Default

Handset User Interface :

None

To configure the time and date manually  for all registered handset s via web user
interface:

1. Click on Settings ->Time & Date .

2. SelectEnabled from the pull -down list of Manual Time .

3. Enter the time and date in the corresponding fields.

Log Out
English(English) ¥

Yealink | weos

Account Network Directory Security

Time&Dat
Preference imefbate NOTE
DHCP Time Disabled v
Time & Date Time and Date
Manual Time Enabled hd It displays on the idle screen of
N IP phones.
Call Display Date Year 2017 | Month |7 Day | 25
Time Zone
Upgrade Ti H 18 Minute |5 Second | 50 A time zone is 2 region on Earth
N me our e =con that has a uniform standard

: time. It is convenient for areas in
v

UL Hour 24 close commercial or other

communication to keep the

Auto Provision
Date Format WWW MMM DD M

Configuration same time.
NTP Server

Dial Plan Confinm Cancel The IP phones synchronize the
timg and st ) e

4. Click Confirm to accept the change.
To configure the time and date format s for all registered handset s via web user interfa ce:

1. Click on Settings ->Time & Date .
2. Select the desired value from the pull-down list of Time Format .

3. Select the desired value from the pull-down list of Date Format .

Log Out
English(English) v

Yealink | wsos

Account Directory Security
o rarss Time&Date NOTE
DHCP Time Disabled v
Time & Date Time and Date
Manual Time Diszbled A 1t displays on the idle screen of
~ 1P phones.
Call Display Time Zone +8 China, Singapore, Australiz, Russia ¥
Time Zone
Upgrade O A time zone is a region on Earth
pg Daylight Saving Time Automatic Enabled Disabled that s 3 unifarm stendard
= time. Tt is convenient for areas in
Auto Provision LELET China(Beijing) T close commercial or other
communication to keep the
Fixed Type DST by Date DST by Wesk
Configuration I
Start Date Month Day Hour NTP Server
Dial Plan The 1P phones synchronize the
End Date Month Day Hour time and date automatically from
_ the NTP time server by default.
Voice Offset(minutes)
Daylight Saving Time
NTP by DHCP Priori High v 1t is the practice of temporary
Tones v i advancing clocks during the
summer time so that evenings
TRO69 Primary Server cn.pool.ntp.org have more daylight and
= dary S |.ntp.on momings have less. Typically,
_ . IO R LR pool.ntp.org clocks are adjusted forward one
Voice Monitoring hour at the start of spring and
Update Interval (15~86400s) 1000 backward in autumn.
S Time Format Hour 24 A
Date Format WWW MMM DD v
Confirm Cancel

4. Click Confirm to accept the change.
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Note

To configure time and date manually via handset user interface :

1. PressOK to enter the main menu.
SelectSettings ->Date & Time .

Edit the current value in the Date and Time field respectively.

L

Press theSave soft key to accept the change.

The date and time displayed on the LCDscreen will change accordingly.
To configure the time format  via handset user interface :

1. PressOK to enter the main menu.
SelectSettings ->Display ->Time Format.

Press A or ¥ to highlight the desired time format.

p wN

Press theChange soft key.

The radio box of the highlighted time format is marked.
The time format displayed on the LCD screen will be changed accordingly.
To configure the date format  via handset user interface :

1. PressOK to enter the main menu.

2. SelectSettings ->Display ->Date Format .

3. Press A or ¥ to highlight the desired date format.
4. Press theChange soft key.

The radio box of the selected date format is marked.

The date format displayed on the LCD screen will be changed accordingly.

Before you configure date and time manually via handset user interface you should enable the
Manual Time via web user interface first, or it would not take effect.

Daylight Saving Time (DST)

Daylight Saving Time (DST) is the practice of temporary advancing clocks during the summer
time so that evenings have more daylight and mornings have less. Typically, clocks are adjusted
forward one hour at the start of spring and backward in autumn. Many countries have used the
DST at various times, details vary by location. By default, the DSTs set to Automatic, so it can be
adjusted automatically from the current time zone configuration. You can configure DST forthe

desired area as required.
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Procedure

Daylight saving time can be configured using the following methods.

Central Provisioning
<MAC> .cfg
(Configuration File)

Configure DST.
Parameters:
local_time.summer_time
local_time.dst_time_type
local_time.start_time
local_time.end_time

local_time.offset_time

Web User Interface

Configure DST.
Navigate to :

http://<phonelPAddress>/servlet?p=setting
s-datetime&q=load

Details of Configuration Parameters:

Parameter s

Permitted Values

Default

local_time.summer_time

0,1o0r2 2

Description :

Configures Daylight Saving Time (DST) feature.

0-Disabled
1-Enabled

2-Automatic

Note : If there is no available time zone name for the configured time zone, you can set the

value of the

time manually.

Web User Interface:

Settings->Time & Date->Daylight Saving Time

Handset User Interface :

None

par ameter

jlocal _ti me. summer

local_time.dst_time_type

Oorl 0

Description :

Configures the Daylight Saving Time (DST)}ime type.

0-DST ly Date
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Parameter s Permitted Values Default
1-DST by Week
Note : It works only if the value of the parameterj | ocal _ti me. summer _t

(Enabled).

Web User Interface:

Settings->Time & Date->Fixed Type
Handset User Interface :

None

local_time.start_time Time 1/1/0

Description :
Configures the starting time of the Daylight Saving Time (DST)
Value formats are:

Month/Day/Hour (for DST by Date)

Month/ Week of Month/Day of Week/ Hour of Day (for DST by Week)
I'f Jlocal _ti me. ds tDST ly Duate), tsg theenlaipings set to O
Month : 1=Jaruary, 2=February, A, 1&mb&@e c
Day: 1=the firstdayinamonth, A, 31= the |l ast day in a m
Hour:0=0am, 1=1a m, A, 11pn3 =
Example:
local_time.start_time = 1/1/2
I'f Jlocal _ti me. ds tDST lyWeek),tusephe Ddpping: set to 1
Month : l1=January, 2=February, A, l12=December
Week of Month : 1=the firstweekinamont h, A, 5=t he | ast week
Day of Week : 1=Monday, 2=Tuesday, A, MaySun
Hour of Day : 0=0am, 1=1a m, A, 11@n3 =
Example:
local_time.start_time = 1/1/7/0

Note : It works only if the value of the parameterj | ocal _ti me. summer _t
(Enabled)

Web User Interface:
Settings->Time & Date->Start Date
Handset User Interface :

None

local_time.end_time Time 12/31/23
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Parameter s Permitted Values

Default

Description :
Configures the ending time of the Daylight Saving Time (DST)
Value formats are:
Month/Day/Hour (for DST by Date)
Month /Week of Month/ Day of Week/Hour of Day (for DST by Week)

I'f Jlocal _ti me. ds {DST hyDate) use theeanBgpings

Hour:0=0am,1=1am, A, 23=11pm
Example:
local_time.start_time = 12/12/22

I'f Jlocal _ti me. ds (DSThywWeek)tuse the mapging:

set to

Day:1=t he first day in a month,A, 31= the

set to

0

Month: 1=January, 2=February, A, l12=December

1

Month: 1=January, 2=February, A, 12=December

Web User Interface:
Settings->Time & Date ->Offset(minutes)
Handset User Interface :

None

Week of Month : 1=the first week in a month, A, 5
Dayof Week: 1=Monday, 2=Tuesday, A, 7=Sunday
HourofDay: O0=0am, 1=1am, A, 23=11pm

Example:

local_time.start_time = 4/3/2/3

Note : It works only if the value of the parameter] | ocal _ti me. summer _t
(Enabled).

Web User Interface:

Settings->Time & Date->End Date

Handset User Interface :

None

local_time.offset_time Integer from -300 to 300 Blank
Description :

Configures the offset time (in minutes) of Daylight Saving Time (DST)

Note : It works only if the value of the parameterj | ocal _ti me. summer _t
(Enabled).
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To configure the DST via web user interface:

1. Click on Settings ->Time & Date .

2. SelectDisabled from the pull -down list of Manual Time .

3. Select the desired time zone from the pull-down list of Time Zone .
4

Enter the domain name or IP address in thePrimary Server and Secondary Server field
respectively.

o

Enter the desired time interval in the Update Int eral (15~86400s) field.

6. Mark the Enabled radio box in the Daylight Saving Time field.

- Mark the DST by Date radio box in the Fixed Type field.

Enter the starting time in the Start Date field.

Enter the ending time in the End Date field.

S
Log Out
- English(English) ¥
Yealink | wsoe
Account Directory Security
oo Time&Date NOTE
DHCP Time Disabled A
Time & Date Time and Date
Manual Time Disabled A It displays on the idle screen of
~ 1P phones.
Call Display Time Zong +8 China, Singapore, Australia, Russia ¥
Time Zone
Upgrade Daylight Saving Time Automatic ® Enabled ) Disabled A time zone Is 2 region on Earth

that has a uniform standard
time. It is convenient for areas in

. .
Auto Provision ezl e B et | 2 Bk close commercial or other
Start Date Month | 1 Day |1 Hour 2 commgnica‘mon mlzziis
Configuration Sz
End Date Month | 12 Day | 12 Hour | 22 NTP Server
Dial Plan The IP phones synchronize the
Offset{minutes) time and date automatically from
_ the NTP time server by default.
Voice NTP by DHCP Priority High v
Daylight Saving Time
Primary Server cn.paol.ntp.or Tt is the practice of temporary
Tones ¥ P P09 advancing clocks during the
- summer time so that evenings
TRO69 Sacondary Server pool.ntp.org e T

mamings have less. Typically,

_ - Update Interval (15~86400s) 1000 clocks are adjusted forward one
Voice Monitoring hour at the start of spring and
Time Format Hour 24 v backward in autumn.
S Date Format VAW MMM DD v
[ confim_| [ |

- Mark the DST by Week radio box in the Fixed Type field.
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Select the desired values of DST Start Month, DST Start Week of Month, DST Start
Day of Week, Start Hour of Day; DST Stop Month, DST Stop Week of Month, DST
Stop Day of Week and End Hour of Day from the pull-down lists.

Yealink |wse

Preference
Time & Date
Call Display
Upgrade

Auto Provision

Configuration

| Account ||
Time&Date
DHCP Time

Manual Time

Time Zane

| Directory ||

Disabled v

Disabled v

+8 China. Singapore. Australiz. Russiz ¥

Daylight Saving Time
Fixed Type
Start Date

End Date

Automatic ®' Enabled Disabled
DST by Date '® DST by Wesk
Jznuary ¥ || First In Mo ¥ | Sunday ¥ || 00:00 ¥

Jznuary ¥ || First In Mo ¥ | Sunday ¥ || 00:00 ¥

Log Out
English(English) v

Security |

NOTE

Time and Date
It displays on the idle screen of
1P phones.

Time Zone

A time zone is a region on Earth
that has & uniform standard
time. It is convenient for areas in
close commercial or other
communication to keep the
same time.

NTP Server

Dial Plan The IP phones synchronize the

Offset{minutes) time and date automatically from
_ the NTP time server by default.
Voice NTP by DHCP Priority High v
Daylight Saving Time
Primary Server cn.pool.ntp.or It is the practice of temporary
Tones v P p-010 advancing clocks during the
summer time so that evenings
TRO69 Secondary Server pool.ntp.org T ]
momings have less. Typically,
: . Update Interval (15~86400s) 1000 clacks are adjusted forward ane
Voice Monitoring = hour at the start of spring and
Time Formsat Hour 24 backward in autumn.
BLE Date Format VAW MMM DD v
Confirm Cancel

7. Enter the desired offset time in the Offset(minutes) field.

8. Click Confirm to accept the change.

Customizing an Auto DST Template File

The time zone and corresponding DST pre configurations exist in the AutoDSTfile. If the DST is
set to Automatic, the DECT IRphone obtains the DST configuration from the AutoDST file. You
can customize the AutoDST file if required. The AutoDST file allows you toadd or modify time
zone and DSTsettings for your area each year.

Before customizing, you need to obtain the AutoDST file. You can ask the distributor or Yealink
FAEfor DST template. You can also obtainthe DST template online:
http://support.yealink.com/documentFront/forwardToDocumentFrontDisplayPage . For more
information on obtaining the template file, refer to Obtaining Boot Files/Configuration

Filed ResourceFileson page 88.

The following table lists description of each element in the template file:

Element Type Values Description
DSTData | required no File root element
DST required no Time zone 1|
element
szTime required [+/-1[X]:[Y], X=0~14, Y=0~59 Time Zone
String (if the content is more
szZone required than one city, it is the best to Time Zone name
keep their daylight saving time

178


http://support.yealink.com/documentFront/forwardToDocumentFrontDisplayPage

Configuring Basic Features

Element

Type

Values

Description

the same)

iType

optional

0/1
0: DST by Date
1: DST by Week

DST time type

(This item is needed if
you want to configure
DST)

szStart

optional

Month/Day/Hour
Month: 1~12
Day: 1~31
Hour: 0 (midnight)~23
Month/Week of Month/Day of
Week/Hour of Day (for
iType=1)

Month: 1~12

Week of Month: 1~5 (the last
week)

Day of Week: 1~7

Hour of Day: 0 (midnight)~23

(for iType=0)

Starting time of the DST

szEnd

optional

Sameas szStart

Ending time of the DST

szOffset

optional

Integer from -300 to 300

The offset time (in
minutes) of DST

When customizing a n Auto DST file, learn the following:

<DSTData> indicates the start of a template and </DSTData> indicates the end of a

template.

Add or modify time zone and DST settings between <DSTData> and </DSTData>.

The display order of time zone is corresponding to the szTime order specified in the
AutoDST.xml file.

If the starting time of DST is greater than the ending time, the valid time of DST is from the

starting time of this year to the ending time of the next year.

Customizing a n Auto DST file:

1. Open the AutoDST file using an ASCII editor.

2. Add or modify time zone and DST settings as you want in the AutoDST file.

Example 1
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To modify the DST settings for the existingt i me

zone J+5 Pakistan(l sl amaba

DST settings for theexistingt i me

zo3nde Ijn+d5 a( Cal cutta) DZ

180

AutoDSTxml* x

<DaT szZons="Fazakhstan (Astana,Zlmaty)"/>

<DST szZone="Russia (Novosibirsk, Omsk)" />
<DST szZone="Myanmar (Naypyitaw)" />
<D8T szhone="Russia (Krasnoyarsk)" />

<D3T
<DST szTime="+8"
<DST szTime="+8"

szZone="Thailand (Bangkok) "/>
hina(Beijing)"/>
szZone="Singapcre (Singapezre)” />

[ T 0 . . ..,..70 ... 80 90, L o1eg,
<DST szTime="+3:30" Iran(Teheran)” iType= "3/22/0" 0"  szOffset=
<DST szTime="+4" rmenia (Yerevan)" iTyp sz8tar 3/5/7/2" /5/7/3" szoffse
<DST szTime="+4" szhone="Azerbaijan(Baku)" iType= 3/5/7/4" 5/7/5" s=szoffset=
<DST szTime="+4" szZons="Georgia (Thilisi)" />
<DsT i szZone="Razakhstan (Aktau)" />
<DST szZone ussia(Samara)" /> -
<psT szZone="Afghanistan (Rabul) "/> | Modifyit
<DST azakhstan (Agtobe) "/> iType="1" szStart="10/1/7/2" szEnd="4/1/7/3" sz0ffset="60"
<DST szZons="Eyrgyzstan (Bishkek)" />
I <DST akistan (Islamabad)" iType= szStart="4/15/0" szEnd="11/1/0" szOffset="60"/> I
DT Gssia(Chelyabinsk) " 7>
<D8T "India(Calcutta)"IiTypE:"l" sz8tart="9/5/7/3" szEnd="4/1/7/2" szoffsetz"E:"{>
<DST Nepal (Katmandu) "/>

Example 2:

Add a new time zone (+6 Paradise) with daylight saving time 30 minutes.

|AutoDST.xml  x
I N

v A0 A0 e S0 B0 B B

<DST szTime="+4:
<D8T szTime="+5"
<DST szTime="+5"
<DST szTime="+35"

Zfghanistan (Kabul) "/>
Razakhstan (Agtobe) "/>
"Eyrgyzstan (Bishkek)" />

szZone="Pakistan (Islamabad)"™ iType="0" szStart="4/15/0"

<DST szTime="+5" szZone="Russia (Chelyabinsk)" />
<DST szTime="+5:30" szZone="India(Calcutta)"/> ‘////
|<DST szTime="+5:45" sz@one="Nepal (Ratmandu)"/>

szEnd="11/1/0"

ICDST szTime="+6"

szZone="Paradise" iType="1" =zStart="3/5/7/2" szEnd="10/5/7/3" =z0ffset="30"/>

DaT
<DST szTime="+6&
<DST szTime="+6
<DST szTime=
<DST szTime="+7
<DST szTime="+8"
<DST szTime="+8"
<DST szTime="+8"
<DST szTime="+8"
<DST szTime="+8:45"
<DST szTime="+95"
<DST szTime="+3"
<DST szTime="+95"
<DST szTime="+3:
<DST szTime="+9:30
<DST szTime="+10"
<DST szTime="+10"

"Fazakhstan[&Astana, Almaty] ™
ussia(Novosibirsk, Omsk)"™ />
Myanmar (Naypyitaw)"™ />
ussia (Erasnoyarsk)" />
"Thailand (Bangkok)"/>
hina (Beijing)"/>
"Singapore (Singapore) " />
ustralia (Perth)" iType=
ussia(Irkutsk, Ulan-Ude)"/>

Eucla"/>

orea (Seoul) "/>

apan (Tokyo) "/>

"Russia (Yakutsk, Chita)"/>

Zustralia (Bdelaide)™ iType="1" sz3tart="10/1/7/2"
szZone="RZustralia (Darwin)™ />

szStart="10/1/7/2"

"Bustralia (Brisbane)"/>

szEnd="3/5/7/3"

szEnd="4/1/7/3

"Bustralia (Sydney,Melbourne,Canberra)" iType="1" szStart="10/1/7/2"

3. Save this fileand place it to the provisioning server (e.g., 192.168.1.100).

4. Specify the access URL of theAutoDST filein the configuration files.

Procedure

The access URL of theAuto DST file can be specified using the configuration files.

Specify the access URL of the

Central Provisioning AutoDST file.
<MAC> .cfg
(Configuration File) Parameter:
auto_dst.url
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Details of Configuration Parameter

Parameter Permitted Values Default

auto_dst.url URL within 511 characters Blank

Description :

Configures the access URL of theAutoDST file (AutoDST.xml).
Example:

auto_dst.url = tftp://192.168.1.100/AutoDST.xml

During the auto provisioning process, the DECT IFphone connects to the provisioning server
j192.168.1.100DZ AoD&E Tddwhleo d Aat oS T. x ml DZ
a new time zamda jupama ehdksBiSlamabaddZ a mdla (Galcutta)'
via web user interface: Settings ->Time & Date ->Time Zone.

Note : It works only if the value of the parameter "local_time.summer_time" is set to 2
(Automatic).

Web User Interface:
None
Handset User Interface :

None

Input Method

Specifying the Default Input Method

You can also specify the default input method for the DECT IFphone when searching for

contacts.

Procedure

Specify the default input metho ds using the configuration file .

Specify the default input method
when searching for contacts.

Configuration File y000000000077.cfg Parameter:

directory.search_default_input_meth
od
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Details of Configuration Parameter :

Parameter

Permitted Values

Default

directory.search_default_input_method

Integer from 1 to 12

Description :

1-Abc
2-123
3-ABC
4-abc
5-) i
6-AAR
7-ad
8-388
9-s§T
10-OB 9
11-¢ 1 I
12-y * «
Example:

directory.search _default_input_method = 1

Web User Interface:
None
Handset User Interface:

None

Directory, LDAP, Remote Phone Book or Blacklist.

interface at the path: OK->Settings ->Display ->Input Method .

Configures the default input method when the user searches for contacts in the Local

Note: It works only when the corresponding input method is enabled via handset user

To configure the input method  via handset user interface :

1. PressOK to enter the main menu.

2. SelectSettings ->Display ->Input Method .

The LCD screen displays all available input methods.

3. Press A or V¥ to highlight the desired input method .

4. Press theChange soft key to check or uncheck the checkbox.
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Key As Send

Key as send allows assigning the pound key(#Dor asteriskkey (j*D4s the send key.

Procedure

Key as send can be configuredusing the following methods.

Configure a send key.
Central Provisioning
y000000000077.cfg Parameter:
(Configuration File)
features.key_as_send

Configure a send key.

Navigate to :
Web User Interface

http://<phonelPAddress>/serviet?p
=features-general&g=load

Details of Configuration Par ameter:

Parameter Permitted Values Default

features.key_as_send 0,1lor2 1

Description :

Configures the "#" or "*" key as the send key.

0-Disabled

1-# key

2-* key

Ifitis setto O (Disabled) , nei t h e canpetised as thesend kelpZ
Ifitis setto 1 (# key), the pound key is used as the send key.
Ifitis set to 2 (* key), the asterisk key is used as the send key.
Web User Interface:

Features>General Information->Key As Send

Handset User Interface :

None
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To configure a send key via web user interface:

1. Click on Features->General Information

2. Select the desired value from the pull-down list of Key As Send.

Log Out
English(English) v

Yealink lwsoe

Account Features Directory

Forward&DND General Information NOTE
Call Waiting Enabled M
General Call Waiting
Information Call Waiting On Code 1t allows IP phones to receive a
new incoming call when there is
. Call Waiting OFff Code already an active call.
Audio
Key As Send # v Auto Redial
Transfer LS It allows IP phones to
automatically redial a busy
Reserve # in User Name Enabled v number after the first attempt.
Call Pickup Busy Tone Delay (Seconds) o v Key As Send
Assigns "#" or "*" as the send
Phone Lock Retumn Code When Refuse 486 (Busy Hars) v key.
Power LED Return Code When DND 480 (Temporarily Unavai ¥ Hotline
1P phone will automatically dial
Feature Key Synchronization Disabled v out the hatline number when
" - L

3. Click Confirm to accept the change.

Dial Plan

Regular expression, often called a pattern, is an expression that specifies a set of stringsA
regular expression provides a concise and flexible means to] matchD@&pecify and recognize)
strings of text, such as particular characters, words, or patterns ofcharacters. Regular expression
is used by many text editors, utilities, and programming languages to search and manipulate

text based on patterns.

Regular expression can be used to defineDECT IRphone dial plan. Dial plan is a string of
characters that governs the wayfor DECT IRphones to process the inputs received from the
DECT IPphone keypads.

Yealink DECT IPphones support the following dial plan features:
Replace Rule
Dial Now
Area Code
Block Out

You can configure these dial plan features via web user interface or using configuration files.
You can select to add a replace rule/dial now rule one by one or using the replace rule/dial now
template file to add multiple replace rules at a time.

You need to know the following basic regular expression syntax when creating old dial plan:

The dohbejusedas a @aceholder or multiple placeholders for
any string. Example:

] 1 2voul¥match j 137 13207 1325DZ laBcDZ2tc.

X ThejxDZ can be used as a pl aExanple:|l d
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] 1 2wold match | 11R7 1297 13DZ laR2tc.

The dashj-D&an be used to match a range of characterswithin the
brackets. Example:

J /] DZ woul d mat &bZ6DZDEDZnDZmber |

Thec o mma caif he DZed as a separator within the bracket.
Example:

j[2,5,8] DZwoul d 2DZDZ& 8DZt he numbe

I

The square bracket"[]" can be used as a placeholder for a single

character which matches any of a set of characters. Example:

"91[5-7]1234"would match | 951234 JZ961 2 3, DA 2 3 4 DZ

0

The parenthesis"()" can be used to group together patterns, for

instance, to logically combine two or more patterns. Example:

"(1-9)([27]1) 3" wo u928 DIHRPEIIPZ et c .

The J$DZfoll owed by the sequenc

the characters placed in the parenthesis. The sequence number

stands for the corresponding parenthesis. Example:

A replace rule configuration, Prefix: "001(xxx)45(xx)", Replace:

"9001$145%2". When you dial out "0012354599" on your phone, the

DECT IPhone will replace the number with "90012354599" . | $
t

means 3digitsinthe first parenthesis,

digtsi n t he second parenthesis, t

Replace Rule

Replace rule is an alternativestring that replaces the numbers entered by the user. DECT IP

phones support up to

100 replace rules, which canbe created either one by one or in batch

using a replace rule template. For more information on how to customize a replace rule

template, refer to Customizing Replace Rule TemplateFile on page 187.

Procedure

Replace rule can be createdusing the following methods.

Central Provisioning

(Configuration File)

Create the replace rule for the DECT

IP phone.

Parameters:
y000000000077.cfg ) ]
dialplan.replace.prefix.X

dialplan.replace.replace.X

dialplan.replace.line_id.X

Web User Interface

Create the replace rule for the DECT
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IP phone.
Navigate to :

http://<phonelPAddress>/serviet?p

=settings-dialplan&qg=load

Details of Configuration Parameters:

Parameter s Permitted Values Default

dialplan.replace.prefix.X
String within 32 characters Blank
(X ranges from 1 to 100)

Description :

Configures the entered number to be replaced.
Example:

dialplan.replace.prefix.1 = 1

Web User Interface:

Settings->Dial Plan->Replace Rule >Prefix
Handset User Interface :

None

dialplan.replace.replace.X
String within 32 characters Blank
(X ranges from 1 to 100)

Description :

Configures the alternate number to replace the entered number.
Example:

dialplan.replace.prefix.1 =1 and dialplan.replace.replace.1l =254245

When you ent er t hhen pressrthe send k@Zthizh amider | 254 2 4
replacetheent er ed number | 1DZ

Web User Interface:
Settings->Dial Plan->Replace Rule>Replace

Handset User Interface :

None

dialplan.replace.line_id.X Blank (for
Integer from 0 to 5 .

(X ranges from 1 to 100) all lines)

Description :

Configures the desired line to apply the replace rule. The digit O stands for all lines. If it is left
blank, the replace rule will apply to all lines on the DECT IPphone.

Example:
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Parameter s Permitted Values Default

dialplan.replace.line_id.1 =1,2

Web User Interface:

Settings->Dial Plan->Replace Rule>Account
Handset User Interface :

None

To create a replace rule via web user interface:

1. Click on Settings ->Dial Plan->Replace Rule.
Enter the string in the Prefix field.

Enter the string in the Replace field.

p w DN

Enter the desired line ID in the Account field or leave it blank.

If you leave this field blank or enter 0, the replace rule will apply to all accounts on the
DECT IRphone.

Log Out

English(English) v

Yealink | wsos

Account Network Features Directory Security

Time & Date —_ i izife: LEEELE Replace Rule:&n alternative
0 string that replaces the enterad
call Displ numbers.
isplay 2 Dial-now:Automatically dial out
the entered numbers.
Upgrade Area Code:Automatically add
P9 : the area code before the
. 4 numbers when dialing.
Auto Provision Block Qut:It prevents users
5 from dialing out specific
Configuration 5 TEIEEE
" "represents any string.
Dial Plan 7 “X":represents any character.
"-"match a range of characters
_ 8 within the brackets.
Voice *,“:a separator within the
9 bracket.
"[1":a character matches any of
UE=E 10 character sets.
*()":combines two or more
TROG9 pattems.
"§":followed by the sequence
N L number of 2 parenthesis means
Voice Monitoring the characters placed in the
Prefix | 1 Replace | 2452155 Account | 1,2 parenthesis.
sIP
| add | | Edit | | pe |

5. Click Add to add the replace rule.

Customizing Replace Rule Template File

The replace rule template helps with the creation of multiple replace rules.

You can ask the distributor or Yealink FAEor replace rule template. You can also obtainthe
replace rule template online:
http://support.yealink.com/documentFront/forwardToDocumentFrontDisplayPage . For more
information on obtaining the replace rule template, refer to Obtaining Boot Files/Configuration

Filed ResourceFileson page 88.
When editing a replace rule template file, learn the following:
<DialRule> indicates the start of the template file and </ DialRule> indicates the end of the
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template file.

When specifying the desired line(s) to apply the replace rule, the valid values are 0 and line

ID (0~5). Multiple line IDs are separated by commas.
At most 100 replace rules can be added to the DECT IRphone.

The expression syntax in the replace rule template is the same as that introduced in the

section Dial Planon page 184.

To customize areplace rule template :

1.
2.

Open the template file using an ASCII editor.

Create replace rules between <DialRule> and</DialRule>.

For example:

<Data Prefix="2512" Replace="05922512" LinelD="1" />

Where:

Prefix="" specifies the numbers to be replaced.

Replace="" specifies the alternate string instead of what the user enters.

LinelD="" specifiesthe desired line(s) for this rule. When you leave it blank or enter 0, this

replace rule will apply to all lines.

dialplanxml® x

W no ol oo Bloc o i@l B0 o S0 o Bl o B

1 o N s L

2[H «<DialRule>

<%?xml version="1.0" encoding="UTF-8"7>

<Data Prefix="23510" Replace="05%22510" LineID="1,2" />
<Data Prefix="2511" Replace="05522511" LineID="1,2" />
| <Data Prefix="2512" Replace="055%22512" LineID="1" />

</DialFule™
| x'ﬁ\dd a new replace rule. |

If you want to change the replace rule, specify the values within double quotes.

3. Save the changeand place this file to the provisioning server.
4.  Specify the accessURL of the replace rule templatein the configuration files.
Procedure

Specify the access URL of the replace rule templatausing the configuration files .

Specify the access URL of the

Central Provisioning replace rule template.

y000000000077.cfg

(Configuration File) Parameter:

dialplan_replace_rule.url




Configuring Basic Features

Details of Configuration Parameter

Parameter Permitted Values Default

dialplan_replace_rule.url URL within 511 characters Blank

Description :

Configures the access URL of thereplace rule template file.
Example:

dialplan_replace_rule.url = http://192.168.10.25/dialplan.xml

During the auto provisioning process, the DECT IFphone connects to the provisioning server
j192.168.10. 25DZheamrckepdawrel caudmel OZi | e J di al

Web User Interface:
None
Handset User Interface :

None

Dial Now

Dial now is a string used to match numbers entered by the user. When entered numbers match
the predefined dial now rule, the DECT IPphone will automatically dial out the numbers without
pressing the send key.DECT IRphones support up to 20 dial now rules, which can be created
either one by one or in batch using a dial now rule template. For more information on how to
customize adial now template, refer to Customizing Dial Now Template File on page 192. It is

not applicable to W52H handset.

Time Out for Dial Now Rule

The DECT IRphone will automatically dial out the entered number, which matches the dial now
rule, after a specified period of time.

Procedure

Dial now rule can be created using the following methods.

Create the dial now rule for the
DECT IPphone.

S Parameters:
Central Provisioning

y000000000077.cfg dialplan.dialnow.rule.X
(Configuration File)

dialplan.dialnow.line_id.X

Configure the delay time for the dial

now rule.
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Parameter :

phone_setting.dialnow_delay

Create the dial now rule for the
DECT IRphone.

Navigate to :

http://<phonelPAddress>/serviet?p

=settings-dialnow&qg=load

Web User Interface
Configure the delay time for the dial

now rule.
Navigate to :

http://<phonelPAddress>/servlet?p
=features-general&g=Iload

Details of Configuration Parameters:

Parameter s Permitted Values Default

dialplan.dialnow.rule.X
String within 24 characters Blank
(X ranges from 1 to 20)

Description :
Configures the dial now rule (the string used to match the numbers entered by the user).

When entered numbers match the predefined dial now rule, the DECT IFphone will
automatically dial out the numbers without pressing the send key.

Example:

dialplan.dialnow.rule.1 = 123

Note: It is not applicable to W52H Handset.
Web User Interface:

Settings->Dial Plan->Dial Now->Rule

Handset User Interface :

None

dialplan.dialnow.line_id.X Blank (for
Integer from 0 to 5 .

(X ranges from 1 to 20) all lines)

Description :

Configures the desired line to apply the dial now rule. The digit O stands for all lines. If it is

left blank, the dial now rule will apply to all lines on the DECT IRphone.
Example:

dialplan.dialnow.line_id1 =1,2




Configuring Basic Features

Parameter s Permitted Values Default

Note: Multiple li ne IDs are separated by commaslt is not applicable to W52H handset.
Web User Interface:

Settings->Dial Plan->Dial Now->Account

Handset User Interface :

None

phone_setting.dialnow_delay Integer from 0 to 14 1

Description :
Configures the delay time (in seconds) for the dial now rule.

When entered numbers match the predefined dial now rule, the DECT IRphone will
automatically dial out the entered number after the designated delay time.

If it is set to 0, the DECT IPphone will automatically dial out the entered number
immediately.

Note : It is not applicable to W52H handset.

Web User Interface:

Features>General Information->Time Out for Dial Now Rule
Handset User Interface :

None

To create a dial now rule via web user interface:

1. Click on Settings ->Dial Plan->Dial Now.
2. Enter the desired value in the Rule field.

3. Enter the desired line ID in the Account field or leave it blank.
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If you leave this field blank or enter 0, the dial now rule will apply to all accounts on the
DECT IRphone.

[

English(English) v

Yealink | wsoe

Account Network Features Directory Security

Time & Date —_— = (s i Replace Rule:An alternative

1 string that replaces the entered
numbers,

2 Dial-now:Automatically dial out
the entered numbers.

Area Code:Automatically zdd
et ’ the area code before the
. 4 numbers when dialing.

Auto Provision Block Out:It pravents users

5 from dialing out specific
numbers.

Call Display

Configuration

™. ":represents any string.
Dial Plan 7 "x":represents any character.
"-":match a range of characters
_ 8 within the brackets.
Voice ", ":a separator within the
9 bracket.
"[1":a character matches any of
UE=E 10 character sets.
*()":combines two or mare
TRO69 patterns.
"§":followed by the sequence
number of a parenthesis means
the characters placed in the
| parenthesis.

Voice Monitoring
| Rulg 123 Account 1,2

SIp

[ A | [ Edt | [ pa |

4. Click Add to add the dial now rule.
To configure the time out for dial now rule via web user interface:

1. Click on Features->General Information

2. Enter the desired time within 0-14 (in seconds) in the Time Out f or Dial Now Rule field.

Log Out

English(English) ¥

Yealink | wsoe

Account Network Features Settings Directory Security

Forward&DND General Information NOTE
Call Waiting Enabled v
General Call Waiting
Information Call Waiting On Code It allows IP phones to receive a
new incoming call when there is
- Call Waiting Off Code already an active call.
Audio
Key As Send # v Auto Redial
Transfer = A8 e It zllows IP phaones to
automatically redial 2 busy
Reserve 2 In ser Name Enzbled T number after the first attempt.
Call Pickup Busy Tone Delay (Seconds) 1] A Key As Send
Assigns "#" or "*” as the send
Phone Lock Return Code When Refuse 486 (Busy Here) v key.
Power LED Return Code When DND 480 (Temporarily Unavai ¥ Hotline ) .
1P phone will automatically dial
Feature Key Synchronization Disabled v out the hotline number when
lifting the handset, pressing the
Time Qut for Dial Now Ruls 1 ineakemhone key or the line
ey.
i v
RFC 2543 Hold Disabled call ¢

3. ClickConfirm to acceptthe change.

Customizing Dial Now Template File

The dial now template helps with the creation of multiple dial now rules. After setup, place the
dial now template to the provisioning server and specify the accessURL in the configuration
files.

You can ask the distributor or Yealink FAEfor dial now template. You can also obtainthe dial
now template online:

http://support.yealink.com/documentFront/forwardToDocumentFrontDisplayPage . For more
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information on obtaining the dial now template, refer to Obtaining Boot Files/Configuration

Filed ResourceFileson page 88.

When editing a dial now template, learn the following:

<DialNow> indicates the start of a template and </DialNow> indicates the end of a
template.

When specifying the desired line(s) for the dial now rule, the valid values are 0 and line ID
(0~5). Multiple line IDs are separated by commas.lt is not applicable to SIP-T19(P) E2DECT
IP phones.

At most 100 rules can be added to the DECT IRphone.

The expression syntax in the dialnow rule template is the same as that introduced in the section

Dial Planon page 184.

To customize a dial now template :

1.
2.

Open the template file using an ASCII editor.

Create dial now rules between <DialNow> and </DialNow>.
For example:

<Data DialNowRule="1001" LinelD="0" />

Where:

DialNowRule="" specifies the dial now rule.

LinelD="" specifies the desired line(s) for this rule. When you leaveit blank or enter 0, this

dial now rule will apply to all lines.

dialnowxml* x

] 10 20 30 40 50

Z2H <DialNow>

1 &

<Z?uxml version="1.0" encoding="UTF-§"7%>

<Data DialNowRule="123" LineID="1,2,3" />
<Data DialWNowRule="45&" LineID="1,2,3" />
| [<Data DialNowRule="1001" LineID="0" /> |

</DialMNow> -
I | Add a new dial-now rule. |

If you want to change the dial now rule, specify the values within double quotes.

3. Save the changeand place this file to the provisioning server.

4.  Specify the access URL of the dialnow template.

Procedure

Specify the access URL of thalial now template using the configuration files .

Central Provisioning

(Configuration Fil e)

y000000000077.cfg

Configure the access URL of thedial

now template.
Parameter:

dialplan_dialnow.url
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Details of Configuration Parameter

Parameter Permitted Values Default

dialplan_dialnow.url URL within 511 characters Blank

Description :

Configures the access URL of the diahow rule template file.
Example:

dialplan_dialnow.url = http://192.168.10.25/dialnow.xml

During the auto provisioning process, the DECT IFphone connects to the provisioning server
j192.168.10. 25DZ dig@mnodruegdbivhbeopdsat hew. xml DZ

Note : It is not applicable to W52H handset.
Web User Interface:

None

Handset User Interface :

None

Area Code

Area codes are also known as Numbering Plan Areas (NPAs). They usually indicate geographical
areas in one country. When entered numbers match the predefined area code rule, theDECT IP
phone will automatically add the area code before the numbers when dialing out them. DECT IP

phones only support one area code rule.

Procedure

Area code rule can be configured using the following methods.

Create the area code rule and
specify the maximum and minimum

lengths of entered numbers.

Central Provisioning Parameters:

y000000000077.cfg .
(Configuration File) dialplan.area_code.code

dialplan.area_code.min_len
dialplan.area_code.max_len

dialplan.area_code.line_id

Create the area code rule and
specify the maximum and minimum

Web User Interface
lengths of entered numbers.

Navigate to :
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http://<phonelPAddress>/serviet?p
=settings-areacode&g=load

Details of Configuration Parameters:

Parameter s Permitted Values Default

dialplan.area_code.code String within 16 characters Blank

Description :

Configures the area code to be added before the entered numbers when dialing out.
Example:

dialplan.area_code.code = 0592

Note : The length of the entered number must be between the minimum length configured
byt he p ar dalpan.aea_cdde.min_leZ atimednaximum length configured by the
p ar a maialgan.ar¢a_codemax_lerDZ

Web User Interface:
Settings->Dial Plan->Area Code->Code
Handset User Interface :

None

dialplan.area_code.min_len Integer from 1 to 15 1

Description :

Configures the minimum length of the entered numbers.
Web User Interface:

Settings->Dial Plan->Area Code->Min Length (1-15)
Handset User Interface :

None

dialplan.area_code.max_len Integer from 1 to 15 15

Description :

Configures the maximum length of the entered numbers.
Note : The value must be larger than the minimum length.
Web User Interface:

Settings->Dial Plan->Area Code->Max Length (1-15)
Handset User Interface :

None
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Parameter s Permitted Values Default
) o Blank (for
dialplan.area_code.line_id Integer from 0 to 5 )
all lines)

Description :

Configures the desired line to apply the area code rule. The digit O stands for all lines. If it is
left blank, the area code rule will apply to all lines on the DECT IFphone.

Example:

dialplan.area_code.line_id =1

Note: Multiple lin e IDs are separated by commas.
Web User Interface:

Settings->Dial Plan->Area Code->Account
Handset User Interface :

None

To configure an area code rule via web user interface:

1. Click on Settings ->Dial Plan->Area Code.
2. Enter the desired values in the Code, Min Length (1-15) and Max Length (1-15) fields.

3. Enter the desired line ID in the Account field or leave it blank.

If you leave this field blank or enter 0, the area code rule will apply to all accounts on the

DECT IRphone.
Log Out
- English(English) ¥
Yealink | weos
Account Network Features Directory Security
Time & Date Replace Rule:An alternative
Code string that replaces the entered
5 numbers.
Call Display Min Length (1-15) 1 Dial-now:Automatically dial out
Max Length (1-15 15 the entered numbers.
Upgrade B Area Code:Automatically add
Account the area code before the
. numbers when dialing.
Auto Provision - Block Out:It prevents users
Confirm Cancel from dialing out specific
Configuration i
™."represents any string.
Dial Plan “X"represents any character.

“-":match 3 range of characters

4.  Click Confirm to accept the change.

Block Out

Block out rule prevents usersfrom dialing out specific numbers. When entered numbers match
the predefined block out rul e, theDBCTBphenesr een prompt
support up to 10 block out rules.
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Procedure

Block out rule can be created using the following methods.

Create the block out rule for the

DECT IRphone.

Central Provisioning
y000000000077.cfg Parameters:

(Configuration File) .
dialplan.block_out.number.X

dialplan.block_out.line_id.X

Create the block out rule for the
DECT IRphone.

Web User Interface Navigate to:

http://<phonelPAddress>/serviet?p
=settings-blackout&g=load

Details of Configuration Parameters:

Parameter s Permitted Values Default

dialplan.block_out.number.X
String within 32 characters Blank
(X ranges from 1 to 10)

Description :

Configures the block out numbers.
Example:
dialplan.block_out.number.1 = 4321

When you dial the number J4321DZon your pt
prompt "Forbidden Number".

Web User Interface:
Settings->Dial Plan->Block Out->BlockOut NumberX

Handset User Interface :

None

dialplan.block_out.line_id.X Blank (for all
Integer from 0 to 5 )

(X ranges from 1 to 10) lines)

Description :

Configures the desired line to apply the block out rule. The digit 0 stands for all lines. If it is
left blank, the block out rule will apply to all lines on the DECT Iphone.

Example:
dialplan.block_out.line_id.1=1,2,3

Web User Interface:
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Parameter s Permitted Values Default

Settings->Dial Plan->Block Out->Account
Handset User Interface :

None

To create a block out rule via web user interface:

1. Click on Settings ->Dial Plan->Block Out.
2.  Enter the desired value in the BlockOut NumberX field.
3. Enter the desired line ID in the Account field or leave it blank.

If you leave this field blank or enter 0, the block out rule will apply to all accounts on the
DECT IRphone.

Log Out
English(English) v

Yealink lwsoe

Account Settings Directory

Preference Block Out NOTE
Time & Date Replace Rule:&n alternative
BlockOut Numberl 125255525 Account 1,2 string that replaces the enterad
= numbers.
Call Display BlockOut Mumber2 Account DA e e et
BlockOut Number3 Account the entered numbers.
Upgrade Area Code:Automatically add
BlockOut Number4 Account the area code before the
numbers when dialing.
Auto Provision Blockout Numbers Account Block Out:It prevents users
BlockOut Numberé Account fnrgmb‘l‘:h"g aiereEii
E e BlockOut Number7? Account
" "represents any string.
Dial Plan BlockOut Number§ Account "X":represents any character.
) BlockOut Number9 Account w’\thr:wailﬁg E:&?;S_Gf CEEEEE
LEaE BlockOut Number10 Account ;13 separator within the
bracket.
"[1":a character matches any of
UE=E Confirm Cancel character sets.

“{Y":combines two or mors

4. Click Confirm to add the block out rule.

Emergency Dialplan

Yealink DECT IPphones support dialing emergency telephone numbers when the phone is
locked. Due to the fact that the DECT IRphone must have a registered account or a configured

SIP serverjt may not meet the need of dialing emergency telephone number at any time.

Emergency dialplan allows wsers to dial the emergency telephone number (emergency services
number) at any time when the DECT Iphone is powered on and has been connected to the
network. It is available even if your phone keypad is locked or no SIP accountis registered.

Note Contact your local phone service provider for available emergency numbers in your area.

Emergency Dial Plan

Users can configure the emergency dial plan on the phone (e.g., emergency number, emergency
routing). The phone determines if this is an emergency number by checking the emergency dial
plan configured on the phone. When placing an emergency call, the call is directed to the
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configured emergency server. Multiple emergency servers may need to be configured for

emergency routing, avoiding thatemergencycal | s coul dngt get through becaus
failure. If the phone is not locked, it checks against the regular dial plan (refer to Dial Plan). If the

phone is locked, it checks against the emergency dial plan.

Emergency Location ldentification Number (ELIN)

The DECT IRphones support Link Layer Discovery Protocol for Media Endpoint Devices
(LLDRMED). LLDPMED allows the phone to use the location information, Emergency Location
Identification Number (ELIN), sent by the switch, as a caller ID for making emergency callsThe
outbound identity used in the P -Asserted-Identity (PAI) header of the SIP INVITE requesis
taken from the network using an LLDP-MED Emergency Location Identifier Number (ELIN)The
administrator can customize the outbound identity. The custom outbound identity will be used
if the phone fails to get the LLDP-MED ELIN value.

The following is an example of the PAI header:

P-asserted-identity: <sip: 1234567890 @abc.com> (where 1234567890is the custom
outbound identity .)

P-Access-Network -Info (PANI)

When placing an emergency call, the MAC address of the phone/connected switch should be
added in the P-AccessNetwork-Info (PANI) header of the INVITE message. It helps the aid

agency to i mmediately identify the callergs | ocation,
The following is an example of the PANI header:

P-AccessNetwork-Info: IEEE802.3; ethrl o ¢ a t 00:b5r65: Bbl:6eDZ ( wher e WHI456574B1
the phonegs MAC address.)

Procedure

Emergency dialplancan be configured using the configuration file .

Configure the emergency dialplan.
Parameters:

dialplan.emergency.asserted_id_source

Central . '
dialplan.emergency.custom_asserted_id
Provisioning
y000000000077.cfg | dialplan.emergency.server.X.address
(Configuration
File) dialplan.emergency.server.X.port

dialplan.emergency.server.X.transport_type
dialplan.emergency.X.value

dialplan.emergency.X.server_priority
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Details of Configuration Parameters:

Parameters Permitted Values Default

dialplan.emergency.asserted_id_source ELIN or CUSTOM ELIN

Description :

Configures the precedence of source of emergency outbound identities when placing an
emergency call.

If it is set to ELIN, the outbound identity used in the P-Asserted-Identity (PAI) header of the
SIP INVITE requests taken from the network using an LLDPR-MED Emergency Location
Identifier Number (ELIN). The custom outbound identity configured by

jdial plan. emergency. cust ibthe phosesfails to getdhei d DZ w
LLDRMED ELIN value.

If it is set to CUSTOM, the custom outbound identity configured by

jdial plan. emergency.custom_asserted_idDZw
jdial plan. emergency. cust thelLBRMER ELiNevalue wiibeZ i
used.

Note : If the obtained LLDPR-MED ELIN value is blank and no custom outbound identity, the
PAI header will not be included in the SIP INVITE request.

Web User Interface:
None

Handset User Interface :

None
) . 10-25 digits, SIP URI, or
dialplan.emergency.custom_asserted_id Blank
TEL URI
Description :

Configures the custom outbound identity when placing an emergency call.

If using a TEL URIfor example, tel:+16045558000. The full URI is included in the
P-Asserted-Identity (PAI) header (e.g., <tel:+16045558000>).

If using a SIP URI, for example, sip:1234567890123@abc.com. The full URI is included in the
P-Asserted-Identity (PAI) header and the address wil be replaced by the emergency server
(e.g., <sip:1234567890123@emergency.com>).

If using a 10-25 digit number, for example, 1234567890. The SIP URI constructed from the
number and SIP server (e.g., abc.com) is included in the fAsserted-Identity (PAI) header
(e.g., <sip:1234567890@abc.com>).

Web User Interface:
None

Handset User Interface :
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Parameters Permitted Values Default
None
dialplan.emergency.server.X.address IP address or domain
(X ranges from 1 to 3) name Blank
Description :

Configures the IP address or domain name of the emergencyserver X to be used for routing
calls.

Note : If the account is registered successfully or failed (the account information has been
configured), the emergency calls will be dialed using the following priority: SIP
server>emergency server; if the account isnot registered, the emergency server will be used.

Web User Interface:
None
Handset User Interface :

None

dialplan.emergency.server.X.port
Integer from 1 to 65535 5060
(X ranges from 1 to 3)

Description :

Configures the port of emergency server X to be used for routing calls.
Web User Interface:

None

Handset User Interface :

None

dialplan.emergency.server.X.transport_type
0,1,20r3 0
(X ranges from 1 to 3)

Description :

Configures the transport method the DECT IFphone uses to communicate with the

emergency server X.
0-UDP

1-TCP

2-TLS

3-DNS-NAPTR

Web User Interface:
None

Handset User Interface :

None
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Parameters Permitted Values Default
Refer to
. the
dialplan.emergency.X.value
number or SIP URI followin
(X ranges from 1 to 255) g
content

Description :

Configures the emergency number to use on your DECT IPphone so a caller can contact

emergency services in the local area when required.
Default :

When X = 1, the default value is 911;

When X = 2-255, the default value is Blank.

Web User Interface:

None

Handset User Interface :

None
dialplan.emergency.X.server_priority a combination of digits 1,
1,2,3
(X ranges from 1 to 255) 2and 3
Description :

Configures the priority for the emergency servers to be used.
The digits are separated by commas. Theservers to be used in the order listed (left to right).

The DECT IPphone tries to send the INVITE request to the emergency server with higher
priority. If the emergency server with higher priority does not respond correctly to the
INVITE then the phone tries to make the call using the emergency server with lower priority,
and so forth. The DECT IFphone tries to send the INVITE request to each emergency server

for three times.
Example:
dialplan.emergency.1.server_priority = 2,1, 3

It means the DECT IRphone sends the INVITE request to the emergency server 2 first. If the
emergency server 2 does not respond correctly to the INVITE, then tries to make the call
using the emergency server1. If the emergency serverl does not respond correctly to the
INVITE, then tries to make the call using the emergency server3. The DECT IPphone tries to
send the INVITE request to each emergency server for three times.

Note : If the IP address of the emergency server with higher priority has not been configured,
the emergency serverwith lower priority will be used. If the account is registered
successfully or failed (the account information has been configured), the emergency calls will

be dialed using the following priority: SIP server>emergency server; if the account is not
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Parameters Permitted Values Default

registered, the emergency server will be used.
Web User Interface:

None

Handset User Interface :

None

Off Hook Hot Line Dialing

Note

For security reasons,DECT IRphones support off hook hot line dialing feature, which allows the
phone to first dial out the pre-configured num ber when the user dials out a call using the
account with this feature enabled. The SIP server may then prompt the user to enter an
activation code for call service. Only ifthe user enters a valid activation code, the DECT IFphone

will use this account to dial out a call successfully.

Off hook hot line dialing feature is configurable on a per-line basis and depends on support
from a SIP server.

Off hook hot line dialing feature limits the call-out permission of this account and disables the
hotline feature.

The server actions may vary from different servers.

It is also applicable to the IP call and intercom call.

Procedure

Off hook hot line dialing can be configur ed using the configuration file .

Configure off hook hot line dialing

feature.
Parameter:
Central Provisioning account.X.auto_dial_enable
] ) ) <MAC> .cfg
(Configuration File) Specify the number that the phone

first dials out.
Parameter:

account.X.auto_dial_num
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Details of Configuration Parameters:

Parameter s Permitted Values Default

account. X.auto_dial_enable
Oor1 0
(X ranges from1 to 8)

Description :

Enables or disables theDECT IRphone to first dial out a pre -configured number when a user
dials out a call using account X.

0-Disabled
1-Enabled

If it is setto 1 (Enabled), the phone will first dial out the pre-configured number (configured
by the parameter Jaccount . X. autcallusingactountX m

Note: The server may prompt the user to enter an activation code to use this account for call
service. This feature requires support from the SIP server.

Web User Interface:
None
Handset User Interface :

None

account. X.auto_dial_num
String within 32 characters Blank
(X ranges from 1 to 8)

Description :

Configures the number that the DECT IRphone first dials out when a user dials out a call
using account X.

Note:l't wor ks only i f t haccoudXaute dial fenabldi®setpod r a
(Enabled).

Web User Interface:
None
Handset User Interface :

None

Local Directory

204

You can store the frequently usedcontactsi n t he handsetds | ocal di

numbers can be freely added, deleted and edited. You can store up to 100 contacts per handset,
each with a name, a mobile number and an office number. Yealink DECT IFphones support both

* xml and *.csv format contact files.

rectory,
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Procedure

Local Directory can be configured using the configuration files or locally.

Configuration Fi le

y000000000077.cfg

Specify the access URL of the
directory template file.

Parameter:

handset.X.contact_list.url

Local

Web User Interface

Configure the Directory.

Navigate to :
http://<phonelPAddress>/serviet?p
=contactsbasic&g=load

Details of the Configuration Parameter:

Parameter

Permitted Values Default

handset.X.contact_list.url

(Xranges from 1 to 8)

URL within 511 characters Blank

Description :

Configures the access URL of the contact file of handset X.

The format of the file must

Example:

handset.1l.contact_list.url= http://192.168.1.20/favorite_setting.xml

During the auto provisioning process, the IP DCETphone connects to the provisioning server

j192.2068. 4nd

Web User Inte rface:

be *.xml.

d o wdirdctorp fdis| ¢ hjef avori te_setting

Directory->Local Directory->Import Contacts

Handset User Interface:

None

To import an XML contact list file via web user interface:

1. Click on Directory ->Local Directory .

2. Select the desired handset from the pull-down list of Importto .
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3. ClickBrowse to locate a contact list file (the file format must be *.xml) from your local

system.

=

Log Out

English(English) -

Yealink | wee

Status Account Network Features Settings Directory Security

File Template Download
Local Directory P NOTE
€SV file template
Remote Phone Import
Book XML file template Browse the file in XML format.
Import Contacts Export
LDAP Click Export button and create a
Import to HL - file with whose name you prefer
Multicast IP to export.
Select .xml file form Browse... | Mo file selected.
Setting [@ You can click here to get
Import more guides.
Select .csv file form Browse... | No file selected.
Export Contacts
Export from HL -
Bxport ol file Export
Delete Contacts Delete

4. Clicklmport to import the contact list.

5. Click OK to complete importing the contact list.
To import a CSV contact list file via web user interface:

1. Click on Directory ->Local Directory .
2. Select the desired handset from the pull-down list of Importto .

3. ClickBrowse to locate a contact list file (the file format must be *.csv) from your local

system.

4.  ClickImport to import the contact list.

5.  (Optional.) Mark the On radio box in the Delete Old Contacts field.
It will delete all existing contacts while importing the contact list.

6. Select the contact information you want to import into the local directory from the

pull-down list of Index.
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At least one item should be selected to be imported into the local directory.

Log Out

English(English) ¥

Yealink |wsos

Account Directory
Delete Old Contacts -/ On ® Off
Preview NOTE
DisplayName OfficeNumber MabileNumber OtherNumber
Index display_name v office_number v mobile_number ¥ ather_number ¥ contacts-preview-note

1 Abby 1001 1124555 12542

2 Cindy 1002 1312555 2322

3 Candy 1003 1231321 23131222
4 Daniel

7. Clicklmport to complete importing the contact list.
To export a contact list via web user interface:

1. Click on Directory ->Local Directory .
2. In Export Contacts block, click Export from Export.xml file (or Export.csv file ) field.

3. Click Save to save the contact list to your local system.
To delete contacts via web user interface:

1. Click on Directory ->Local Directory .

2. In Export Contacts block, click Delete from the Delete Contacts field.

Customizing a Director y Template File

You can ask the distributor or Yealink FAEor directory template . You can also obtainthe
directory template online:
http://support.yealink.com/documentFront/forwardToDocumentFrontDisplayPage . For more
information on obtaining the directory template, refer to Obtaining Boot Files/Configuration

Filed ResourceFileson page 88.

The following table lists meaning of each variable in the directory template file:

Element Values Description
root_contact no Contact | istgs
contact no Cont actementr oot

An element of contact.

Contact name.

display_name String )
Note : This value cannot be
blank or duplicated.
office_number String Office number of the contact.
mobile_number String Mobile number of the contact.
other_number String Other number of the contact.

Customizing a directory template:

1. Open the template file using an ASCI!I editor.

2. For eachdirectory list that you want to configure, edit the corresponding string in the file.
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For example, configure the local directory list, edit the values within double quotes in the

following strings:

<contact display_name="" office_number="" mobile_number="" 0t her _nu/mber =DDZ

<root_contact>
<contact display name="" office number="" mobile number="" other number="" S

<froot_contact>

3.  Save the changeand place this file to the provisioning server (e.g.,192.168.1.20.

4.  Specify the access URL of the custom directory template file in the configuration files (e.g.,
handset.1.contact_list.url= http://192.168.1.20/favorite_setting.xml).

Search Source List In Dialing

Searchsource list in dialing allows the DECT IPphone to automatically search entries from the
search source list based on the entered string, and display results on thepre-dialing/ dialing
screen. The user can select the desired entry to dial out quickly.

The search source list carbe Local Directory, History, Remote Phone Book and LDAPThe search

source list can be configured using a supplied super searchtemplate file (super_search.xml)

It is not applicable to W52H handset.

Customizing a Super Search Template File

You can ask thedistributor or Yealink FAEfor super search template. You can also obtainthe
super search template online:
http://support.yealink.com/documentFront/forwardToDocumentFrontDisplayPage . For more
information on obtaining the super search template, refer to Obtaining Boot Files/Configuration
Filed ResourceFileson page 88.

The following table lists meaning of each variable in the super search templatefile:

Element Attribute Description
root_super_search | No File root element
tem No Super search |
element

local_directory_search The directory list (For
calllog_search example,

id_name remote_directory_search jlocal _directo
Idap_search the local directory list).
BroadSoft_directory_search Note : Do not edit this field.
Local Contacts The display name of the

display_name History directory list.
Remote Phonebook Note : We recommend you
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Element Attribute Description

LDAP do not edit this field.

Network Directories Network Directories list is
hidden for DECT IPphones in
neutral firmware, which are
designed for the BroadWorks
environment.

1, 2, 3, 4and 5. o

o . ) o i The priority of the search
priority 1 is the highest priority, 5 is the
results.

lowest.

0/1, Enable or disable the DECT IP

enable 0: Disabled phone to search the desired

1: Enabled directory list.

Customizing a super search template:

1. Open the template file using an ASCII editor.

2. For each directory list that you want to configure, edit the corresponding string in the file.

For example, configure the local directory list, edit the values within double quotes in the

following strings:

<item id_name="local_directory_search" display_name="LocalContacts" priority="1"

enable="1"/>

:[|2¢root super searchy

2 |<1I:E]r id name="local directory search” display name="Local Contact

" _priority="1" enable="1" /> |

</root_super_search»

<iter id name="callleog_search™ display name="History" pricrity="2"
<iter id name="remote directory search" display name="Remote Phonebook™ priority="3" enable="0" />
<iter id name="ldap search™ display name="LDAF" pricrity="4" enable="0" /
<iter id name="BroadScft_directory search” display name="Network Directories™ priority="5" enable="0" />

enable="1" />

3. Save the changeand place this file to the provisioning server (e.g.,192.168.1.20.

4.  Specify the access URL of the custom super searckemplate file in the configuration files

(e.g., super_search.url = http://192.168.1.20/super_search.xml).
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Procedure

Searchsource list in dialing can be configured using the following methods.

Specify the access URL of the super

Central Provisioning searchtemplate file.
y000000000077.cfg
(Configuration File) Parameter:

super_search.url

Configure the search source listin
dialing.
Web User Interface Navigate to :

http://<phonelPAddress>/serviet?p
=contacts-favorite&qg=Iload

Details of the Configuration  Parameter:

Parameter Permitted Values Default

super_search.url URL within 511 characters Blank

Description :

Configures the access URL of the super search template file.
Example:

super_search.urk= http://192.168.1.20/super_search.xml

During the auto provisioning process, the DECT IFphone connects to the provisioning server
j192.2068. 4nd d o wsodercseattisteniplateflej super _sear ch.

Note: It is not applicable to W52H handset.

Web User Interface:

Directory->Setting ->Search Source List In Dialing
Handset User Interface :

None

To configure search source list in dialing via web user interface:

1. Click on Directory ->Setting .

2. Inthe Search Source List In Dialing block, select the desired list from the Disabled column
and then click .

The selected list appears in theEnabled column.
3. Repeatthe step 2 to add more lists to the Enabled column.
4. Toremove a list from the Enabled column, select the desired list and then click .

5. To adjust the display order of search results, select the desired list and then click

or.
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The LCD screen displays the search results in the adjusted order.

Yealink | wsos _

Account Network Features

Local Directory
Search Source List In Dialing

Log Out

English(English) ¥

Settings Directory Security

NOTE

Remote Phone Disabled Enabled
Book
Remote Phonebook Local Directory

History

LDAP
=1

Multicast IP
Setting

Directory
It provides easy access to
frequently used lists.

Search Source in Dialing
It allows the IP phane to
automatically search entries from
the search source list based on
the entered string, and display
results on the pre-dialing screen.

Recent Call In Dialing
Tt allows users to view the
placed calls list when the phone

Recent Call In Dialing | Disabled

Confirm Cancel

is on the pre-dialing screen.

6. Click Confirm to accept the change.

Save Call Log

DECT IRphones record and maintain phone events to a call log, also known as a call list. The all

log contains call information such as remote party identification, time and date of the call, and

call duration. It can be used to redial previous outgoing calls, return incoming calls, and save

contact information from call log lists to the contact directory.

The DECT IRphones maintain a local call log. Call log consists of four lists:All Calls,Missed Calls,

Placed Calls and Received Calls. Eadall log list supports up to 100 entries. To store call

information, you must enable save call log feature in advance.

Procedure

Call log can be configured using the following methods.

Central Provisioning
y000000000077.cfg
(Configuration File)

Configure call log feature.
Parameter:

features.save_call_history

Configure call log display method.
Parameter:

features.cumulative_display_call_log.
enable

Web User Interface

Configure call log feature.
Navigate to :

http://<phonelPAddress>/serviet?p

=features-general&qg=load

Handset User Interface

Configure call log feature.
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Details of the Configuration Parameter s:

Parameter s Permitted Values Default

features.save_call_history Ooril 1

Description :

Enables or disables theDECT IFphone to save the call log.
0-Disabled

1-Enabled

If it is set to O (Disabled), the DECT IFphone cannot log the missed calk, placed calls and
received callsin the call log lists.

Web User Interface:
Features>General Information->Save Call Log
Handset User Interface :

None

features.cumulative_display_call_log.enable Oorl 1

Description :

Enables or disables theDECT IRphone to display the same call log of a day cumulatively.
0-Disabled

1-Enabled

If it is set to O (Disabled), the same call log will display in a list respectively.

Ifitis set to 1 (Enabled), the same call log of a day willdisplay cumulatively.

Web User Interface:

None

Handset User Interface:

None
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To configure call log feature via web user interface:

1. Click on Features->General Information

2. Select the desired value from the pull-down list of Save Call Log.

Yealink | weoe PR

Forward&DND

General
Information

Audio
Transfer
Call Pickup
Phone Lock

Power LED

Account ||

General Information

Call Waiting

Call Waiting On Code

Call Waiting Off Code

Key As Send

Resarve # in User Name
Busy Tone Delay (Seconds)
Return Code When Refuse
Return Code When DND
Featurs Key Synchronization
Time Out for Dial Now Rule
RFC 2543 Hold

Use Outbound Proxy In Dialog

180 Ring Workaround

Features

Enabled

%
Enabled

0

486 (Busy Herz)

480 (Tempararily Unaval
Disabled

1

Disabled

Enabled

Enabled

Save Call Log

Enabled

Suppress DTMF Display

Suppress DTMF Display Delay

Disabled

Disabled

Log Out
English(English) v

NOTE

Call waiting

It allows IP phones to receive a
new incoming call when there is
already an active call.

Auto Redial

It allows IP phones to
automatically redial a busy
number after the first attempt.

Key As Send
Assigns "#" or "7 as the send
key.

Hotline

1P phone will automatically dial
out the hotline number when
lifting the handsst, pressing the
speakerphone key or the line
key.

Call Completion

It allows users to monitor the
busy party and establish a call
when the busy party becomes
available to receive a call.

3. Click Confirm to acceptthe change.

Call Waiting

Call waiting allows DECT IPphones to receive a newincoming call when there is already an

active call. The newincoming call is presented to the user visually on the LCD screen.

Call waiting tone allows the DECT IRphone to play a short tone, to remind the user audibly of a

new incoming call during conversation. Call waiting tone works only if call waiting is enabled.

You can customize call waiting tone or select specialized tone sets (vary from country to country)

for your DECT IPphone. For more information, refer to Toneson page 361.

The call waiting on code and call waiting off code configured on DECT IFphones are used to

activate/deactivate the server-side call waiting feature. They may vary on different servers.

Procedure

Call waiting and call waiting tone can be configured using the following methods.

Central Provisioning

(Configuration File)

y000000000077.cfg

waiting tone.

Parameters:

call_waiting.tone

Configure call waiting and call

call_waiting.enable

call_waiting.on_code

call_waiting.off_code
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Configure call waiting.
Navigate to :

http://<phonelPAddress>/serviet?p

=features-general&g=Iload
Web User Interface

Configure call waiting tone.
Navigate to :

http://<phonelPAddress>/serviet?p

=features-audio&g=Iload

Configure call waiting and call
Handset User Interface

waiting tone.
Details of Configuration Parameters:
Parameter s Permitted Values Default
call_waiting.enable Oorl 1

Description :

Enables ordisables call waiting feature.
0-Disabled

1-Enabled

If it is set to O (Disabled), a new incoming call is automatically rejected by the DECT IFphone
with a busy signal (configured by the parameter] f eat ur e s . n o r mahile duried
a call.

If it is set to 1 (Enabled), the LCD screemwill present a new incoming call while during a call.
In both cases, users can put an active call on hold to make outgoing calls.

Web User Interface:

Features>General Information->Call Waiting

Handset User Interface :

OK->Call Features>Call Waiting->Status

call_waiting.tone Oorl 1

Description :

Enables or disables theDECT IFphone to play the call waiting tone when the DECT IPphone

receives anincoming call during a call.
0-Disabled
1-Enabled

If it is set to 1 (Enabled),the DECT IPphone will perform an audible indicator when receiving
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Parameter s Permitted Values Default

a new incoming call during a call.

Note : It works only if the value of the parameter jc a | | _wa i t is segto le(Bnaled). e
Web User Interface:

Features>Audio ->Call Waiting Tone

Handset User Interface :

OK->Call Features>Call Waiting->Tone

call_waiting.on_code String within 32 characters Blank

Description :

Configures the call waiting on code to activate the server-side call waiting feature. The DECT
IP phone will send the call waiting on code to the server when you activate call waiting
feature on the DECT IFphone.

Example:

call_waiting.on_code = *71

Web User Interface:

Features>General Information ->Call Waiting On Code
Handset User Interface :

None

call_waiting.off_code String within 32 characters Blank

Description :

Configures the call waiting off code to deactivate the server-side call waiting feature. The
DECT IPphone will send the call waiting off code to the server when you deactivate call
waiting feature on the DECT IPphone.

Example:

call_waiting.off_code = *72

Web User Interface:

Features>General Information ->Call Waiting Off Code
Handset User Interface :

None

To configure call waiting via web user interface:

1. Click on Features->General Information
2. Select the desired value from the pull-down list of Call Waiting .

3. (Optional.) Enter the call waiting on code in the Call Waiting On Code field.
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4. (Optional.) Enter the call waiting off code in the Call Waiting Off Code field.

Log Out

English(English) ¥

Yealink | wsos

Account Network Features Settings Directory Security

Forward&DND General Information NOTE
Call waiting Enabled v
General Call Waiting
Information Call waiting On Code *71 Tt allows IP phones to receive a
new incoming call when there is
_ Call Waiting Off Code *72 already an active call.
Audio
& b Auto Redial
Transfer =yt Tt allows IP phones to
automatically redial a busy
e A Enabled T number after the first attempt.
Call Pickup Busy Tone Delay (Seconds) 1] Al Key As Send
Assigns "#" or "*" as the send
Phone Lock Return Code When Refuse 486 (Busy Here) v key.

5. Click Confirm to accept the change.
To configure call waiting tone via web user interface:

1. Click on Features->Audio .

2. Select the desired value from the pull-down list of Call Waiting Tone.

Log Out
English(English) v

Yealink | wsoe

Account Network Features Settings Directory Security

Forward&DND GTIDEETLES NOTE

[t wating Tone Enabled |
General Tone
Information Ringer Device for Headset Use Speaker v Enables or disables the call
waiting tone, key tone and send
. tone.
Audio Confirm Cancel
Redial Tone
It zllows IP phones to continue
Transfer to play the dial tone after
inputting the preset numbers on
Call Pickup the pre-dialing screen.

3. Click Confirm to accept the change.
To configure call waiting feature  via handset user interface

1. PressOK to enter the main menu.
SelectCall Features->Call Waiting .
Press«q orP to select the desired value from the Status field.

Press orp to select the desired value from the Tone field.

a r w D

Press theSave soft key to accept the change or the Back soft key to cancel.

Auto Answer

Auto answer allows DECT IRphones to automatically answer an incoming call by picking up the
handset from the charger cradle without having to press the off -hook key. DECT IFphones will
not automatically answer the incoming call during a call even if auto answer is enabled. The auto

answer feature works only if the handset is placed in the charger cradle.
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Procedure

Auto answer can be configured using the following methods.

Configure auto answer.
Configuration File y000000000077.cfg Parameter:

custom.handset.auto_answer.enable

Handset User Interface Configure auto answer.

Details of Configuration Parameter:

Parameter Permitted Values Default

custom.handset.auto_answer.enable Oor1l 1

Description :

Enables or disables a user to answer incoming calls by lifting the handset from the charger
cradle without having to press the off -hook key.

0-Disabled
1-Enabled
If it is set to 1 (Enabled), he DECT IFphone can automatically answer an incoming call.

Note: It works if the handset is placed in the charger cradle and the parameter

Jjauto_provision. handset _configured. enabl e
Web User Interface:

None

Handset User Interface:

OK->Settings->Telephony->Auto Answer

To configure auto answer via handset user interface :

1. PressOK to enter the main menu.
2. SelectSettings ->Telephony ->Auto Answer .

3. Press theChange soft key to check or uncheck the Auto Answer checkbox.

Allow IP Call

Allow IP Call feature allows DECT IRphones to receive or place an IP address callYou can
neither receive nor place an IP address call if allow IP call feature is disabled.
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Procedure

Allow IP call can be configured using the following methods.

Central Provisioning
y000000000077.cfg
(Configuration File)

Configure allow IP call
Parameter:

features.direct_ip_call_enable

Web User Interface

Configure allow IP call.
Navigate to :

http:// <phonelPAddress>/servlet?p=featu

res-general&g=Iload

Details of Configuration Parameter

Parameter

Permitted Values Default

features.direct_ip_call_enable

Oor1l 1

Description :

Enables or disables allow IPaddress call.
0-Disabled

1-Enabled

Note : If you want to receive an IP address call make sure the value of the parameter

jsiptrust ctriDZ i s set to O

Web User Interface:

Features >General Information->Allow IP Call

Handset User Interface :

None

(Di sabl ed) .

To configure allow IP call feature via web user interface:

1. Click on Features->General Information .
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2. Select the desired value from the pull-down list of Allow IP Call .

o

Log Out
- English(English) -
Yealink | weos
Status Account Network Features Settings Directory Security
General Information
Forward&DND DU
Call Waiting Enabled -
General call waiting
Information Call Waiting On Code It allows 1P phones to receive a
new incoming call when there is
Audio Call Waiting Off Cade already an active call.
Key As Send - v Auto Redial
Transfer It allows IP phones to
. automatically redial a busy
call Pickup . number after the first attempt.
Key As Send
Phone Lock Assigns "#" or "=" as the send
key.
Accept SIP Trust Server Only Disabled - =
Power LED Hotline
Allov TP Call Enabled ~

1P phone will automatically dial
out the hotline number when

Voice Mail Tone Enabled - lifting the handset, pressing the
speakerphone key or the line key.
DHCP Hostname SIP-W52P
‘call Completion
Reboot in Talking Disabled - It allows users to monitor the
busy party and establish a call
Display Method on Dialing User Name - when the busy party becomes
available to receive a call.
End Call On Hook Alviays -
[#l You can dick here to get
Confirm Cancel more guides.

3. ClickConfirm to accept the change.

Accept SIP Trust Server Only

Accept SIPtrust server only enables the DECT IPphones to only accept the SIPmessagefrom
your SIP server and outbound proxy server. It can prevent the phone receiving ghost calls from
random numbers like 100, 1000, etc.To stop this from happening, you also need to disable
allow IP call feature. For more information on allow IP call, refer to Allow IP Callon page 217.

Procedure

Accept SIP trust serveronly can be configured using the following methods.

Configure accept SIP trust server

Central Provisioning only.
y000000000077.cfg
(Configuration File) Parameter:

sip.trust_ctrl

Configure accept SIP trust server

only.
Web User Interface Navigate to :

http:// <phonelPAddress>/servlet?p
=features-general&g=Iload
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Details of Configuration Parameter

Parameter Permitted Values Default

sip.trust_ctrl Ooril 0

Description :

Enables or disables theDECT IFphone to only accept the SIPmessage from the SIPserver
and outbound proxy server.

0-Disabled

1-Enabled

Web User Interface:

Features>General Information->Accept SIP Trust Server Only
Handset User Interface :

None

To configure accept SIP trust server only feature via web user interface:

1. Click on Features->General Information

2. Select the desired value from the pull-down list of Accept SIP Trust Server Only .

o

Log Out
- English(English) -
Yealink | weos
Status Account Network Features Settings Directory Security
‘General Information
Forward&DND ROAE
Call Waiting Enabled -
General Call Waiting
Information Call Waiting On Code It allows IP phones to receive a
new incoming call when there is
Audio Call waiting Off Cade already an active call.
Key As Send = - Auto Redial
Transfer It allows IP phones to
. automatically redial a busy
Call Pickup . number after the first attempt.
Key As Send
Phone Lock Assigns "#" or "*" as the send
key.
Accept SIP Trust Server Only Disabled - =5
Power LED Hotline
Allow TP call Enabled -

1P phone will automatically dial
out the hotline number when

Voice Mail Tone Enabled - lifting the handset, pressing the
speakerphone key or the line key.
DHCP Hostname SIP-W52P
call Completion
Reboot in Talking Disabled - It allows users to monitor the
busy party and establish a call
Display Method on Dialing User Name A when the busy party becomes
available to receive a call.
End Call On Hook Alwiays -
I3 You can dick here to get
Confirm Cancel more guides.

3. ClickConfirm to accept the change.
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Anonymous Call

Anonymous call allows the callerto concealt he i dentity i nformation displaye
screen The calleg) phone LCD screenprompts an incoming call from anonymity . Anonymous

call is configurable on a per-line basis.

Example of anonymous SIP header:

Via: SIP/2.0/UDP 10.3.20.14:5060;branch=z29hG4bK3074920774

From: "Anonymous" <sip:anonymous@anonymous.invalid>; tag=131654239
To: <sip:1006@10.2.1.485060>

Call1D: 0_288363101@10.3.20.14

CSeq: 1 INVITE

Contact: <sip:1009@1023.20.145060>

Content-Type: application/sdp

Allow: INVITE, INFO, PRACK, ACK, BYE, CANCEL, OPTIONS, NOTIFY, REGISTER, SUBSCRIBE, REFER,
UPDATE, MESSAGE

Max-Forwards: 70

User-Agent: Yealink W60B 77.81.0.10

Allow-Events: talk,hold,conference,refer,checksync

P-Preferred-ldentity: <sip:1009@10.2.1.48>

Privacy: id

Content-Length: 302

The anonymous call on code and anonymous call off code configured on DECT IRphones are
used to activate/deactivate the server-side anonymous call feature. They may vary on different
servers.Send Anonymous Code feature allows DECT IFphones to send anonymous on/off code

to the server.

Procedure

Anonymous call can be configured using the following methods.

Configure anonymous call.
Parameters:

features.provision_anonymous_call_on_g

Central Provisioning ui.enable
<MAC> .cfg
(Configuration File) account.X.anonymous_call
account.X.send_anonymous_code
account.X.anonymous_call_oncode

account.X.anonymous_call_offcode

Configure anonymous call.

Web User Interface Navigate to :

http://<phonelPAddress>/servlet?p=acc
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ount-basic&g=load&acc=0

Handset User Interface Configure anonymous call.

Details of Configuration Parameters:

Parameter s Permitted Values Default

features.provision_anonymous_call_on_gui.enable Oorl 1

Description :

Enables or disables to display the anonymous call setting on the handset.
0-Disabled

1-Enabled

Web User Interface:

None

Handset User Interface:

None

account. X.anonymous_call
Oorl 0
(X ranges from1 to 8)

Description :

Triggers the anonymous call feature to on or off for account X .

0- Off

1-On

If it is set to 1 (On), the DECT IRphone will block its identity from showing up to the callee

when placingacallThe call ee§s phone LCD screen pr €

callergs identity.
Web User Interface:
Account->Basic->Local Anonymous
Handset User Interface:

OK->Call Features>Anonymous Call->Line X->Status (only display when the parameter

Jfeatures.provision_anonymous_call_on_gui.enablBZ i s set to 1 (Enab

account. X.send_anonymous_code
Oorl 0
(X ranges from 1 to 8)

Description :

Configures the DECT IPphone to send anonymous on/off code to activate/deactivate the

server-side anonymous call feature for account X.
0-Off Code
1-On Code




Configuring Basic Features

Parameter s Permitted Values Default

If it is set to 0 (Off Code), the DECT IRphone will send anonymous off code to the server

when you activate/deactivate the anonymous call feature.

Ifitis setto 1 (On Code), the DECT IRphone will send anonymous on code to the server
when you activate/deactivate the anonymous call feature.

Web User Interface:
Account->Basic->Send Anonymous Code

Handset User Interface:

None

account. X.anonymous_call_oncode String within 32 Blank
(X ranges from1 to 8) characters

Description :

Configures the anonymous call on code to activate the server-side anonymous call feature
for account X.

Example:
account.l.anonymous_call_oncode = *72

Note: 1 't works only if the value of the paran
1 (On Code).

Web User Interface:
Account->Basic->Send Anonymous Code->0On Code

Handset User Interface:

None

account. X.anonymous_call_offcode String within 32 Blank
(X ranges from 1 to 8) characters

Description :

Configures the anonymous call off code to d eactivate the server-side anonymous call
feature for account X.

Example:
account.l.anonymous_call_offcode = *73

Note: 1t works only if the value of the paran
0 (Off Code).

Web User Interface:
Account->Basic->Send Anonymous Code->Off Code
Handset User Interface:

None

To configure anonymous call via web user interface:
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1. Click on Account ->Basic.

Select the desired account from the pull-down list of Account.

Selectthe desired value from the pull -down list of Local Anonymous .
Selectthe desired value from the pull -down list of Send Anonymous Code.

(Optional.) Enter the anonymous call on code in the On Code field.

2

(Optional.) Enter the anonymous call off code in the Off Code field.

7. ClickConfirm to accept the change.
To configure anonymous call feature for a specific line via handset user interface :

1. PressOK to enter the main menu.
2. SelectCall Features->Anonymous Call .

The LCD screen displays the outgoing lines currently assigned to the handset. The default
outgoing line is highlighted and followed by a left arrow.

3. Press A orVy to highlight the desired line, and then press the OK soft key.
4. Press« or p to select the desired value from the Status field.

5. Press theOK soft key to accept the change.

Anonymous Call Rejection

Anonymous call rejection allows DECT IFphones to automatically reject incoming calls from

callers whose identity has been del phbretGDt el y conceal ¢
screen presents ] Aroonymous dalyrejddtiorsiacorfiqunatdecd per-line

basis.

The anonymous call rejection on code and anonymous call rejection off code configured on
DECT IRphones are used to activate/deactivate the server-side anonymous call rejection feature.
They may vary on different servers. Send AnonymousRejection Code feature allows DECT IP

phones to send anonymous call rejection on/off code to the server.
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